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Abstract

This thesis presents techniques for the machine-assisté@atation of an impor-
tant class of concurrent algorithms, calledn-blockingalgorithms. The notion
of linearizability is used as a correctness condition for concurrent implesment
tions of sequential datatypes and the usdaofvard simulation relationsas a
proof method for showing linearizability is described. Atalked case study is
presented: the attempted verification of a concurrent éeabted queue imple-
mentation, th&narkalgorithm, using the theorem proving syst®S This case
study allows the exploration of the difficult problem of \figiing an algorithm that
uses low-level pointer operations over a dynamic datasgira in the presence of
concurrent access by multiple processes.

During the verification attempt, a previously undetected Wwas found in the
Snark algorithm. Two possible corrections to this algontare presented and
their merits discussed. The verification of one of theseemtions would require
the use of dackward simulation relationThe thesis concludes by describing the
reason for this extention to the verification methodologg #re use of dierar-
chical proof structure to simplify verifications that require baekd simulations.
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Chapter 1

Introduction

This thesis describes work on the formal verification of apantant class of con-
current algorithms calledon-blockingalgorithms, which provide implementa-
tions of shared data-structures without using any form ofualuexclusion. A
case study based on the attempted verification of a non-bigekgorithm called
Snarkis presented. The goal of this verification attempt was taéeforrectness
conditions and arguments at a sufficient level of formalitg aigour that the ar-
guments could be submitted to a mechanical theorem proveddboration and
validity checking.

Our effort to verify the Snark algorithm exposed a previgusidetected bug.
This bug had gone undetected despite the fact that the Shpmiktm had been
published with a semi-formal proof of its correctness. Thistrates an important
point about non-blocking algorithms: they tend to have genytle behaviours and
are difficult to validate by traditional means. Therefotes application of formal
methodologies to the verification of non-blocking algamthcan greatly increase
our confidence in the correctness of these algorithms.

1



2 CHAPTER 1. INTRODUCTION

1.1 Non-blocking Algorithms and the Snark
Algorithm

The Snark algorithm was originally developed at Sun Micsbsgns at Burlington,
Massachusetts and was first presented in [8]. Snark wasndektg implement
adouble-ended queum deque A deque is a datatype like a queue that supports
pushes and pops (or enqueues and dequeuesirands. Snark exploits dynamic
memory allocation and uses a linked structure to represerdeque.

Non-blocking algorithms typically make clever use of sgg@ynchronisation
primitives to guarantee that the system remains in a camistate and so avoid
the need for mutual exclusion; Snark follows this patterec@ise they do not
rely on mutual-exclusion, non-blocking algorithms areeatadl guarantee one of
several progress properties. These progress propertess tim&t certain problems
associated with mutual exclusion do not occur: for examallenon-blocking
algorithms are free from deadlock, most non-blocking pesgrconditions guar-
antee freedom from livelock. Chapter 2 provides a briebidtiction to theoretical
and practical issues relating to non-blocking algorithmd describes the Snark
algorithm.

1.2 Formal Verification

A formal verificationof an algorithm is an attempt to provide a very high level of
assurance that the algorithm behaves correctly, usingumekrstood mathemat-
ical models and arguments. Any formal verification methodglmust provide
answers to several questions:

e What are the correctness conditions for an implementation?
e How is the implementation to be modelled?

e What proof techniques are available to show that an impl¢atiem meets
its specification?
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This thesis provides answers to these questions, drawn tinenwork of sev-

eral research programmes, particularly the work of Lynctl athers at M.I.T

[28, 29, 36]. Correctness is defined in terms of a certain emattical notion of

sequential datatypesndlinearizability. The notion of linearizability, originally
due to Herlihy and Wing [22], is a popular way of specifyingrectness for con-
current systems: it defines a natural way of bridging the gapéen concurrent
systems and their sequential counterparts.

Labelled transition systems call&® automataare used to model the Snark
algorithm. Originally presented in [27], I/O automata makaistinction between
transitions (modelling steps in a computation) that arerimdl and those that are
externally visible. Specification of the desired behaviolian automaton con-
strains the externally visible behaviour: this propertgwab us to usabstractau-
tomata as intermediate specifications betwamnrcreteautomata (like the one that
models the Snark algorithm) and their specifications. Ifahstract automaton is
known to meet its specification (put in terms of linearizépibnd a sequential
datatype)andthe abstract automaton has all the externally visible bebavhat
the concrete automaton does, then the concrete automatorrest.

In this thesis, we useamulation relatiorin our attempt to show that the Snark
algorithm meets its specification. Simulation relatioresratations over the states
of two automata: the existence of a simulation relation frame automaton to
another guarantees that the externally visible behavibtheofirst is shared by
the second.

Simulation relations have a very useful property for shgntimat an imple-
mentation is correct: they reduce reasoning about all ptesbehaviours of the
automaton to reasoning about the individual transitiomsthis respect they are
akin to proofs relying on invariants, which reduce reasgrabout all possible
states of an automaton to reasoning about transitions.|d¢adity of proof obli-
gations makes reasoning about a large set of possibiliietable.

This thesis doesot discuss the verification of progress properties. It is much
easier to see that the Snark algorithm is non-blocking thaeeé that it is correct.
This is true of many non-blocking algorithms: publishedoaithms are presented
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with much more space devoted to correctness arguments dhanogress argu-
ments (see [8, 2, 31] for examples). Also, the techniqued ursthe verification
of progress properties are very different to the technigissussed here [35].

Chapters 3 and 4 describe the issues of specification, nmuglathd verifica-
tion in more detail. Chapter 5 defines the simulation retatised in the attempted
verification of the Snark algorithm.

1.2.1 Mechanical Theorem Provers

One of the advantages of using rigorous mathematical meaelspecifications
is that proof obligations can be submitted to a mechanicabribm prover. A
mechanical theorem prover is an application capable, at,lechecking proofs
of theorems expressed in some kind of formal notation. Mo®tgrs have some
ability to constructproofs, using heuristic-driven, automated proof seardah an
decision procedures. The attempted verification of the lSalgorithm used the
theorem prover PVS developed at SRI [7, 37].

The use of a mechanical theorem prover offers several aglyastover the
construction of proofs by hand. Automated proof searclevek the human of
much of the responsibility for carrying out tedious, medbahreasoning. The
PVS system can carry out simple quantifier instantiation araghositional rea-
soning automatically, as well as applying lemmas based dirdesigned heuris-
tics. PVS also has sophisticated decision procedures t@temal logic and pure
boolean expressions. In combination, these features rhaaa user of the PVS
system can submit most simple proof goals to the PVS provér,good reason
to hope that they can be proved without any human interventio

Mechanical theorem provers present the possibility ofndiog and re-using
frequently applied modes of reasoning. They do this by pliog astrategy lan-
guage PVS supports a LISP-like functional language for this jmsg Even when
this language is used in a simple way, it greatly increasesetlel of automation
available for the construction of proofs.

Proofs are checked with mechanical rigour. In the ideal,cgte@s in an argu-
ment are matched against the rules of the logic that the psayaports. However,
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the use of decision procedures in a theorem proving systenplocates this is-
sue somewhat: the mechanically checked proof may rely ordahectness of
decision procedures that dwt explicitly represent applications of proof rules.
Still, in the PVS system, these decision procedures arecimghtations of well-
understood algorithms and may be assumed to be trustworthy.

1.3 \Verification of Non-blocking Algorithms with
Dynamic Memory

In addition to the general issues related to the descriptimhverification of con-
current systems, there are important issues to be dealtsl@ted to non-blocking
algorithms that work with dynamically allocated memory.egk algorithms typi-
cally use low-level operations for communicating with omether and operating
on shared resources: reads and writes from and to sharedmeam@atrticular,
Snark uses a pointer-based linked structure and dependsinstaiction that op-
erates on addresses. This is unlike many concurrent digmsjtwhere processes
have high-level operations for communicating with eaclegtand the low-level
nature of these operations complicates proofs.

The low-level nature of the Snark algorithm, and the fact thdeals with
operations on pointers in dynamic memory, raises seveestons:

e How do we describe dynamic memory mathematically?

e How do we describe unbounded linked structures in dynamimong and
manage this information in a proof?

e How do we handle the fact that updates to shared memory by rmoess
may affect the states and executions of other processegipaated ways?

Chapter 4 describes our answer to the first question; Chajsteswers the second
and third. At the heart of Chapter 5 is the usepresentation functianrhis rep-

resentation function does not carry states of the concutteraaton to states of the
abstract automaton, as in other verification strategieseffample, the standard
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approach used in the Z community [39, Chapter 18]). Inst@adyries indexes
of a sequence in the abstract state into pointers into the dfgthe concrete state.
This allows a concise treatment of the properties of the untded data-structure
used to represent the deque in the concrete automaton. €haf tisis function
elaborates an approach first applied in a verification appgan [2]. We be-
lieve that the use of functions of this kind constitutes aegalisable approach to
the verification of concurrent algorithms that use dynaméemary and low-level
operations.

1.4 Finding and Fixing Bugs

As mentioned above, the attempted verification of the Snigderighm led to the
discovery of a bug in what was believed to be a correct nonkirhg implementa-
tion of a deque. In lieu of a complete verification, this po®s evidence that the
proof approach described here is useful: an analysis adaloof obligations
lead to the construction of an incorrect execution of therlSakgorithm. Chapter
6 describes this process and the bug.

In response to the discovery that the Snark algorithm isriect, two possi-
ble fixes have been developed. These fixes allow the exporafi techniques
used in the design of non-blocking algorithms. Moreoveg ohthese fixes has
an unusual property: values can be popped from the datetsteurepresenting
the dequebeforeit is determined which process will return the popped value.
This creates the need for an extension to the methodologyingée attempted
verification of the original Snark algorithm: we would needuse abackward
simulation The implications of this extension are discussed in Chapte

1.5 Mathematical Notation

This section describes the mathematical notation usedsrthibsis. We use the
standard logical connectives, listed here in order of iasirey binding powery
for ‘for all’; 3 for ‘there exists’;= for implies;V for ‘or’; A for ‘and’; — for ‘not’.
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These binding conventions are consistent with those usB¥# [7]. The scope
of bound variables extends to the end of the expressionwoilpthe quantifier,
and we use a dot notation to seperate quantifier and predidats, in

VxeP = Q(X)

X is bound in the predicat®.

We useN to denote the natural numbersto denote the integers atbol to
denote the boolear{grue, false}.

S x T is the Cartesian product of sessandT. The projectionsr; and
access the first and second members of these products, treslye®\Ve also use
[T e whereeis some set expression that may invosyavhich yields the product
Zefsthe sete across the index s& For products like this, we use the projections
7 for eachs € S,

For complex products, we often use mnemonic access namesibt syn-
tax. For example, for some tuptec X x (Y x Z) we might stipulate that
tx=m (1), t.y = m(m(t)) andt.z = my(my(t)).

Given arelatiorR: Sx T ands € S R[g is the relational image cfontoT:

R = {teT | Rs 1)}

We often need to modify the value of a function at a certaimpaogiven a
functionf : S— T, s € Sandt € T, f[s:= t] be the function exactly liké, but
with f(s) = t, ie. for everys € S

f(8) ifs #s

f[s::t](s’):{ C g
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Chapter 2

Non-Blocking Algorithms and Snark

This chapter discusses non-blocking algorithms in geremmdl the Snark algo-
rithm in particular. Section 2.1 presents brief discussiofcertain topics relating
to non-blocking algorithms: their advantages over tradai techniques for the
implementation of shared data-structures; the operationghich they are based,;
an important theoretical problem called tensensus problemand a brief survey
of known non-blocking implementations. This provides lgrckind for Section
2.2, which describes the Snark algorithm in detail. Seci@discusses the sys-
tem requirements of the Snark algorithm and how these reapgnts relate to
other non-blocking algorithms and to verification.

2.1 Shared Data-Structures and Non-Blocking
Implementations

As discussed in the Chapter 1, non-blocking algorithmsemant data-structures
shared by several processes without using any form of me«gilision. Mutual
exclusion creates several well-known problems: Greenwg/Midsis [15] provides
a good introduction to some of these problems and the adyastahich non-
blocking algorithms provide.

Perhaps most notorious of the problems with mutual exclusidhe issue of

9



10 CHAPTER 2. NON-BLOCKING ALGORITHMS AND SNARK

deadlock Deadlock occurs when two or more processes compete tandbtks
on the same set of resources. If each process holds a lockeoresource from
the set (of course, these will be distinct) and does not sel@&then no process
can obtain the locks it needs to continue computation. Tigci@s exist to solve
this problem, but it continues to be an issue in the developmemulti-process
systems. Non-blocking implementations do not use lock$sardo not contribute
to deadlock.

Another advantage of non-blocking algorithms is that thégroscale well
to systems where dozens or hundreds of processors can &t@essl memory
simultaneously. In cases like these, an algorithm that les&s can perform very
poorly: if a process holding a lock on a shared data-strecsipre-empted by
some other process, then all other processes on all othezgsors must wait for
the pre-empted process to run again and complete its operdita data-structure
is non-blocking, other processes are free to execute opesavithout having to
wait for stalled processes.

2.1.1 Non-blocking Progress Properties

There are several non-blocking progress properties whaste been the subject

of research. Currently, the most important arait-freedom and lock-freedom
These two properties form a hierarchy. That is, every loele-Blgorithm is wait-
free. Their definitions, taken from [21], follow. Underlgrihese definitions are
notions of executing high-levelperationsand low-levelsteps These correspond

to executing procedures in the interface to some datatyyeexecuting individual
statements or instructions within those procedures, otispédy. These definitions
also use a notion axecutionwhich is the sequence of steps which processes take
during all the operations executed on a data-structuregus lifetime.

Definition 2.1 (Wait-freedom) An implementation of an operation vgait-free

There is ambiguity in the literature between the tetatk-freeandnon-blocking Until re-
cently, they have been used synonymously. However, a ctioveis developing wherebgon-
blockingdescribes the whole family of algorithms which do not relyroatual exclusion, and
lock-freedescribes a class within that family. This is the conventised here.
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if, after a finite number of steps of any execution of that apen, thatoperation
completes.

Definition 2.2 (Lock-freedom) An implementation of an operation lisck-free
if, after a finite number of steps of any executismmeoperation has completed.

Lock-freedom is the weaker condition: lock-freedom allaWwe possibility
that some processegvercomplete their operations. So long as some processes
are completing, the others may be prevented from makingessg Wait-freedom
precludes this property: every process is guaranteed tpleden The Snark algo-
rithm is lock-free but not wait-free (see Section 2.2).

Lock-freedom precludes the use of locks for the followings@n. A process
which has a lock on a given resource stops any other opesabiothat resource
from completing. If this process does not complete any sitefis execution (if
the process fails), then there will be no finite number of stepich any other
process can take to complete their operations.

The advantage that lock-freedom does have is that impletiens of lock-
free algorithms tend to be much simpler and more efficient thait-free imple-
mentations [15].

2.1.2 Synchronisation Primitives

The construction of non-blocking algorithms and analy$iheir properties con-
stitutes a large research area. These algorithms normalke reubstantial use
of powerful synchronisation primitives. Thmmpare-and-swapCAS) instruc-
tion is a very popular synchronisation operation. The CA8rafon takes three
arguments, an addresasldr , and two value arguments] d andnew, and re-
turns a boolean value. The value currentladdr is tested againgl d. If they
are equal, then the value atldr is updated tonew and the CAS returnsr ue;
otherwise, no update is made and the CAS retfiimisse. These comparisons
and updates happen atomically. That is, no other operatiom@mory appears
to occur between the invocation and response of the CAS tiperaFigure 2.1
contains C-style pseudo-code representing the semahizAS.
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bool ean CAS(val *addr,
val ol d,

val new) {
atomcally {
if (*addr == old){
*addr = new,
return true;
} else return fal se;

Figure 2.1: Semantics of the CAS instruction

bool ean DCAS(val *addrl1, val *addr?2,
val ol dl, val old2,
val newl, val new2) {
atomcally {
if ((*addrl == ol dl) &&
(*addr2 == 0l d2)) {
*addrl = newl,
*addr2 = newZ;
} else return fal se

Figure 2.2: Semantics of the DCAS instruction

Thedouble-compare-and-swgdPCAS) instruction is a generalisation of CAS.
It operates like CAS, but compares and updates two addriestead of one. Fig-
ure 2.2 describes its semantics. Note that an update ocolyr§ ®othaddresses
contain the old values. CAS is available on many multiprecesystems [15],
whereas almost no systems offer DCAS at the hardware feFe. this reason,
the algorithms which use DCAS currently have a very limitadge of uses and
their development serves mainly to assess the utility ofignog DCAS as a
primitive instruction [15, 14, 8, 2, 30].

2To my knowledge, the only system offering such a DCAS is thedvtla 68040 [2].
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There are several other strong synchronisation primitid@sh have been im-
plemented on many machines, among thest-and-seaindfetch-and-add Se-
mantics for these instructions are given in Figures 2.3 aAadRoth these opera-
tions atomically read a value at some address, and modifyatidress, returning
the value originally read. For this reason they are someticadiedread-modify-
write (RMW) instructions.

2.1.3 Consensus Theory and Universal Constructions

RMW instructions are less powerful than CAS and DCAS ingtoms because
they unconditionally update memory, and the updated vawemnstrained to be
a (sometimes constant) function of the old value. This ckffiee in power can
be formalised in terms ofonsensus theoryThe consensus problem is a very
important one in distributed-systems theory. Briefly, tbasensus problem is the
problem of making some set of processes agree on an outjug, taken from a
set of input values, each input value being assigned to ayeeps.

In “Wait-free Synchronisation” [17], Herlihy showed thaAGS can be used to
construct a wait-free solution to the consensus problenafgrnumber of pro-
cesses; RMW instructions are only able to solve the consemiblem for sets
of two processes. Herlihy presents a series of results sffdhin for several dif-
ferent synchronisation primitives and shows that for artyirz numbem, there
Is a synchronisation primitive which can solve the consemsoblem for up to,
but no more tham processes.

bool ean test _and_set (bool ean *addr)
atomcally {
bool ean b = *addr;
*addr = true;
return b;

Figure 2.3: Semantics for test-and-set.
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int fetch_and_add(int *addr, int k)
atomcally {

int i = *addr;
*addr = i +k;
return i;

I

Figure 2.4: Semantics for fetch-and-add.

Herlihy also showed that any operation which can solve tinseonsus problem
for any number of processes can be used imiaersal constructionA univer-
sal construction is a mechanical method of transformingesetal code for some
data-type into a (in this case, wait-free) concurrent imp@atation. Because they
are mechanical, universal constructions offer the pd#silaif developing wait-
free algorithms from their much simpler, sequential corpads. Unfortunately,
the implementations so constructed tend to be very inefiigie most circum-
stances and are very rarely used in practical applicatl&hs|

2.1.4 Lock-Free Algorithms

Numerous published lock-free algorithms exist; there awesal lock-free imple-
mentations of deques alone. The deque implementations givi2] and [30]
were developed, like Snark, at Sun Microsystems LaboedpBurlington, Mas-
sachusetts and all rely on the DCAS operation. Deques hae#/esl substantial
attention for several reasons [33]. They generalise thentwst commonly used
concurrent data-structures, stacks and queues. Alsopffexydevelopers an op-
portunity to explore issues in the implementation of conenir data-structures:
implementations must detect and handle complex boundagsgaroperly; and
they benefit greatly from making use of parallelism in acdesspposite ends of
a non-empty deque.

Arora, Blumfoe and Plaxton [4] present a practical impletagan of a non-
blocking deque, designed for use innark-stealingalgorithm. Work-stealing
is a technique used in thread scheduling for multiprocesgstems. The work-
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stealing deque uses the CAS instruction rather than DCASdes not have all
the functionality of the general deques in [2, 30] and Sn@nikly one end supports
both pushes and pops, the other end offering only pops. &igoend with both
operations can only be accessed by one designated prondsbegpop operation
on the opposite end is allowed &ort if another pop operation completes suc-
cessfully during its execution. These restrictions allbw work-stealing deque
algorithm to be simple, efficient, and correct for its spksem purpose all with-
out relying on the DCAS operation.

Other common data-structures have been successfully mepleed and used
in practical applications. Michael and Scott [31] presempractical implemen-
tation of a lock-free queue object which uses the CAS opmratiTreiber [38]
presents a simple and efficient lock-free stack implemmmtabased on a linked
list and using the CAS operation.

2.2 The Snark Algorithm

Snark [8] was designed to be a lock-free implementation &fqud, using DCAS
to provide lock-freedom. It was believed to be an advancetbardCAS based
deque algorithms for several reasons:

e It exploits the natural parallelism of deques. Processgpipg from dif-
ferent ends when there is more than one element in the dequetbbe to
complete their operations without interfering with eachest

e No ‘spare bits’ are needed in the addresses containinggreitd deque
nodes. Non-blocking algorithms often allow processes ¢goai various
conditions to other processes by setting a bit (or sevaerahioperand of a
CAS or DCAS which simultaneously contains a pointer valu@sTs possi-
ble because in many multiprocessors, CAS (and hypothisti€aCAS) op-
erates on a word wider than what is needed to represent aepdih6, 32]
provide examples; [2] is a deque algorithm predating Snlaak tises this
kind of technique. However, especially in cases where s¢gpare bits are
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needed, storing extra information in pointers reduces pipd@ability of the
algorithm.

e The Snark algorithm uses only one DCAS per operation. Thiemseficial
because hardware implementations of DCAS are likely to byg maich
slower than normal reads and writes.

e The algorithm uses a dynamically allocated data-structatber than a stat-
ically allocated array, and so can adapt to fluctuationsemtimber of items
currently stored.

The remainder of this section describes the Snark algorithm

2.2.1 Deques

As mentioned in Section 1.1, a deque is a datatype like a quéwehich supports
operations to add and remove elements at both ends. In mai*da deque
is a container type which offers the interface describediguie 2.5. A deque
maintains a sequence of elements storing the values whighldeen put into the
deque, but not yet popped: invocations of the fgushLef t (v) placev onto
the left end of this sequence; invocations of the fgrushRi ght (v) placev
onto the right;popLef t removes an element from the left end of the sequence
and returns itpopRi ght does this on the right end of the sequernepRi ght
andpopLeft return a special valueenpt y" if they find the deque empty:
"enpt y" should not be pushed onto the deque.

In the Snark algorithmpushLef t (v) andpushRi ght (v) are allowed to
not addv to the sequence, when there is no room in dynamic memory. yiiee t
rtype is used to indicate when this has happenedk” is returned when the
value has been successfully pushedul | " is returned if allocation failed.

3Section 4.1 describes the deque datatype in formal ternsgdoan material presented in
Chapter 3.
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type rtype = {"ok", "full"}

rtype pushLeft(val v);
rtype pushRi ght (val v);
val popLeft();
val popRi ght();

Figure 2.5: The deque interface.

2.2.2 The Snark Data-structure

Snark uses a doubly-linked-list data structure to reptegendeque, which is
accessed through thef t Hat andRi ght Hat pointers. Figure 2.6 specifies the
node structure which makes up the list, and the initiakisatode for the deque.
Nodes in the list are never explicitly deallocated: Snaduases the availability
of a garbage collector, which allows memory to be recycled.

Figures 2.7 and 2.8 contain C-style pseudo-code for the-highd side op-
erations,pushRi ght andpopRi ght. The left-hand side operations are en-
tirely symmetric but have been included in Figures 2.9 ad@ for completeness.
Flow-charts representing the right-side operations apgtghe end of the chapter
in Figures 2.14 and 2.15.

In the following discussion, it is convenient to call the eqabinted to by the
pointer variabld_ef t Hat simply theLef t Hat . Likewise for theRi ght Hat .

The use of clever sentinel nodes marking each end of the dequigical to
the way Snark handles pops and detection of an empty dequeddisleft-dead
if its L field contains a self-pointer; likewise, itight-deadif its Rfield contains
a self-pointer. The Snark deque maintains two importarpgntes:

1. structure Node { 1. Node Dunmy = new Node();
2. Node *L; 2. Dumy->L = Dumy;

3. Node *R; 3. Dumy->R = Dumy;

4. val V; 4. Node *LeftHat = Dummy;
5 } 5. Node *Ri ght Hat = Dummy;

Figure 2.6: Node structure and deque initialisation.
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rtype pushRi ght(val v) {
nd = new Node();

if (nd == null) return "full";
nd- >R = Dummy;
nd->V = v;
while (true) {
rh = Ri ght Hat ;
rhR = rh->R;

if (rhR ==rh) {
nd->L = Dummy;
| h = LeftHat;
i f (DCAS(&Ri ght Hat, &Left Hat,
rh, Ih, nd, nd))
return "ok";
} else {
nd->L = rh;
i f (DCAS(&Ri ght Hat, &rh->R
rh, rhR, nd, nd))
return "ok";

Figure 2.7: Snark deque - right push.
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1. val popRight() {

2. while (true) {

3. rh = Ri ght Hat ;

4. | h = LeftHat;

5. if (rh->R == rh)

6. i f (DCAS(&Ri ght Hat, &rh->R
rh, rh, rh, rh))

7. return "enpty";

8. } elseif (rh ==1h) {

9. i f (DCAS(&Ri ght Hat, &LeftHat,
rh, Ih, Dunmy, Dunmy))

10. return rh->V,;

11. } else {

12. rhL = rh->L;

13. i f (DCAS(&Ri ght Hat, &rh->L,
rh, rhL, rhL, rh)) {

14. result = rh->V;

15. rh->R = Dumy;

16. rh->V = null; /* Optional */

17. return result;

18. }

19. }

20. }

21. }

Figure 2.8: Snark deque - right pop.
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rtype pushLeft(val v) {
nd = new Node();

if (nd == null) return "full";
nd->L = Dummy;
nd->V = v;
while (true) {
| h = LeftHat;
| hL = I h->L;
if (IhL == 1h) {

nd- >R = Dummy;
rh = R ght Hat ;
i f (DCAS(&LeftHat, &Ri ghtHat,
I h, rh, nd, nd))
return "ok";
} else {
nd->R = | h;
if (DCAS(&LeftHat, & h->L,
| h, I'hL, nd, nd))
return "ok";

Figure 2.9: Snark deque - left push.
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1. val popLeft() {

2. while (true) {

3. I h = LeftHat;

4. rh = Ri ght Hat ;

5. if (Ih->L == 1h)

6. i f (DCAS(&LeftHat, & h->L,
lh, Ih, I'h, Ih))

7. return "enpty";

8. } elseif (lh ==rh) {

9. i f (DCAS(&LeftHat, &Ri ghtHat,
I h, rh, Dunmy, Dunmy))

10. return | h->V;

11. } else {

12. | hR = | h->R;

13. i f (DCAS(&LeftHat, & h->R
l'h, 1hR ThR 1h)) {

14. result =1 h->V;

15. | h->L = Dumy;

16. lh->V = null; /* Optional */

17. return result;

18. }

19. }

20. }

21. }

Figure 2.10: Snark deque - left pop.
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Lef t Hat Ri ght Hat
2 ] vi T= V2 =L 2

Figure 2.11: Typical non-empty deque.

1. When the deque is not empty, the node immediately to thefldfeLef t Hat
is right-dead and the node to the right of tRieght Hat is left-dead. See
Figure 2.11.

2. When the deque is empty, thef t Hat is left-dead and th& ght Hat is
right-dead. See Figure 2.12.

The sentinel nodes are not necessarily distinct. In facariSoses a global
constantDunmy, which points to a node which is both left-dead and righteilea
as the initial value of bothef t Hat andRi ght Hat : this initial state represents
an empty deque (see Figure 2.13). No node within the dequetlieg holds a
value that has been pushed onto the deque but not poppedriteéy or right-
dead.

The sentinel nodes are not treated as containing actuasalhe fields con-
taining question marks in figures 2.11 and 2.12 are irreleteatine representation
of the deque and can contain any value.

2.2.3 Push Operations

ThepushRi ght routine functions as follows. Line numbers mentioned its thi
discussion refer to the line numbers of Figure 2.7. Firsty@g@ss executing
pushRi ght attempts to allocate a new node caliett if this allocation fails, the
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Left Hat R ght Hat

Lef t Hat Ri ght Hat i» -
2 ? _
’)
?
Dumy
Figure 2.12: The form of an empty Figure 2.13: Initial
deque. empty deque.

push returns indicating that the heap was full; otherwmide>V is set to the value
that is being pushed; antl- >Ris set to point tdummy. Recall thaDummy is
always both left- and right-dead: sinod will become the rightmost node in the
deque, we need iR field to point to a left-dead node. Now, the current value of
Ri ght Hat is loaded into the local variableh. If the deque is empty, as ascer-
tained by the test at line 9, thgrushRi ght setsnd- >L to Dumy. This is be-
causend- >L must point to a right-dead nodentl is successfully pushed onto the
deque while it is empty. After loading the currdref t Hat and using a DCAS,
pushRi ght attempts to set both theef t Hat andRi ght Hat to the new node.
If this succeeds, becausal- >L == nd- >R == Dumy andDunmy is both
left- and right-dead, property (2) above will be fulfilledtthe DCAS fails, it must
be that some other process has updated the deque sinceriret puocess loaded
its hats. In this casqgushRi ght will re-load theRi ght Hat and attempt the
push operation again. This loop (like the similar loops i@ gop routines) may
fail to terminate and it is this property which means Snankaswait-free.

If the test at line 9 determines that the deque is not enaighRi ght at-
tempts to splice the node onto the right end of the deqde >L is set to the value
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that the pushing process sawRnght Hat at line 7, and the DCAS at line 16 is
attempted. If it succeeds, this DCAS swings Rigght Hat variable to point to

nd and sets h- >R (the rightwards field of the ol& ght Hat ) to nd. Because

nd- >R == Dummy, property (1) above is preserved and because the DCAS suc-
ceeded we know thaid- >L points to the old value dRi ght Hat . If the DCAS

fails, the loop is retried.

2.2.4 Pop Operations

This section describes the operation of gepR ght routine. Line numbers
here refer to the line numbers of Figure 2.8. Tw@pRi ght routine begins by
loading both hats into local variables. Then, it tries toedaiine if the deque is
currently empty. First it tests whetheh- >R is right-dead (at line 5). Then it
uses a DCAS to check thah == Ri ght Hat and that h is still right-dead. If
this DCAS succeedBi ght Hat is right-dead and, by property (2), the deque is
empty. If the DCAS fails, the process retries. As with theshRi ght routine,
this fail and retry pattern can continue indefinitely.

If the test at line 5 failspopRi ght attempts to tell if the deque has exactly
one element. If so, it uses a DCAS to try to set betlght Hat andLef t Hat
to Dummy, thus creating an empty deque. If this DCAS succeeds, thpipgp
process is free to return the value contained in the mdddf the DCAS fails, the
loop is retried.

If the test at line 8 fails, thepopRi ght attempts to pop a node from the
right side of the deque. Using a DCAS it attempts to swRnght Hat inwards
to pointtoRi ght Hat - >L and make h (the oldRi ght Hat ) left-dead (preserv-
ing property (2)). The conditions on a successful DCAS enslat if this oper-
ation succeeds tharh == Ri ght Hat andr hL == Ri ght Hat - >L. After a
successful DCAS, the node which was to be popped now coraased-pointer
and has become the new sentinel. The value to be returnedniddhded into
resul t, and the field pointingutwardsfrom the deque is set @urmmy. This al-
lows the old sentinel (if it is ndDunmy) to be reclaimed by the garbage collector.
The line marked * Opti onal */, if applied, would improve the interaction
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of Snark with the garbage collector: if it is not applied ahe tleque is being used
to contain pointer values then the value in the popped nodeatébe collected
until after the next push or pop. This is because there is lafpatn either hat,
through the deque to the sentinel node which contains theev&8etting this value
field tonul | solves this problerfi.

While the DCAS at line 13 is meant to be used when the dequait@tnore
than one element, it is possible for it to be executed sutddswhen the deque
contains exactly one element. [8] presents a scenario, etubitats crossing’
where two processes popping from opposite ends of the desgia pop opera-
tions on a deque with two elements, and then both successfdcute the DCAS
at line 13 one after the other. The second process to exdsuECAS will be
removing the last node from the deque. This scenario doeesult in incorrect
behaviour. However, it turns out that it is possible for théA% at line 13 to be
attempted and succeed, even when the deque is actually «ethistis the source
of the bug in Snark, which is described fully in Chapter 6.

The Snark algorithm as described here differs in an imporempect from that
presented in [8]. In that presentation, line 6 of the popirast did not appear: it
was believed that the test at line 5h(- >R == r h in the popRi ght routine)
was enough for a process to tell that the deque was empty. \oweis possible
for the testr h- >R == r h to succeed, but for the deque not to be empty: this
can happen whenh is no longer théRi ght Hat and has been popped from the
dequefrom the left Applying the DCAS at line 6 allows the process to test that
bothr h- >R == rhandrh == R ght Hat , whichis enough to guarantee that
Ri ght Hat is right-dead. The discovery of this bug and the fix presehezd are
due to Moir [33].

2.2.5 Lock-freedom

It is fairly easy to see why the Snark algorithm is lock-fr@dée DCASs which
update the deque in the push and pop routines will fail ondprhe other process

4The version of Snark which we attempted to verify does notehtids step.
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successfully executes a DCAS on the deque. Once a DCAS isssfolly exe-
cuted by a process, there are only a finite number of stepswiét process must
take before completing its operation all of which take plexceependently of any
other process.

2.3 System Requirements for Snark

The Snark algorithm requires that any system on which it have certain prop-
erties: as mentioned above, there must be a garbage collieactemory is to be
recycled; also, as the algorithm is presented here, the myesgstem must sup-
port a strong consistency model [8]. Subsections 2.3.1 aB@ 2xplain these
requirements and briefly describe work in these areas agdeia non-blocking
algorithms and program verification.

2.3.1 Garbage Collection

Snark does not use any explicit deallocation of memory andesals a garbage
collector to allow memory to be recycled. Although a processch has com-
pletedpopRi ght makes the old sentinel node redundant to the representdtion
the deque, there is no way to determine if some other protildsas a pointer to

it. It may be that another process executp@pRi ght loaded a pointer to one

of these nodes intoh and was then interrupted, during which time several nodes
were popped from the right.

The inability to reliably use explicit deallocation is a yezommon problem
in non-blocking algorithm design [24] and several appreschave been used.
One is to simply assume the presence of a garbage collestSnark does. This
has the drawback that the non-blocking properties of therdhgn will not be
preserved if a non-blocking garbage collector is not usetithe construction of
a non-blocking garbage collector is a very difficult proble®art of this diffi-
culty comes from the fact that a non-blocking garbage ctdlszannot rely on the
presence of a garbage collector to help implement the datetgres it uses.
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Detlefset al. [9] present a way to transform a lock-free algorithm which de
pends on a garbage collector into one which uses DCAS ancenefe counting
to enable explicit deallocation. Herlihy, Luchangco andiiM®4] introduce the
repeat offender problerand provide a lock-free solution: solutions to the repeat
offender problem can be used to help design dynamic sizeeblomking data-
structures which do not require a garbage collector. Hewrihal. [18] give an
example of how this technique can be used to transform a @noghat cannot
safely free memory into one that can.

2.3.2 Memory Consistency Models

The Snark algorithm has been designed to work with memdnegsarelineariz-
able(see [8, Section 2]). Roughly speaking, a memory is linedteif it appears
to each process that each operation on the memory (in thés easead, write
or DCAS) begins and ends without any other operation begimnoir ending:
Many multiprocessor systems do not have this property. @ hes-atomic mem-
ories support much weaker guarantees about the order irhveipierations occur
and when changes to memory become visible to other proceBseguarantees
which a multiprocessor does provide are callednitsmory consistency model
Adve and Garachorloo [1] present 11 consistency modelsoatatomic, which
have been used in commercial multi-processors. Typicakations include one
or more of the following: a processor may write a value to atmn and read that
value back before any other processor is able to read the akwe;\va processor
can read the value written @notherprocessor before that write becomes visible
to the remaining processors; in some models it is even pgedsiba processor to
write a value andhenread back the value which was overwritten. This list is not
exhaustive.

Assuming linearizability of memory during design is one vediyackling the
fact that there are many different consistency models whictalgorithm may
have to deal with. Most multiprocessor systems offer irdioms which alleviate

SLinearizability will be described fully in Chapter 3.
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the weakness in the consistency model [1]. As an exampleg sgsiems with the
CAS instruction have the following property: when a processcutes CAS, all

the writes to shared memory that process has executed asn¢erd to be visible
to every other process once the CAS is complete. Some systismsffer spe-

cialised instructions which have similar effects: the STHBi#struction available

on the SPARC V8 system is an example. Once an algorithm hasdexeloped

under the assumption of linearizable memory, that algoridan be augmented
with instructions of this kind to achieve an implementatfona particular ma-

chine.

The attempted verification of the Snark algorithm assumesyastrong mem-
ory consistency model that guarantees linearizabilitywetes become visible to
all processes instantly. There are two very good reasorthiformost obviously,
Snark has been designed under the assumption of lineaizadyhory; secondly,
modelling and reasoning about non-atomic memories is a difigult problem
which has attracted a significant amount of research.

One approach is to reduce a model of a program running on atwonic
memory to one which is atomic, but more complex. Choy and I8[6¢ present
a strategy for achieving this by introducing processoerlauxiliary variables
to the program and stipulating that updates to shared memdhge non-atomic
model become updates to these auxiliary variables. Themétieod by which the
values of these variables are translated to globally aiddesgpdates is specified
according to the consistency model being represented.

Anderson and Gouda [3] present a similar transformatigedapproach for a
more abstract kind of non-atomic memory. They make theaésterg observation
that the invariants which are of use in verifying a progrardenmtheassumption
of atomicity can be modified to help verify the program for rednmic memory.
Lamport [25] describes a proof system which allows a progtarbe verified
in a way which exposes the ordering relations which musttéesveen non-
atomic memory operations. Once these orderings have bé¢aimed, they can be
used as the basis of a modification of the program to work wifvan memory
consistency model.
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enter
pushRi ght (val v)

nd->R = Dummy;
nd->V =v;

nd = new Node(); ——

Y

nd->L = Dummy;
Ih = LeftHat;

FAILS

DCAS(&RightHat, &LeftHat, rh, |h, nd, nd)

SUCCEEDS

return “full”;

29

rh = RightHat;

rhR = rh—>R;
YES NO
DCAS(&Ri

—>

A

nd->L = rh;

tHat, &h—>R, rh, rhR, nd, nd)

SUCCEEDS

Figure 2.14: Flow chart - pushRight

FAILS
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enter
popRight(val v)

rh = RightHat;
|h = LeftHat;

l

DCAS(&RightHat, &h—>R, rh—>R, rh—>R, rh—->R, rh—>R)
YES FAILS

NO SUCCEEDS
return "empty";

DCAS(&RightHat, &LeftHat, rh, Ih, Dummy, Dummy)
YES FAILS

NO SUCCEEDS

return rh=>V;

D

thi =rh->L; ———=<_ DCAS(&RightHat, &h->L, th, rhL, rhL,rh)

FAILS

SUCCEEDS

result = rh—>V;
rh=>R = Dummy; return result;
rh=>V = null;

Figure 2.15: Flow chart - popRight



Chapter 3

I/O Automata, Specification and
Simulation

This chapter answers three questions which are criticdléddrmal verification
of concurrent algorithms: how are the correctness requngsnof a concurrent
algorithm to be described mathematically; how are the é@lgois themselves to
be modelled mathematically; and how should a proof that garghm meets its
requirements be constructed? Correctness is defined irs t&frian certain math-
ematical notion ofdatatype the algorithms themselves are modelled uditay
automataand the proofs are based simulation relations

3.1 1/0 Automata

I/O automata originated in the work of Nancy Lynch and Marktleuat M.I.T
[27] and are essentially labelled-transition systems ifctvitransitions are clas-
sified according to whether they are ‘visible’ to the extémvarld. Externally
visible transitions are further classified according to thke they model invoca-
tion (input) or response (output) events. 1/0O automata ee®me very popular
for modelling concurrent systems [27, 17, 12, 36].

What follows is adapted from material in [27] and [29]. Th® lautomata
used here differ from those described in [27] and [29]: inhbibibse treatments,

31
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I/O automata must baput-enable¢l here we do not require that automata be
input-enabled. Input-enabledness is discussed in Segtton

Definition 3.1 (LTS, signature, I/O automaton, external acion) Alabelled tran-
sition systen( LTS) is a quadruplgstatesstart acts trans), where states is a set

of states (over some set or type); startstates is a nonempty set of start states;
acts is the label alphabdtalled actiong ; and transC statesx actsx states is

the transition relation. Given an LTS ¥ (statesstart acts trans), a signature

of T is a triple of subsets of acts called Input, Output aneinal, where each
member of acts is contained in exactly one component of ¥QAautomatons

a pair (T,S), where T is an LTS, and S is a signature of T. For any automaton
A = (T,9), externalA), is the union of the sets Input and Output defined by the
signature S.

We need some notation to access the components of an 1/O alatonGiven
an /0 automatorA = (T,S) whereT = (statesstart actstrans) andS =
(Input, Output Internal), let state$A) = states start(A) = start, act§A) = acts
andtrangA) = trans also, letinput(A) = Input, InternallA) = Internal and
Outpu(A) = Output When(s,a,s) € trangA) we writes ——5 §, ors —— ¢
when no confusion is possible. $f—2-, s we may refer tes as thepre-stateof
the transition, and’ as thepost-state

Accessing components of I/O automata in this way is slightlypdds with
the dot notation described in Section 1.5 and is used herediosistency with
notation used in the literature (for example, [28, 29]).

The external actions are meant to be actions which are gisibthe outside
world. The sequences of these actions that an automatoneceanage represent
its externally visible behaviour.

Definition 3.2 (Execution fragment, execution, trace, traes) For any /O au-
tomaton A:

e Anexecution fragmerftom s, to s, is a (possibly empty) sequenee= (S,
am, Smt1, - - - » 801, Sn) Made up of alternating states and actions of A, where
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5 =, s, for each m< i < n. If such an execution fragment exists, we
write §, == Sy, Or Sy == S, when no confusion is possible.

e An executionof A is a finite or infinite sequence, a,s;,a; . ..) of al-
ternating states and actions of A, where-8— s, for eachiand s
start(A).

e For an executionv = (S, ay,S;,ay,...) of A, tracéa) is the sequence
restricted to actions of the automaton which are in extefAal

e The set tracg®)) is the set of traces of executions of A.

Definition 3.3 (Trace inclusion) The trace inclusion pre-ordet.r, is defined thus:
for any I/O automata A and B, At B iff tracegA) C tracesB).

Note that trace inclusion isfre-order. that is, it is reflexive and transitive. Other
trace pre-orders can be defined, relating to strictly finitefinite traces [29].

The set of traces of an automaton defines its externally vhiskr behaviour.
If, for any automataA andB, A <t B, then any behaviour exhibited #ycould
also be exhibited by8. Trace inclusion can be used to allow one I/O automaton
to specify the desired behaviour of another automaton.i@ec8.4, 3.5 and 3.7
describe a verification technique based on trace inclustbnden a specification
automaton and an implementation automaton.

3.2 Describing I/O automata

It will be useful to have some notation to describe the st@beltransition relations
of I/O automata. The notation we describe here is modellesety on the IOA
language which has been used for describing 1/0 automajd P13 This section
presents a simple I1/0O automaton that is used to illustradentitation and provides
an example of the modelling style used in this thesis.

'Note that this notation differs from that used in [29]. Thettee arrow notation is used to
represent anove the notion ofmoveis not used here.



34  CHAPTER 3. I/0 AUTOMATA, SPECIFICATION AND SIMULATION

Our example is an automaton that models a very simple mexaitsion pro-
tocol for any number of processes. Given a set of proceBRE&Cand a set
COUNTER-= {idle, has_lock, acquiring releasing, define the automatadvutex
as follows:

stategMutex = bool x II,cprocCOUNTER

Input(MuteX = {acquire_invy, releaseinv, | p € PROCG
Internal(Mutex = {}

OutputMutexy = {acquire_resp, releaseresp | p € PROG

The interpretation is thatlutexmodels|PROQ processes running in parallel: an
invocation ofacquireby pis modelled by a transition labelled by thendexed ac-
tion acquire_inv,; areleaseinvocation is modelled by seleaseinv,. Transitions
labelled by the response (output) acti@esjuire_resp, andreleaseresp, model
the procesy returning fromacquireor releaseoperations. The component of the
statell,cprocCOUNTERassociates a value fro@OUNTERwith each process:
this value records whether that process is executing arabperand if so, what
point in that operation it is up to. TH®olcomponent of the state serves as a flag,
indicating when the lock can be acquired.

It is very common for I/O automata that the set of states isréeSian product,
so it is useful to introducstate variablego access each element of the state of
an automaton. These state variables are just access nantbs f&iate type of
the automaton. We introduce the state variaplgsfor eachp € PROCandflag
where, for anys € statesMutex), s.flag = 7 (s) and,pc, = mp(m2(s)). Now, it is
easy to define the start states\ditex

startMutex = {s € stategMutey | s.flag= falsen
Vp € PROCe pg, = idle}

So the start states Mutexare those where no process has acquired the fauk (
is false) and no process is attempting to acquire or reldeséotk (all thepc,
variables aradle).

Several of the automata presented in this thesis have groogsxed vari-
ables: these variables always represent the local statecbfgrocess, so some-
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acquire_invp :
pre pc, = idle
eff  pc, := acquiring

acquire_resp :
pre pc, = acquiring/ flag = false
eff  pc,:= haslock flag := true

releaseinv, :
pre pg, = haslock
eff  pc, :=releasing

releaseresp, :
pre pc, = releasing
eff pg, :=idle; flag:= false

Figure 3.1: Transition relation of tHdutexautomaton.

times we refer to them decal variables. We also refer to un-indexed variables as
globalvariables.

Now we define the transition relation dbfutex To do this, we will associate
each action with @reconditionand aneffectthat together specify the transitions
labelled by that action. Figure 3.1 presents this associditir Mutex

The precondition of each action acts as a guard for the aclitve precon-
dition constrains the values taken by state variables irsfates of transitions
labelled by the action. The effect of each action is a s¢tavéllel assignments
where the post-state value of the variable on the left-hatelis taken to be the
value of the right-hand side expression. Variables not raeatl on the left-hand
side of any assignment keep the same value. For examplereberplition and
effect associated with the actiogleaseresp, entail that

g g s.pc, = releasing/\ s.pg, = idle A
s.flag= falseAVq # pes.pg, = spg,

When state variables appear on the right-hand side of assigts, their values
are taken to be there-statevalues of those variables.



36 CHAPTER 3. I/0O AUTOMATA, SPECIFICATION AND SIMULATION

Note that, given a pre-state and action there is only oneilgegsost-state:
every transition relation discussed in this thesis hasghoperty. The parallel
assignment notation used here is simpler and clearer thamegeneral relational
notation that would be needed to specify less determirsggtems.

3.3 Sequential Datatypes

In order to describe formally the relationship between aisatal datatype and
its concurrent implementations, we need a formal desonptif the notion of
a datatype. Informally, a datatype defines two things: aerfate between its
members and the outside world; and some kind of specificatidis responses
to invocations on that interface. What follows is a simpleywa describe these
aspects of a datatype formally, adapted from [28, Sectidh 9.

A datatypeD is a tuple(V, vy, |, R f); each component of this tuple is de-
scribed below:

e V is the set of values of the datatype.
e \; € V is the datatype’s initial value.

e The setd of invocations andR of responses constitute the interface to the
datatype. These invocations and responses may take paranaeid are
used to represent the operations the datatype supports.

e The functionf : V x| — V x R s called theupdate function f takes
an invocation on a given value, and provides the suitablporese while
updating the value if necessary. It defines the behavioureoflatatype.

The primary goal of this formulation is to give a general wdydescribing the
behaviour of automata that implement a given type. Note tiatinvocations
and responses, which model operations, are explicit coemierof the datatype.
This is slightly at odds with a specification style that tseaperations directly
as functions (or relations) over the datatype (for exampld)[ However, this
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approach allows us to easily defitracesof the datatype, in close analogy with
the way we have done for I/O automata. Definitions 3.4 and i&2&dapted from
[28, Section 13.1.1]. First we define executions:

Definition 3.4 (Execution of datatype) An executionof a datatypeD is a se-
qguence beginning withyve V, the initial value of the datatype, and continu-
ing with zero or more subsequences made up of an invocatimgponse and a
value. (So sequences have the faum iy, ri, Vi, i, 1o, Vo ...).) Each such sub-
sequence,,V, occurring immediately after some value v, is required ttiséa
f(i,v) = (r,V).

This leads to a notion of traces:

Definition 3.5 (Trace of datatype) A traceof a datatypeD is any sequence that
can be obtained from an execution®fby removing all the occurrences of val-
ues. Note that a trace is a sequence of alternating invooat&nd responses,
beginning with an invocation.

As an example of this specification style, consider steckdatatype. The
stack contains elements of some non-emptylsét is modelled as a sequence of
elements from that set. Let the stack datatyp&taek= (V, v, |, R f) where

e V is the set of sequences of elements ffom
e \y = (), the empty sequence.

e | = {pusht) | t € T}U{pop} andR = {push.resp emptyU{pop_resqt) |
t € T}. Expressions likgusht) andpop_respt) can be interpreted as in-
jections over the s€l into the setd or R, whose ranges are distinct from
the other elements dfandR. pusht) represents an invocation with the pa-
rametett; pop_respt) represents the response to a previpoginvocation,
with the return valudg; pushrespsignals that a push operation has been
completed;emptysignals that an attempted pop operation found the stack
empty.
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o We will treat the left side of the sequence as the top of thekssa that
in response to a push, we want to concatenate the pushedostioiehe
left side of the sequence. For a pop, unless the stack is emptywant to
remove and return the leftmost value in the sequence; iftdekss empty,
we should do nothing to its state, but ret@mptyas a response. Hence, for
anyv € V,t € T, definef as follows:

f(v, pusht)) = ({t) ~ v, push.resp

f((), pop) = ({), empty

f({t) ~ v, pop) = (v, pop-respt))
Stacks have executions like

( (), pusht;), pushresp (t;), pop, pop_respt;), (), . ..)

which has the following trace

(pusht, ), push.resp pop, pop_respt;), . . .)

This specification is similar in style to the one which is utseér to specify
deques. However, there is a major difference: rather thamgusequences to
represent the state of a deque, we will use functions oveita famge of integers.
This issue will be discussed in Chapters 4 and 5.

3.4 Correctness and Atomic Automata

Lynch [28] defines a notion adtomic object In the current context, anbjectis

understood to be an I/O automaton. An atomic automaton septs an imple-
mentation of a datatype that can be accessed concurrenthuliple processes.
An automaton must fulfil three properties to be a concurneqiémentation of a
given datatype: it must have a signature which allows it t@lehdhe operations
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of the given datatype; its traces mustwell-formed and it must bdinearizable
[22]. When an automatofiis a atomic for a datatypP, we sayA implement®.

The datatype an automaton implements determines theaon&the automa-
ton must provide. The automaton’s input actions must berthecations of the
datatype, indexed by processes. Likewise, its externaractare the datatype’s
responses, indexed by processes. The interpretationtia firacess indexing an
invocation or response is the process invoking or returfiom the operation,
respectively. An automatof implementing a typé with invocationsl and re-
sponse® for use by processes from a $8ROG will have the following external
signature

Input(A) = {inv, | inve |, pe PROCG

OutputfA) = {resp, | respe R p € PROCG

WhenA implements some datatype, we dalbut(A) its invocations, an@utpui A)
its responses.

A trace iswell-formedif for each process, invocations and responses alternate,
beginning with an invocation. To put this formally, it is diskto have a notion of
process sub-traceThe following two definitions are adapted from [22]:

Definition 3.6 (Process sub-trace)A process sub-traad a tracey for p € PROC,
written i | p, is the subsequence pfconsisting of the elements pfthat are in-
dexed by p.

Definition 3.7 (Well-formed trace) A trace u is well-formedif, for every p €
PROC the following is true:

1. u | p begins with an invocation.

2. Each invocation in: | p, except possibly the last, is immediately followed
by a response.

3. Each response in | p, except possibly the last, is immediately followed by
an invocation.
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The linearizability property constrains what these invocation-response pairs
can be. Linearizability is due originally to Herlihy and Wjif22, 23], and has
become a very common correctness condition for concurrgjects. The idea
is to make it look to each process (and the observer) as theagh operation
in a trace is occurring one at a time in some particular ordesistent with a
sequential specification of the datatype. The formal défmipresented here is
adapted from [22] and [28]. It is standard among developéis use linearizabil-
ity as a correctness condition to present the definitiondanr{22] (for example
[17, 8, 2, 16, 14]). [28] has the advantage of providing attrgition of sequential
specification, using sequential datatypes.

The definition of linearizability depends on the followingepminary defini-
tions:

Definition 3.8 (Complete and incomplete operation)Given a traceu of some
automaton A, @omplete operatioaf 1. is a pair (invp, resg,) with inv, € Input(A)
and resp € OutputA) where iny, occurs before respin ;2 with no intervening
p-indexed actions. Given a complete operatidr= (inv,, resp,), theinvocation
of O is iny, and theresponsef O is resp,. Anincomplete operationf /. is an
invocation iny € Input(A) appearing iny with no p-indexed actions occurring
after iny, in p.

Definition 3.9 Given a traceu of some automaton, compléte is the sequence
1 with all incomplete operations @f removed.

Definition 3.10 (Irreflexive partial order of trace, <,) Given a well-formed trace
p of some automatony, is the irreflexive partial order over the operations,of
defined by

O, <, O, if and only if the response @, occurs before the invoca-
tion of O, in p.

Observe that an irreflexiviotal order <, on complete operations that has a least
element (ie., there is an operatiGhwith the property that there is no operation
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O’ such that®’ < O) or is defined over the empty set of operations, induces a
sequence of invocations and responses< Has a least element, this sequence
is constructed by laying out the invocation and responsadt @peration, in the
order determined by:; if < is defined over the empty set, then the sequence is
(). Also, note that given a well-formed tragewith some complete operation,
any total order over the complete operations of that traceahkeast element if

it contains the irreflexive partial order, (the set of operations with invocations
occurring before the first response is finite, since the fesponse occurs at a
finite index, and every element of this set is less than evpeyaiion not in this
set) and so induces a sequence of invocations and responses.

Definition 3.11 (Linearizability of traces) A trace . of an automaton A iéin-
earizablewith respect to a datatyp® if it can be extended to a tragé by ap-
pending actions of A, such that there exists an irreflexital wrder < over the
operations of completg’) satisfying the following conditions:

1. Atrace ofD is obtained by removing the process indices from the seguenc
induced by<.

2. For every pair of operation®;, O, of ;/, O, < O, impliesO; < Os.

There are two sets of decisions which must be made to show tigen trace
1 can be linearized: the choice of the extensidrand the construction of the
order<. The trace:’ should be extended by providing responses for incomplete
operations whose ‘effects’ have been ‘seen’ by other oerst The construction
of < can be achieved by choosing, for each operatidmearization pointbe-
tween the invocation and response of that operation: tleafiration point of an
operation is a point in the trace where we think of the openadis taking effectx
is the order induced by the relative positions of these hza#ton points. These
issues will be made clear with an example.

With reference to the datatytackintroduced in the previous section, sup-
pose we are given a trage of some automaton meant to implement the stack
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datatype where

M= (pushn (tr), push, (t2), pom,,, push.resp,,
POP-reS, <t2)7 PO, POR-IESK, (t1>>

Figure 3.2 illustrates this trace.

pusht;)
P1 I
pushts) push.resp
P2
pop  popresft;) pop  poprespt)
Ps3

Figure 3.2: The operations of the example trace.

There are three complete operatiod®: = (push,(tz), pushresp,), O; =
(popy,, pop-resp,, (t2)) andOs = (pop,,, pop-resp, (t1)). Also, there is one in-
complete operationpush, (t;). The response aD; returns the valug, (it has
‘seen’ the effect opush, (t)), so we should extengd to include a response for
push, (t;). So define

1 = (push, (t,), push, (t;), pop,,, push resp,,,
pop_resp, (t2), POpy,, Pop_resp, (1), push.resp, )

and letO, = (push, (t,), pushresp.

Every operation of:’ is complete so thatompleté¢.') = 4'; all we need to
do now is construct the ordet to satisfy clause (1) of Definition 3.11. Since
the response ab, returns the valug, we need to plac®;’s linearization point
before that of©O, (becausé; needs to be in the stack f@», to be able to return
the value). Also,0; returnst;, the value pushed by the incomplete invocation
pushy, (t1), so we should choose a linearization point &y before that ofO;.
Figure 3.3 illustrates one possibility for a set lineatizatpoints consistent with
these constraints.
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IOU|SV(t1)
P1 | o
pushts) push._resp
P2
1
pop  popresfdt;) pop  poprespt)
Ps

2 3

Figure 3.3: The operations of the example trace.

This set of linearization points induces the following arde the operations

/

of y:
01 < 02 < 04 < 03
This order induces the following trace of tB¢éackdatatype:

(pushty), push.resp pop pop-resy(tz), puskt;), push.resp pop pop-resp(t; ))

This is the trace of the following execution $fack

((), pushty), pushresp (t;), pop, popesyts),
(), pusht,), push.resp (t;),
pop, pop_respt;), () )

There is another possible choice for the linearization fpcesen for the incom-
plete push: we could have stipulated that it occurred bdfadinearization point
of O, and still obtained a valid linearization. There is often astantial degree
of freedom in linearizing traces.

Note that choosing linearization points between the inttona and responses
of each operation guaranteed that the resulting order ic@uta , (so we satisfied
clause (2) of Definition 3.11).

Every trace of an atomic automaton is linearizable:

Definition 3.12 (Linearizability of an automaton) An automaton A isineariz-
ablewith respect to a datatypP if every trace of A is linearizable with respect to
D.
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So, an atomic automaton for a datatype has the correctactrhas well-
formed traces; and is linearizable with respect to the gpéat\We need a tractable
proof method to show that a given automaton is atomic. Thihatkis developed
in the following sections. It consists of two steps: constan automaton which is
known to be atomic for the given datatype; then show thatriees of some other
given automaton are included in the set of traces of the narted automaton.
The second step usssnulation relationsvhich provide a way of reasoning about
trace-inclusion based only on local properties of indialdtansitions. Simulation
relations are described in Section 3.7. The first step useshical automaton’
construction described in the next section.

3.5 Canonical Automata

This section describes a method which takes a data®ypad constructs an 1/0
automaton that is atomic fdp. This automaton is called@nonical automaton
for D and has the property that it can generaliethe linearizable traces @?,
which means that the traces afly automaton that is atomic fap will be con-
tained in the traces of the canonical automaton. This ptppells us that using
the canonical automaton will not restrict the kinds of inmpéntations that we can
verify.

The canonical automaton f@r is fairly straightforward. Its global state is just
some element from the value setlof It has actions for all oD’s invocations and
responses, and internal actions that atomically updateuirent value according
to each invocation oD. The state also contains a program counter variable for
each process, recording which processes are active andvibeation that each
process is trying to respond to.

The canonical automaton for the datatype- (V, vy, |, R f), constructed for
access by processes from theBROG has the following signature:

Input(C) = {inv, | inve l,p e PROCG

OutpufC) = {resp, | respe R, p € PROC
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Internal(C) = {da_inv, | inve |, p e PROG

The labelsda_inv, must all be distinct from each other and distinct from every-
thing in Input(C) U Outpu{C).

state$C) =V x [I COUNTER
pePROC

whereCOUNTER= {idle} Ul UR.

The automaton’s state is accessed with the varialdeandpg, for eachp €
PROCwheres.val = m(s) ands.pg, = mp(m2(S)) for all s € state¢C). The
variablepc, is used to record whether procgsss executing an operation and if
so, which operation thatis. A process withidle program counter is not currently
executing any operation. Note that @®UNTERset contains entire invocations
and responses, including arguments (if any).

The start state of is the state where theal variable of the automaton is the
initial value of D and each process is idle:

star(C) = {s € stategC) | sval = v, A Vp € PROCe spg, = idle}

The transition relation of the canonical automaton is vamyp$e. In essence,
each idle process may execute an invocation of an operamneg time later it
executes the operation atomically on the value in the auitmmsstate; some time
later it returns the response associated with that operafioe transition relation
is as follows:

invp : da_invp :
pre pg,=idle pre pg =inv
eff pc,:=inv eff (valpg,):=f(valinv)

resp :
pre PG = resp
eff pg :=idle

Note that herenv,, da_inv, andresp, all represenfamilies of actions: for
examplejnv, represents all thePROC| x | | | process labelled invocations.
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The construction of canonical automata presented herersliffom the con-
struction presented in [28, Section 13.2] in certain retgpedhe use ofpro-
cessindexed invocations and responses differs from the imdpxised in [28].
Lynch uses indices on invocations and responses, but thermterpretation is
that the indices represepbrts This difference is partly attributable to the fact
that [28] is concerned with distributed systems, where as kige concern is
multi-processor systems. However, there is a more subgtathtference between
the two constructions of canonical automata, related todtexation here of the
input-enablectondition on I/O automata. The input-enabled conditiomstsgthat
every input action is always enabled: that is, in every sthtbe automaton, ev-
ery input action labels some transition whose precondisomet. This means
that 1/0O automata careceiveevery input from the external environment at all
times and allows the definition of a composition operatorr agomata which
has several desirable properties. However, we are not ooeatevith composi-
tion of automata, only the implementation of datatypesheatinonical automata
defined here araot input enabled: invocations are enabled when the invoking
process isdle. This approach provides an easy way to guarawedeformedness
of the traces of canonical automata (see Lemma 3.1).

3.6 Properties of Canonical Automata

This section presents results concerning atomicity of omab automata, and
explores theoretically their usefulness in the verifioatad implementations of
datatypes. The results in this section are fairly stragyiathrd and all have ana-
logues in [28]. Their importance lies in showing soundness the breadth of
applicability of the proof method being developed.

For the rest of this section, fix a datatype= (V,vy,|,R f). Let C be the
canonical automaton fd@p, constructed as in the previous section.
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3.6.1 Atomicity of the Canonical Automaton

Recall that an atomic automaton has three properties: itHesorrect external
signature; its traces are well formed; and its traces asatinable. Note that the
external signature df is exactly that required by atomic automata: bheut and
Outputactions are process-indexed versions of the invocatiodgesponses of
D.

Our canonical automaton produces only well-formed tragesitiue of the
preconditions on each transition:

Lemma 3.1 (Well-formedness of canonical automaton’s trace) All the traces
of C are well-formed.

Consider some trage of C and procesg:

e For eachs € start(C), spc, = idle. So the firsp-indexed action in: must
be an invocation, since the precondition of every othéndexed action
requires thas.pg, # idle.

e Assume there is an occurrence gb-&ndexed invocation in.. Each stats
appearing in the execution which produgedfter this occurrence will have
S.pG, # idle until an occurrence of p-indexed response. Hence if there is
an action following the-indexed invocation in it must be a response.

e A similar consideration shows that any action following spense in: | p
IS an invocation.

Now all we need to see th& is atomic is that it is linearizable (cf. [28],
Theorem 13.3):

Lemma 3.2 (Linearizability of canonical automaton) C is linearizable.

[28] presents a proof of this theorem for a slightly differeanonical automaton,
but the proof carries directly to the automata discusseel Hdre basic motivation
is that an order for the operations in any execution can bstossted accord-
ing to the order ofdo actions in that execution. Since the transitions labelled
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by do actions are just applications of the update function of th&type being
implemented to a member of that datatype, this order indacedid sequential
execution.

3.6.2 Completeness of the Canonical Automaton

The construction of the canonical automaton representaporiant step in show-
ing how to prove that some automaton is atomic for some datatonsider an
automatonA such thatA has the correct signature to be atomic for(and so
has the same signature B canonical automaton). If we know that <y C
(that is, every trace oA is also a trace o€) then we know thaA is atomic for
D: if tracegA) C tracegC) and all members afracegC) are well-formed and
linearizable then all members tthcegA) are well-formed and linearizable.

This observation gives us a proof strategy for showing tlgat@n automaton
implements a particular datatype. How best to show trackisian from one
automaton to another? A popular and effective approach iss&simulation
relations which are discussed in the following section. There is, &y, another
important question. Can we guarantee tBataseverywell-formed, linearizable
trace? This is a very desirable property to have: if we haveesautomator
meant to implemenD we know that if we are unable to shotv <7 C, then
either we are not clever enough or our implementation costaibug. We do
not have to find some other way to specify well-formed anddiizble traces.
The following theorem formalises a sense in which the cazadrautomaton is
complete(cf. [28], Theorem 13.5):

Theorem 3.1 (Completeness of the canonical automatoriet A be an 1/0 au-
tomaton which is atomic foP. Then A<y C.

Again, [28] provides a proof. The idea is to observe that atetion ofC can be
constructed by associatimp actions with linearization points. Briefly, for every
trace of an automaton implementi@ythere is a total order over the operations
of that trace, witnessing its linearizability. An executiof C can be constructed,
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containing invocation and response actions in the ordeergby the trace, with
internaldo actions in the order given by the linearization points.

3.7 Simulation Relations and Trace Inclusion

This section defines several notionssafnulation relation The existence of a
simulation relation between two automata guarantees tnatigsion between the
automata. There are several different kinds of simulatsbation, differing from
one another in their range of applicability and complexj88] provides a good
survey of the classes of simulation relations available.

This section describes an important class of simulatiaticgis:forward sim-
ulations We present three definitions of forward simulation to alboalear devel-
opment of the ideas involved and to help make the point tleam ttion of forward
simulation admits modification for specific purposes.

For the remainder of this section, iktandB be 1/0 automata.

3.7.1 General Forward Simulation and Representation

The following definition is adapted from [36].

Definition 3.13 (Forward Simulation, first version) Aforward simulatiorR from
Ato B is a relation over stat¢a) and state@B) satisfying:

1. For all sy € start(A), there is somegse start(B) such that Rsa, Sg).

2. For all sa, S, € stategA), if s, —— s, and a < externa(A), then for all
S such that Rsa, Ss), there is somegse state$B) such that Rs,, s;) and

S — .

3. For all 55, S, € stategA), if s, —— s, and a¢ externalA), then for all g
such that Rsy, Sg), there is somegse stategB) and execution fragmert
such that Rs,, ), Ss N S; and 3 contains no external actions. Note that
6 may be the empty execution fragment.
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The automator in the above definition is ‘more concrete’ and the autom&an
‘more abstract’: because of this, when discussing a pdaticimulation relation,
we call A the concrete automatoandB the abstract automatan

The basic idea behind forward simulation is that the sinnuhetelation speci-
fies the sense in which the states of the concrete automepioegsenstates of the
abstract automaton: fap € state$A) and simulation relatiolR, R[s,] is the set
of abstract states whic, represents. From this perspective, the three conditions
onRcan be re-stated as follows:

1. Eachs, € start(A) represents some abstract start state.

2. If sy representsg, andsy 2, s, with a external, thers, represents some
state ofB which can be reached fros by a transition labelled with.

3. If sa representsg, andsy, —— s, with a internal, thers, represents some
state ofB which can be reached from without taking external transitions.

Put together, the three conditions allow us to constructfor execution of
A, an execution oB with the same trace. We do this with an induction along the
length of executions oA with the hypothesis that each state along executions of
A represents a state &; furthermore, this abstract state can be reached by an
abstract execution fragment with the same external actiotiee same order (ie.
the samerace) as that which led to the representing concrete state. (@yeab
gives us the base case and as the length of executions iesréas hypothesis is
preserved by applying one of (2) or (3). These observatiomstee basis of the
proof of the following soundness property:

Theorem 3.2 (Forward simulation implies trace inclusion) If R is a forward sim-
ulation from A to B, in the sense of Definition 3.13, thed-AB.

See [27] for a proof.
So, a forward simulation between two automata guarantees inclusion
from one to the other.
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3.7.2 Reachability and Forward Simulations

Improvements can be made to the definition of forward sinmuteds presented so
far to facilitate a verification attempt. Critically, we ntuscorporate the concept
of reachability. Reachability can be defined inductively as follows:

Definition 3.14 (Reachable states}or any automaton A, the set aéachable
statesreachA) is the least set satisfying:

e Forall s € stategA), if s € start(A) then se reach A).

e Forall § € stategA), if there exists some statessreach(A) and action a
such that s+, § then ¢ € reach(A).

The advantage of incorporating reachability into our d&bni is that our
proofs can useénvariants An invariant of an automatoA is a predicate over
states ofA that is satisfied by all states rrach/A). Constructing proofs using
invariants is a standard way of verifying properties of aifpons [28] and the
verification attempt described in Chapter 5 makes some usearfants. A pred-
icate can be shown to be invariant using a proof rule basedandaiction over
the structure of the setachof an automaton. For any automatdmand predicate
| overstategA), | is an invariant ofA if

e For alls € stategA), s € start(A) impliesl (s).
e Foralls ¢ < reachA), a c act§A), s 4 s andl(s) implies!(s).

Incorporating reachability into forward simulation isaghtforward. We only
need to make claims about states of the concrete automatich ase reachable.
The following definition is adapted from [29] and [36]:

Definition 3.15 (Forward Simulation, second version)A forward simulatiorR
from A to B is a relation over staté8) and state@B) satisfying:

1. For all sy € start(A), there is somegse start(B) such that Rsa, Sg).
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2. For all sy, S, € reachA), if sy, —— s, and ac externalA), then for all
ss € reachB) such that Rsa, Sg), there is somegse state$B) such that
R(S,, S5) and § —— Ss.

3. For all s, S, € reachA), if sy, —— s, and a ¢ externalA), then for all
Ss € reachB) such that Rsa, Sg), there is somegse state$B) and execu-
tion fragments such that Rs,, s3), Ss N S and § contains no external
actions.

This notion of forward simulation has the same soundnegseptpas the first:

Theorem 3.3 If R is a forward simulation from A to B, in the sense of Defamiti
3.15,then A<t B.

Every state along an execution is reachable, so we only reeedrtsider these
states as we construct an executiomBafith the same trace as a given execution
of A.

3.7.3 Simple Forward Simulation

The final development provides a definition of forward simiolathat is simpler
to use but has a smaller range of applicability. The clausaslled (3) in Defini-
tions 3.13 and 3.15 allow us to associate with an internasiti@n of the concrete
automaton an entire execution fragment of the abstractraattm not containing
external transitions. However, for the verification of theafk algorithm, we do
not need this much flexibility. Moreover, expressing suchiagprty in a formal
logic (such as that used in PVS) would introduce unnecessamplexity. For
these reasons we will replace condition (3) with a simplerdtioon: if the con-
crete automaton takes an internal transition, then theadistutomaton must take
one internal transition or take no transition. The modifiedirdtion of forward
simulation is essentially that of [29] and runs as follows:

Definition 3.16 (Forward Simulation, third version) A forward simulation R from
Ato B is a relation over staté8) and state@) satisfying:
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1. For all sy € start(A), there is somegse start(B) such that Rsa, Sg).

2. For all s\, s, € reachA), if sy, —— s, and a c externalA), then for all
reachable g € reachB) such that Rsa, Sg), there is somese stategB)
such that Rs,, s;) and  —— .

3. For all sa, 8, € reach(A), if sx, —— s, and a ¢ externa(A), then for all
S € reach(B) such that Rsa, Sg), either

(a) there is somegse stategB) and action b¢ externalB), such that
ss — Sy and Rs,, ), or

(b) R(sy ss)

The third version of forward simulation shares the same doess property as the
first two. This is clear because item (3) in Definition 3.15mplied by Definition
3.16. The relevant theorem is stated for completeness:

Theorem 3.4 If R is a forward simulation from A to B, in the sense of 3.1énth
A <7 B.

The notion of forward simulation given in Definition 3.16 Isetone used in
the verification attempt described in Chapter 5. Howevewdod simulations are
not complete for trace inclusion. As will be discussed in @ba8, one of the
fixes for the Snark algorithm, presented in Chapter 7, pes/gh example where
we believe that the implementation is correct but there ison@ard simulation
between the implementation and the canonical automaton.
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Chapter 4

Correctness and Representation for
the Snark Algorithm

Chapter 3 described the underlying specification and miogedtrategy used in
this thesis, based on I/O automata. This chapter deschied$@ automata used
in the attempted verification of Snark. Section 4.1 definesitque datatype and
the canonical automaton for deques; it also defines a sligllifroation of this
canonical automaton which exploits the symmetry in the Sakgorithm.

Section 4.2 presents the automaton which is used to modeériaek algo-
rithm. This automaton makes heavy use of a structure whymtesents a dynamic
heap, described in Section 4.2.2. A notation for descriltegstates of this heap
model is defined in Section 4.2.3.

4.1 Correctness Requirements for the Snark
Algorithm

We need to do two things to specify the behaviour of a conatimeplementation
of a deque: define the deque data-type and construct theicahantomaton.

55
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4.1.1 The Deque Data-type

Section 2.2.1 presented an informal definition of the decpatatgpe: a formal
definition is presented here based on the notiosegjuential datatypgzresented
in Chapter 3.

The set of values of the deque datatype is represented aslertrade up
of a function fromZ into a setT that represents the type of the elements of the
deque, and two integel®t andtop which represent the lower and upper bounds
of the deque. This is in contrast to the situation with 8tackdatatype, which
used a sequence. However, in the PVS language, sequenctsaayktforwardly
represented using a pair made up of a function floimto some other type and an
upper boun# in our case it is advantageous to usas the domain of the function
because operations on the left and the right can then be siyiome

Let t, be some element of. The deque datatype Beque= (V, Vv, |, R f)
where:

oV ={ve (Z->T)xZx2Z | m(v < ms(v)}. Givenv € V, let
v.seq = m(V), v.bot = my(v) andv.top = m3(v). The integerot is the
greatest unused position less thap (the bottom of the dequedop is the
least unused index greater thiamt (the top of the deque).

e \y = (emp0,1), where for alli € 2, empi) = t,.
e The invocations are

| = {pushleft(t) | t € T} U {pushright(t) | te T}U
{pop_left, pop_right}

The responses are

R = {push.resp respempty U {pop_respt) | t € T}

1PVS does support the ability to express algebraic speadditatwhich could be used to rep-
resent sequences. However, this would complicate thenstaieof the simulation relation given
in Chapter 5.

’potandtop areunusedndexes to prevertbp needing to be less thdmotin an empty deque.
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Similarly to the stack datatype described in Section Bigsh left(t) and
push.right(t) represent parameterised invocations of the push opesation
pop_resp(t) represents a response to a pop invocation with return walue
push.respsignals the termination of a push operatiagp_emptyindicates
that a pop operation found the deque empty.

e A push on the left should cause the bottom of the sequencetftiddaawith
the pushed value, anabt to be decremented. A pop on the left should
behave symmetrically. That isot should be incremented, and the value
to its right returned. Right-side operations should be sytnimwith their
left-side counterparts. So define the update fundtiasa follows:

f (v, push.left(t)) = ((v.sedbot := t], v.bot — 1, v.top), push.resp

f (v, pushright(t)) = ((v.sedtop := t|, v.bot v.top+ 1), push.resp)

(v, respempty if v.bot=v.top—1
f(v, pop_left) = ¢ ((v.seqv.bot+ 1, v.top),
pop_respv.seqv.bot+ 1))) otherwise

(v, respempty if v.bot=v.top—1
f (v, popright) = ¢ ((v.seqv.bot v.top— 1),
pop.respv.seqv.top— 1))) otherwise

4.1.2 The Canonical Automaton for the Deque

Following the discussion in Section 3.5, the canonical maiton for the deque
can be constructed mechanically. Given a set of procd?R&XC a typeT, and
the constant¥, |, Randf defined above, the canonical automafis defined as
follows:

Input(C) = U {pushleft,(t), pushright,(t), pop left, pop right,}

teT, pecPROC
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OutpufC) = U  {pushresp, poprespt),, respempty}
teT, pePROC

Internal(C) = U {do_pushleftyt),
teT, pePROC

da_pushright,(t),dao_pop left;, do_pop right,}
The states o€ are

state$C) =V x [] COUNTER
pePROC

whereCOUNTER= {idle} Ul UR.

The automaton has state variabpes for eachp € PROCanddeqwhere for
any states, s.deq= m(s) ands.pc, = mp(m2(S))-

The start states & are

starf(C) = {s € stategC) | s.deq= vy A Vp € PROCe spg, = idle}

The transition relation, described in the notation of S8t8.2 is presented in
Figure 4.1 on page 59.

4.1.3 A Symmetric Deque Automaton

The canonical automaton described so far would suffice fardication of the
Snark algorithm. However, we can reduce redundancy in tbef oy exploiting
the symmetry in the Snark algorithm. The following autonmatidoeqAut uses
pc variables to record whether a process is active and if so,faothrough its
operation the process is, but useside variable for each process to record the
side of the deque that each active process is operating ois. wWilh halve the
number of internal actions in the automaton. This is a vergesosimplification
for the abstract automaton but it will make our Snark aut@meaubstantially
simpler than it would otherwise have been.

Let SIDE = {Left Right}. The signature of the modified automaton is as
follows (note that thdnternal actions are the only part of the signature that has
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push.left,(t) : push.righty(t) :
pre pc, = idle pre pc, =idle
eff  pg := push.left(t) eff  pg := pushright(t)
pop_left, : pop_righty, :
pre pc, = idle pre pc, = idle
eff  pc,:= pop.left eff  pc, := pop.right
do_push.lefty(t) : da_push.righty(t) :
pre pg, = pushleft(t) pre pg, = pushright(t)
eff (degpg,) = eff (deqpc,) =

f(deq push_left(t)) f(deq push.right(t))
do_pop_left, : da_pop_righty, :
pre pc, = popleft pre pc, = popright
eff (degpg,) = eff (deqpc,) =

f(deq pop_left) f(deq pop_right)
pushresp, : pop_resp(t) :
pre pg, = pushresp pre pg, = pop.respt)
eff pc,:=idle eff pc,:=idle
respempty :
pre pg, = respempty
eff pc,:=idle

Figure 4.1: Canonical Deque Automaton - unmodified.

changed):
Input(DegAuy = U {pushleft,(t), pushright,(t), pop left,,
teT, pePROC
pop_right }
OutputOutDegAuh = U  {pushresp, pop resp,(t), empty}
teT, pecPROC
Internal(DeqAuy = U  {do_push(t),do pop,}
teT, pecPROC

The Snark algorithm, as described in Section 2.2, allowsshipg process
to return” ful I " indicating that it was unable to allocate a new node. This
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suggests thabegAutshould have an external actioesp full ;: the question is,
how shouldDegAutbe modified to specify when this response is allowed to oc-
cur? We could modify the deque datatype so that its updatetimbecame
a relation, which could non-deterministically choose to retuasp_full in re-
sponse to a push invocation. However, this would create hlgmo of under-
specification: any automaton with the appropriate sigmeatwhose traces were
well-formed sequences of push and pop invocations and tponsesesp full,
andresp.empty, would implement such a datatype. Another possibility &t th
DegAutcould non-deterministically decide to retwesp full , in any state where
pc, = do_pusht) is true for somep andt. Apart from the fact thabegAutwould
no longer be a canonical automaton for the deque datatyigeytiuld create the
same problem of underspecification as the first option: thees of an automa-
ton that never successfully pushes values would be includéte traces of the
modifiedDegAut

The solution presented in this chapter is to avoid the issteuse the sig-
nature defined above and define the Snark automaton so teatlways able to
allocate new nodes and thus never has to rétéiun | * . In the Snark algorithm,
a pushing process does not operate on any global data if & firelheap full, so
not modelling this behaviour in a verification attempt does reduce the level
of assurance that the verification would provide. The meishamy which the
Snark automaton guarantees that there is always room inetye ére described
in Section 4.2.2.

The states obegAutare like those o€ above, but with some extra local state
for each process to record which side of the deque an opersttimuld act on:

stategDeqAu) =V x ( [ COUNTER) x ( [ SIDE)

pePROC pePROC
where COUNTER is like COUNTERDbut with the information about whether
pushes or pops are occurring on the left or right removedt iEha

COUNTER = {idle} U {pop push.resp} U U {pusht), pop_respt)}
teT

The variableglegandpg, represent the same elements of the state a€ for
Note thatCOUNTER still contains the set of responses for deqieghis means
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that thepc, variables can be assigned values from the second compdregtle
cations of the update functidn while respecting the type gfc,. We also need
the variablesidsg, for eachp € PROG wheres.sidg, = my(m5(s)) represents the
side that each active process is operating on.

The start states ddeqAutare defined as foC:

startDeqAu) = {s € state¢C) | sdeq= v, A Vp € PROCe spc, = idle}

The transition relation fobegAutis presented in Figure 4.2 on page 62. The
relation makes use of the functiopssh: V x T x SIDE — V x Randpop :
V x SIDE— V x R, defined for alv € V,t € T ands € SIDE as follows:

ushv, t.5) — f(v,pushleft(t)) ifs= Left
P "7 | f(v, pushright(t)) otherwise
f(v,popleft) ifs= Left

OopVv,S) =
PORLV. S) { f(v, pop_right) otherwise

It should be clear thdDeqgAuthas the same set of traces@sthe canonical
automaton for deques. The transition relatioefjAutis essentially a notational
variation on the actions o: rather than carrying the side of the operation on the
transition label, the side is carried in the local state effihocess.

4.2 The Snark Automaton

This section describes the I/O automa8markAugthat represents the Snark algo-
rithm. Section 4.2.1 defines the Snark automaton’s sigap8ection 4.2.2 defines
the model of the heap used in the Snark automaton; Sectid® de2cribes some
simple notation for talking about heap states; SectiomM4d2fines the states of
the Snark automaton and its state variables; Section 4ea&ithes the transition
relation.

The Snark automaton described here ss@svariables in a similar manner to
those used iDeqAut(see Sections 4.2.4 and 4.2.5). These variables do notappea
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push.leftt) : push.righty(t) :
pre pc, = idle pre pc, = idle
eff pg := push(t); eff pg := pusht);
sidg, := Left sidg, := Right
pop_left, : pop_righty, :
pre pc, = idle pre pc, = idle
eff pg,:=pop eff pg,:=pop
sidg, := Left sidg, := Right
da_push(t) : do_pop, :
pre pc, = puskt) pre pg, = pop
eff (deqpc,) := pushdeqt,sidg,) eff (deqpg,) := pop(deq sidg))
push.resp, : pop_resp(t) :
pre pg, = pushresp pre pg, = pop.respt)
eff pc,:=idle eff pc,:=idle
resp_empty :
pre PG, = respempty
eff pc,:=idle

Figure 4.2: Transitions fdDeqAut

in the code of the Snark algorithm and would not appear in donaaton devel-
oped using a more direct translation from the code. HoweasganithDegAut the
difference is essentially notational.

4.2.1 The Signature of the Snark Automaton
SnarkAuthas the same external signaturédasjAut

Input(SnarkAuf = U {pushleft,(t), pushright,(t), pop left,

teT, pecPROC

pop_right, }

OutpuiSnarkAut = U  {pushresp, pop resp,(t), respempty}

teT, pePROC
Note that we are using the same set of processes as that ugsebfaut
SnarkAuthas a large number of internal actions:
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Internal(SnarkAut =

pePLg{OC{ pop-3p, pop-4p, pop-5_yes, Pop-5_N0oy,
pop_6_yes, pop_6_nag,, pop_8_yes,, Pop-8_no,
pop-9_yesg, pop-9_nag,, pop-12,, pop-13 yes,
pop-13_no,, pop-14,, pop-15,, push 2,
push4,, push.5,, push.7,, push.8,
push.9_yes, push 9_no,, push.10,,
push 11, push12 yes, push12 no,,
push 15, push.16_yes, push.16_nao, }

Eachp-indexed action is associated with a line of code: for exaygkransi-
tion labelledpop_4, representp executing line 4 of one of the pop routines (the
line numbers referred to are those presented in Figure2872.9 and 2.10).
Note that certain lines of code are not matched with corneding internal ac-
tions:

e No actions exist for lines 13 and 17 of the push routines. &het urn
instructions are represented by external actions of thenzation.

e Line 6 of the push routines and line 2 of the pop routines (tbads of
thewhi | e loops) are not directly represented. This is because thieaton
flow specified by the while loops will be represented direatlyhe Snark
automaton’s transitions. This will be described in morexdételow.

e Line 3 of the push routines (where a process tests if the rssfytl) has no
associated action. This is because the he&gnafkAutiever becomes full.

e Line 16 of the pop routines (where a process sets the valaedie node to
nul | ) is not modelled. This line is ‘optional’ in the definition tife Snark
algorithm (see Section 2.2).

The conditional instructions are each represented by twsafdabels: one
for the successful case (for examplep_6_yes); one for the unsuccessful case
(pop_6_naq,). The conditions themselves become part of the precomditi@ach
action.
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Note that the internal actions make no reference to whetlee af popLef t
or popRi ght is being modelled. This is becauSearkAutrecords this informa-
tion in sidevariables in the same way 8ggAutdoes.

4.2.2 Modelling the Heap

The goal of the heap model discussed here is to represenyitaenically allo-
catable memory on which Snark operates. To do this, we use &timite set
POINTERwhich represents the set of pointer values. The idea islleaetpoint-
ers point to records. Each record possesses a humber of #elcls containing
some value, which may be a pointer or a value in some Typée type that the
deque contains. We use the §¢ELD = {L,R V,Z}, to represent these fields:
the fieldsV, L andR correspond to the fields of the same name in the Snark algo-
rithm; the fieldZ is used to obtain the effect of tlaeldress-ofoperator (writter&)
and will be explained later in this sectioRIELD should be explicitly partitioned
into two sets, depending on whether each field accesses &poira member of
T: let FIELDy = {V} be the value field anBIELDp = {L,R, Z} be the pointer
fields.

A heap states represented by a triple from the product

HEAPTYPE= (POINTERx FIELD; — T)x
(POINTERx FIELDp — POINTER
x P(POINTER

For anyh € HEAPTYPE define the access nanes&lk, evab andfree described
below:

e h.evak = m(h) € POINTERx FIELD: — T. An application of this
function,eval (pt, ), returns the value contained in the fi€ldf the record
pointed to bypt.

e h.evab = m(h) € POINTERX FIELDp — POINTER An application of
this function,evak(pt, f), returns the pointer value contained in the field
of the record pointed to bpt.
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e h.free= m3(h) C POINTER freerepresents the set of unallocated pointers.
As noted in Section 4.2, the heap should never run out of sgacee insist
thatfree (like POINTER be infinite.

We are only interested in heap states which have infireesets, so we define
the set of all possible heap states to be:

HEAP = {h € HEAPTYPE| h.freeis infinite}

We need to be able to represent four operations on the hesay:weite, DCAS
and allocation using theew operator. The read operation is modelled using ap-
plications of theeval functions. No attempt is made to model the recycling of
memory by garbage collection: all the garbage collectosdsenake allocation
succesful more often, it does not affect the correctnesseoptogram. Also, the
address-of operation is not modelled directly: it is easyefwesent this using an
extra level of indirection. The Snark automaton will make o§two pointer con-
stants&LeftHat : POINTERand &RightHat: POINTER(strictly, each of these
is an identifier, rather the operat®rapplied to an identifier) which will represent
the locationswhere the current values dkef t Hat andRi ght Hat are stored.
The value ofLef t Hat is accessed with the expressievab(h)(&LeftHat Z).

The write operation sets the value at a field of a given recafdiienced by
some pointer). This operation is represented by t&pwdatefunctions: the first,
updatg : HEAPx POINTERX FIELDt x T — HEAPwrites a value fronT into a
field; the secondjpdate : HEAPx POINTERx FIELDp x POINTER— HEAP,
writes a pointer value. The first argument to each functiaghasheap state before
the write; the returned element BIEAP represents the state after the write. For
anyh € HEAP, pt, pt € POINTERTf € FIELD,t € T these functions are defined
thus:

update (h, pt, f,t) = (h.evak[(pt,f) := t], h.evak, h.free)

update(h, pt, f, pt') = (h.evak, h.evab|(pt, f) := pt], h.free)
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Recall from Section 2.2 that there is an optional line of cwdthe pop rou-
tines: theV field of a node popped from a deque is seinuad | if the deque
contains reference values, to allow garbage collectionddkwnore effectively.
In our heap model, the deque would contain reference valstsyhenT is in-
stantiated with the sS®OINTER in which case it would be meaningful to include
this optional line: we do not do so in this verification.

The DCAS operation as used in the Snark algorithm takes twiceades and
four values as arguments (see Figure 2.2). However, the Dd&iBed here uses
a pointer and a field to represent an address. Thus, DCAS adallitwing type:

DCAS: HEAP x POINTERx FIELDp x POINTERx FIELDp
xPOINTERx POINTERx POINTERx POINTER
— HEAP x bool

The second and third arguments, together with the fourthféthdarguments,
specify the locations to be operated on. The remaining aggisrare the expected
values and the new values to write to the locations if the DG@#\Successful.
Similarly to theupdatefunctions, theHEAP argument and thelEAP part of the
return value represent the states of the heap before andtedtBCAS. Thebool
member of the return value signals whether the DCAS was safide DCAS is
defined using thepdatefunctions:

DCASh, pt,, f1, pt,, f2, 0ld;, old,, new, news) =
(updatéupdatéh, pt,, f;, new ), if evalh)(pt,,f;) = old;
pt,, f2, news ), true) Aevalh)(pt,, fy) = old,
(h, false) otherwise

Note that the Snark algorithm only uses DCAS on pointer fiedtstheDCAS
function defined above is sufficient for our purposes.

We also need to model mew operator. This operator is represented by a
functionnew: HEAP — HEAP x POINTER Its argument is the heap before the
allocation. The first component of its return value is thephafter the allocation,
which is like the first heap, but with a pointer removed frore fiee set. This
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removed pointer is the second component of the returnece yval the pointer
returned bynewwas free before the allocation. Timew operator can be any
function that fulfils the following condition:

Vh e HEAPe
free(h) # @ = Jpt € freg(h) e newh) =
((h.evak, h.evak, h.free\ pt), pt)

Sinceh.freeis never empty for anit € HEAP, this condition guarantees thagw
will always return a pointer out of thieee set?

The Snark algorithm uses two global constamts! | andDumy. nul | is
used for two purposes, neither of which is needed in this hafdgnark: to signal
that the heap is full; and to eliminate references to objietshave been removed
from the deque.Dunmmy will be represented by the constant valDemmy €
POINTER As mentioned above, we use the constdriteftHatand &RightHat
to represeni&lLef t Hat and &Ri ght Hat . Because we want to update these
locations seperately, we stipulate that

&LeftHat# &RightHat

4.2.3 Notation for the Heap Model

This subsection introduces some notation for describiagIséates that is closely
related to the notation used in C-style pseudo-code. Theigda replace ex-
pressions liken.evab(h.evab(pt, f;),f;) with something like the more familiar
pt — f; — f,. The notation is governed by the following grammar:

EXPR := VAL TAIL
TAIL = ¢ 5 f TAIL

Here,c is the empty string; VAL is some pointer value (a the value gaaable
of the Snark automaton in some state, or a constanttikeftHator Dummy; h

3Note that the seHEAPis closed under all the operations described above: inqdati, if
h € HEAPthenm (newh)) € HEAP.
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is a value fromHEAP, andf is an element oFIELD. The interpretation of these
expressions is straightforward:

e An expression of the form VAL evaluates to that pointer value

e An expression of the form EXPRF TAIL evaluates tch.evak (pt, F) (if
f € FIELDt) or h.evab(pt, F) (if f € FIELDp), wherept is the evaluation
of EXPR.

When the heap in question is obvious from the context, it ellommitted:
in that case, the expressiohsvak(pt, f), pt D and pt — f would all be
equivalent.

4.2.4 The States of the Snark Automaton

Now that the heap model has been described, we are in a pogitidefine the

states of the Snark automaton. LiReqAut SnarkAuthas apc andsidevariable

associated with each process; it also has variables assbeigh each process,

that correspond to the local variables used in the Snarkrighgo described in

Chapter 2. The global state 8harkAuts just a variable representing the heap.
The states oSnarkAutare as follows:

stategSnarkAut = HEAPx
< I1 PCOUNT) X ( I1 SIDE) X

pePROC pePROC
I1 T2> X ( I1 POINTEF?)
pePROC pePROC

SnarkAuthas the following state variableB:c HEAPIs the heapsidg, € SIDE
andpc, € PCOUNTfor eachp € PROCrepresent the side of the operation each
active process is performing and the program counter of pemtess.SnarkAut
also has several other variables associated with eachgzoiteese variables and
their relationship with the Snark algorithm as presentgdhapter 2 are presented
in Figure 4.3. As usual thp indexes range ovd?ROC The specific association
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Variable name p executing op. on left | p executing op. on right
hat, € POINTER | h of both operations | r h of both ops
otherHaf, € POINTER|| r h of both operations | | h of both ops

hatln, € POINTER | hRof pop operations| r hL of pop ops

hatOu, € POINTER || | hL of push operationg r hR of push ops

val, € VAL v of push operations

nd, € POINTER nd of push operations

result, € VAL resul t of pop operations

Figure 4.3: Local variables of the Snark automaton

between variables and components of elemenstaié$SnarkAuj is not impor-
tant, since we never construct new stateSidrkAutusing tuple construction.
The setPCOUNT s defined as follows:

PCOUNT=
{idle, push.resp resp.empty
pc_pop-3, pc_pop-4, pc_pop-5, pc_pop-6, pc_pop-8,
pc_pop.9, pc_pop_12 pc_pop_13 pc_pop_14, pc_pop_15,
pc_push 2, pc_push 3, pc_push4, pc_pushb5, pc_push?,
pc_push 8, pc_push9, pc_push 10, pc_push 11 pc_pushi12,
pc_push 15 pc_push 16}U
U pop-resy(t)
teT

The program counter valuédle, push respandpop_respt) perform the same
function as inDegAut if pg, = idle, p is not executing an operation,; fiic, =
pushresp p is about to return from a push operationpt, = pop respt), pis
about to return from a pop operation with the vatué pc, = respempty p is
about to return from a pop operation, signalling empty.

There is a close relationship between the rest of the menb8GOUNTand
the internal actions: for example, an action of the fgrap_n, for some natural
numbem will have as part of its precondition thpt, = pc_pop_n; an action of
the formpush.n_yes will have as part of its precondition that, = pc_pushn.
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After initialisation of the Snark algorithm, bothef t Hat andRi ght Hat
point to Dunmry (as per Figure 2.6): the start statesSsfarkAutare those mod-
elling this fact, constrained so that every procesdles

start(SnarkAuj = {s € stategSnarkAuj |
&LeftHat 2} z = DummyA
&RightHatS—'h> Z = DummyA
Dummy¢ s.freen
Vp € PROCe spg, = idle}

4.2.5 The Transition Relation of the Snark Automaton

The transition relation ocBnarkAuts defined in Figure 4.4 on page 73 and Figure
4.5 on page 74. The approach is to translate each line of @detransition
(or more precisely, aetof transitions) of the automaton. This strategy allows
us to carry the atomicity assumptions made in the Snark isthgorover to the
automaton representing that algorithm.

The transition relation oBnarkAutmakes use of several auxiliary functions.
These functions are needed to allow the transition relaoexploit the sym-
metry in the Snark algorithm. Take for example, line 7 of thesip routines:
for pushRi ght itisrh = Ri ght Hat ; for pushLeft,I h = LeftHat. In
other words, the process loads the value of the hat corresmppto the side it is
pushing on. To represent this in the automaton where theratabels suppress
the side of the operation, we use the following function asathand:

&LeftHat™ z i cc.sidg, = Left

onHatcc,p) =
tce.p) { &RightHatCiPZ if cc.sidg, = Right

Similarly, to obtain the hat corresponding to thgpositeside, we use:

&RightHat™!' Z if cc.sidg, = Left

offHat(cc, p) =
() {&LeftHatchZ if cc.sidg, = Right
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We also need functions that obtain the fieldsr R, depending on the side of the
operation:

onFieldicc, p) — L if ccsidg, = Left
PR if cc.sidg, = Right

R if ccsidg = Left

offField(cc, p) =
(cc.p) {L if cc.sidg, = Right

The transition relation also uses some functions that gpecit#e effect of each
DCAS. These functions return the updated heap and a boaidarating whether
or not the DCAS was successful. They are as follows:

push 12 dcagcc, p) =
DCAScc.h, onHat(cc, p), Z, offHat(cc, p), Z,
cc.haty, cc.otherHat, cc.nd,, cc.ndy)

push 16_dcagcc, p) =
DCAScc.h, onHat(cc, p), Z, cc.hat,, onField(cc, p),
cc.hat,, cc.hatOu, cc.ndy, cc.ndp)

pop_6_dcagcc, p) =
DCAScc.h, onHat(cc, p), Z, cc.haty,, onField(cc, p),
cc.hat,, cc.hat, cc.hat,, cc.hat,)

pop-9_dcagcc, p) =
DCAScc.h,onHatcc, p), Z, offHat(cc, p), Z,
cc.haty, cc.otherHat, Dummy Dummy

pop.13_dcagcc, p) =
DCAScc.h, onHat(cc, p), Z, cc.hat,, offField(cc, p),
cc.haty, cc.hatln,, cc.hatln,, cc.haty)
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Note that all the functions described in this section takemsargument a
state ofSnarkAut To invoke these functions from within the transition redat
definition, we need to extend the transition relation notapresented in Section
3.2 by allowing it to directly mention the pre-state of tharsition. To do this we
use the symbdi.

Using the symmetric transition relation with tB&lg, variables increases the
complexity of stating the transition definition but halvée thumber of actions
needed to defin8narkAut This is very useful when verifying invariants or simu-
lation relations. Recall that an invariant proof is made tig series of sub-proofs,
each one showing that the invariant property is preserveasadhe transitions
labelled by each action. Halving the number of labels hatlkkesnumber of sub-
proofs. Simulation proofs have a closely related properhereby the simulation
relation is shown to be preserved across each action.

Given the heap model described in Section 4.2.2, the traémslaf the code
of the Snark algorithm into the transitions of the Snark endton is reasonably
straightforward: loads from memory into local variables manslated into assign-
ments to the process-indexed variables using applicatbmise eval functions
(hidden behind the pointer-to-member notation); writesy@mory are translated
into applications of thaipdatefunctions and assignments to the heap variable
h. As mentioned in Section 4.2.1, the conditional statemarggranslated into
pairs of (sets of) actions. For example, line 9 of the pushimes { f (I hl ==
I'h) {... inpushLeft) is translated intpush 9_yes, and push9_nag, for
eachp. A precondition ofpush.9_yes, is thathatOut, = hat, and ofpush.9_no,
thathatOut, # hat,. The effect of each of these transitions is to set the program
counter of the process taking the transition to the prograomter value corre-
sponding to the appropriate branch of the conditional.

Thewhi | e instructions are not directly translated. In the Snark algm,
control loops back through the head of a while if one of the [B#¥erations fail,
so the effect of actions that model this failure is to set ttegymam counter of the
process taking the transition to the value correspondinigedop of the loop. For
example, the effect gfush 16 _no, is to setpc, to pc_push 7.
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push.lefty(t) :

pre pc, = idle

eff  pc,:=pcpush;
sidg, := Left;
val, :=t

push.2, :

pre PG, = pc_push?2

eff  (h,ndp) := newh);
pc, := pc_push 4

push.5, :
pre pG, = pc_push5
eff h:=
update (h, nd,, V, valy);
pC, := pc_push.7

push.8, :
pre pg, = pcpushs8
eff hatOut :=
hat, — onField(s, p);
pC, := pc_push9

push.9_naq, :
pre pc, = pc_push9A
hatOut# hat,

eff  pc,:=pcpushl5

push.1l, :

pre pG, = pcpushll

eff otherHat, := offHat(s, p);
pc, := pc_push 12

push.12 no, :
pre PG, = pc_push12A
—mo(push.12_dcags, p))

eff pg,:=pcpush?

push.16_yes :

pre pc, = pc_push16A
mo(push.16_dcags, p))

h:= 7 (push.16_dcags, p));

P, := push.resp

push.resp, :
pre pg, = pushresp
eff pg, :=idle

eff
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push.righty(t) :

pre pc, =idle

eff  pc,:= pc_push;
sidg, := Right,
val, :==t

push 4, :
pre pc, = pc_push4
eff h:=updatg
(h, nd,, onField(s, p), Dummy;
pc, := pc_push.5

push.7, :

pre pc, = pc_push?

eff hat, := onHat(s, p) — Z;
pc, := pc_push 8

push 9_yes :
pre pg, = pc_push9A
hatOut, = hat,

eff  pc,:= pc_push10

push 10, :
pre pc, = pc_push 10
eff h:=
updates(h, nd,, offField(s, p), Dummy;
Pg, := pc_push .11l

push.12 yes, :

pre pc, = pc_push12A
mo(push.12_dcags, p))

h:= 71 (push.12_dcags, p));

pc, := push.resp

push .15, :

pre pc, = pc_pushi5

eff h:= update(h, ndy, offField(s, p), haty);
pc, := pc_push .16

eff

push.16_no, :
pre pc, = pc_push16A
—my(push.16_dcags, p))

eff pg,:=pcpush?

Figure 4.4: Push transitions of the Snark automaton.
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pop_left, :

pre pc, = idle

eff pg, :=pcpop3;
sidg, := Left

pop_3p :

pre pG, = pcpop-3
eff hat, := onHat(s, p);
pc, := pc_pop 4

pop.5_yes, :
pre PG, = pC_POp-SA

hat, — onField(s, p) = hat,
eff pg, :=pcpop6

pop_6_yes :
pre pgG, = pc_pop6A

T2 (pop-6_dcass, p))
eff pg,:respempty

pop_8_yes :

pre pgG, = pc_pop-8A
hat, = otherHat,

eff  pg, :=pcpop9

pop-9_yes :

pre pgG, = pc_pop-9A
m2(pop-9_dcags, p))

eff h:=m (pop-9_dcags,p));

pc, := pop-resghat, — V)

pop-12, :
pre pg, = pcpop.12
eff hatln, :=
hat, — offField(s, p);

PG, := pc_pop-13

pop-13.noy :

pre pgG, = pc_pop-13A
—m(pop-13_dcags, p))

eff pg, :=pcpop3

pop-15; :
pre pg, = pc_pop-15
eff h:=updatg

(h, hat,, onField(s, p), Dummy;

pc, := pop.respresult,)

respempty, :
pre pg, = respempty
eff pc,:=idle

pop_righty, :

pre pc, = idle

eff  pg, :=pcpop3;
sidg, := Right

pop-4, :

pre pc, =pcpop4
eff  otherHat, := offHat(s, p);
P, := pc_pop-5

pop.5_no, :
pre PG, = PC_PORSA

hat, — onField(s, p) # hat,
eff pg,:=pcpop8

pop_6_no :

pre pg, = pc_pop-6A
—ma(pop-6_dcags, p))

eff pg,:=pcpop3

pop-8_no, :

pre pg, = pC_pop-8A
hat, # otherHat,

eff pg,:=pcpopl2

pop-9_no, :

pre pg, = PC_pop-9A
—ma(pop-9_dcags, p))

eff pg,:=pcpop3

pop_13 yes :

pre pg, = pc_pop-13A
ma(pop-13_dcags, p))

eff h:=m(pop.13.dcags,p));

PG, := pc_pop-14

pop_14, :
pre pg, =pcpop14
eff resulty:=hat, — V;

pc, := pc_pop 15
pop_resp(t) :
pre pG, = pop-respt)
eff pg, :=idle

Figure 4.5: Pop transitions of the Snark automaton.



Chapter 5
The Attempted Verification

This chapter presents a relation ogeatesDeqAud andstategSnarkAug, which
was designed to be a simulation relation in the sense of Mefi8.16 and used
in the attempted verification of the Snark algorithm. Thepomsed relation is
not a simulation between the concrete and abstract automatattdmpting to
prove that this relation was a simulation, a bug was dis@uar the Snark al-
gorithm. The discussion of the proposed simulation in thapter serves several
purposes: it completes the account of the verification nulogy used in this
thesis; the issues faced in the development of this relationld be applicable to
the development of simulation relations for the verificatad other non-blocking
algorithms using dynamic memory; and an analysis of tharfaibf the relation as
a simulation lead directly to the discovery of a bug in an atgm that was oth-
erwise believed to be correct. The bug in the Snark algorahnhits relationship
with the proposed simulation relation are described in @ef

Some invariants ocBnarkAutwere stated and proved during the attempted ver-
ification: these invariants are presented and discusseekitio® 5.6.

Obviously, this chapter cannot providgoeoof that the relation is a simula-
tion (it is not). However, two important lemmas about thetiein are stated and
detailed arguments provided in Section 5.7. These lemmas 8iat part of the
simulation relation (asserting that the global state ofShark automaton repre-
sents a deque data-structure) is preserved across ctragaitions (those which

75
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represent DCASs applied to this global data-structure)viBing these argu-
ments serves two purposes: working through the proofs wip) hevelop a good
intuition about why the relation was constructed as it wast e possibility of
proving these lemmas provides evidence that the appro&eh ta building the
relation was a reasonable one.

The reader will observe that the arguments for the preservat even one part
of the simulation relation are very detailed. This level efall and the possibility
of human error that it entails motivate the use of mechamioabdf assistance. As
described in the introduction, the attempted verificatibthe Snark algorithm
was undertaken using the mechanical theorem prover PVSh@tien of simula-
tion relation defined in Chapter 3, the autom@taarkAutand DegAutdescribed
in Chapter 4 and the specific relation described here havieealh encoded in
the PVS language. Moreover, machine-checkable proofs tist of the proof
obligations generated by the proposed simulation reldiere been constructed
using the PVS prover. This provides further evidence thatréation described
in this chapter would have been a simulation betw8aarkAutandDegAuthad
the Snark algorithm been correct. The use of PVS is brieflgritesd in Section
5.8.

To avoid confusion by over-use of the tedeque for the remainder of this
chapter the deque data-structure of the Snark algorithat ftrt of the heap ac-
cessible through.ef t Hat or Ri ght Hat ) will be referred to as the ‘concrete
data-structure’ or ‘the data-structure’ of a stateSofarkAut the abstract variable
deq(a member of the deque datatype) will be referred to as thetradt data-
structure’.

For the remainder of the chapter, occurrences of the foligwariables should
be assumed to range over the stated setsanges ovestategSnarkAuy; ab over
statesDegAud; p over PROCG f over functions from the set — POINTER
anda, & overactgSnarkAu} U act§DegAu). In definitions of predicates and
functions, it is assumed that these variables are univgigaantified.

The expressiononcrete statelescribes states &narkAug similarly, abstract
statedescribes states @egAut When we refer toelated stateswe mean any
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concrete state and abstract state that are related by thega® simulation rela-
tion.

5.1 Step Correspondence

Before describing the simulation relation in detail, it setul to describe how a
proof that a relation is a simulation is structured. Thisistre follows directly

from the definition of simulation relation given in Definitid3.16. This defini-

tion is presented here, instantiated with the names of tlesalet automata for
convenience.

A forward simulationR from SnarkAutto DegAutis a relation over
stategSnarkAur andstatesDegAu) satisfying:

1. For allcc € start(SnarkAuy, there is somab € start(DegAu}
such thaR(cc, ab).

2. Forallcc, cc € reach'SnarkAuy, if cc = cc anda € external
(SnarkAut, then for allab € reach DegAul such thaR(cc, ab),
there is somal’ € stategDegAu) such thaR(cc, alf) andab
2, al.

3. Forallcc, cc € reach(SnarkAut, if cc -2 cc anda ¢ external
(SnarkAut, then for allab € reachDegAuj such thaR(cc, ab),
either

(a) there is somab' € stategsDeqAu} and actiorb € internal
(DegAu, such thaab — abl andR(cc, aly), or

(b) R(cc,ab).

Given a relation between state $harkAutand DegAut if (2) or (3) is true for
some concrete acticmand all the pre- and post- states of transitions labelled by
a, we say that the relation [weserved across.a

For eachab € reach DegAu) anda’ € actgDegAu) there is at most onalf
such thaab -*> alf. This removes any freedom we have in choosing an abstract
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post-state for clauses (2) or (3a): once we have the absitdon (whether it is
external and the choice was forced on us, or internal and Wesbime freedom)
we have to show that the unique abstract post-state is ddlatbe concrete post-
state. Because of this, we tend to focusmatchingconcrete actions with abstract
actions without mentioning that we are also matching cde@tates with abstract
states.

Collectively, the decisions for all the concrete interneti@ns about whether
(3a) or (3b) is true and the matchings used to witness (3agalted thestep
correspondencgg4].

The choice of a step correspondence can be used to help déasld moti-
vate) a simulation relation. The step correspondence umstkipresent verifica-
tion attempt is as follows:

e For transitions ofSnarkAutthat model a successful DCAS operation of a
push procedure (ie., those labelled fmysh 12 yes, or push.16_yes, for
somep) we choose option (3a) above: these transitions are mateitiethe
transition ofDegAutlabelled bydo_pushy(cc.val,). The successful DCAS
transitions represent a globally visible update that ckanipe sequence
which the concrete data-structure represents. This chiarmgeresentation
can be reflected in the abstract automaton by making it takeppropriate
do_pushoperation.

e Transitions that model a successful DCAS operation ofpthe procedure
(ie., those labelled byop 6_yes, pop-9_yes, or pop-13_yes, for some
p) are matched with the transition &feqAutlabelled bydo_pop,. Apart
from those labelled bypop_6_yes, these transitions represent a globally
visible update in the same way as successful push-DCASiticarss Tran-
sitions labelled bypop 6_yes represenip determining that the concrete
data-structure is empty: this test is done directly in thstraet transition
labelled bydo_pop,.

e For the transitions labelled by other internal actions weoste option (3b)
above: these actions do not change the abstract state vghiepresented
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by the concrete automaton.

Note that all transitions labelled by sorae= externa(SnarkAu} are associated
with the abstract transition labelled bythis association is required by clause (2)
of the definition of simulation relation.

5.2 Overview of the Simulation Relation

The proposed simulation relation presented here is esdlgrdi conjunction of

three major predicates. Each of these predicates is desigaehieve a particular
high-level goal, and is itself a conjunction. The predisadee listed and briefly
described below:

e correspondencek?: This predicate guarantees that, for related states of
SnarkAutand DegAut each process is attempting to ‘do the same thing’
in both concrete and abstract states. For example, it gigg=rhat if a
process is attempting to push a certain value onto the rifjttteodeque
in the concrete automaton, then in any related abstradt, stadt process
Is attempting to push the same value onto the same side ofogteaat
deque. It also guarantees that each process will be at ans@gages of
the computation in each state. For example, if a processibbsiyccessfully
completed a DCAS as part of the push sequence in the contagte then
in any related abstract state, that process has just cordptleédo_push
transition. Thecorrespondencek? predicate is critical in enforcing the
step correspondence described in Section 5.1.

e 0bj_ok? (a contraction of “object ok”): This predicate ensures thatcon-
crete data-structure represents the same sequence of eallee abstract
data-structure: for instance, it asserts that, for relatates, the concrete
data-structure is empty exactly when the abstract dat&tste is. It also

1The predicate names in this chapter follow the conventiomaiy users of PVS: predicate
names always end in “?’. In PVS this helps to distinguish jwads (functions intdool) from
other types of functions.
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contains information about the internal structure of thearete deque: for
example, it asserts that if the data-structure is not entipgy) the node to
the left of the node pointed to iyl eftHatis right-dead.

e rest ok?: Asits name suggests, thest ok? predicate makes a variety of as-
sertions, but they are all bound together by two featurestlfirest ok? is
in a sense auxiliary tobj_ok? andcorrespondenceok? in that these pred-
icates force the simulation relation to have certain othieperties: these
properties are provided st ok?. Secondly, the assertions contained in
rest ok? are not ‘about’ the relationship between two automata, drey
about the internal state of the concrete automaton.

The top-level predicate in the proposed simulation reta8&R’ (“Simulation
Relation”) and is defined as follows:

SR’(ab, cc) %3t . 7 — POINTERs rel?(ab, cc, f)
The existentially quantified functioh called therepresentation functiom this
thesis, is used in thebj_ok? predicate to relate the abstract data-structure to the
concrete data-structure.
The predicateel? is as follows:

rel?(ab, cc, f) o injective_in_range’(f , ab.deqbot, ab.deqtop) A
correspondencenk?(ab, cc) A obj_ok?(ab, cc, f) A rest.ok?(ab, cc, f)

rel? is a notational convenience, allowing us to assert lemmashwhake claims
about the functiori: to do this, we need to universally quantify over functiofis o
that type, but the existential quantificationSiR’ hides the function.

BecauseSR’ is the existential quantification of a function, we have tcide
what function we will choose to witness the truth@iR’, after each transition of
SnarkAut given that a function existed fulfilling the requirementsS&’, prior to
the transition. For transitions labelled by every conceetiion except those with
labels of the formdo_pushy(t), the function witnessingR’ in the concrete and
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abstract post-states will be tsameas that witnessin§R’ for the pre-states. The
reason for this is described in Section 5.4.

The predicaténjective_in_range’ asserts thdt is a 1-1 correspondence from
integers betweeab.degbotandab.deqtop (not inclusive) to a subset OINTER
This constraint on the representation function is disadigs&ection 5.4.

5.3 Thecorrespondencek’ Predicate

Figure 5.1 defines theorrespondenceok? predicate; Figure 5.2 defines certain
predicates used in the definition @drrespondenceok? and elsewhere. Note that
the first two entries in this figurgac_pop_i_j? andpc_push.i_j?, definefamilies

of predicates. Figure 5.2 and Figure 5.4, presented on pagte8ne basic predi-
cates over processes and pointers that are used througbgquibposed simulation
relation.

The correspondencek? predicate has two overlapping goals. The first is
to ensure that each process is attempting the same openatielated states of
SnarkAuandDeqAut The conjunct (9), for example, helps fulfil the first of these
goals: it guarantees that, for related states, each prexepgrating on the same
side. One aspect of what the other conjuncts do is to ensatefth process is
about to execute a transition modelling, say, part of a pysration, then that
process is also about to execute part of the abstract pusatmpe

The second goal aforrespondencek? is to ensure that whenev8narkAut
takes a transitionDegAutis able to take the appropriate transition, if it exists.
For each external action, we need to know that, for relatedrete and abstract
states, whenever the concrete precondition of the actitslshso does the ab-
stract precondition. Moreover, for each concrete inteacéibn, we need to know
that whenever the concrete precondition of that actiond)ad does the abstract
precondition of the matching action (if it exists, as detewd by the step corre-
spondence).

The conjuncts marked (1), (3), (5), and (8) guarantee doligy that when-
ever the concrete precondition of each external action tsttlme abstract precon-
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correspondencek?(ab, cc) e
Vpe PROCteTe

(ccpg, = idle = ab.pg, = idle) (1)
Gn_do_push’(cc, p) = ab.pc, = da_puskccval,)) (2)
(Acc.p(:p = pushresp=- ab.pg, = pushresp (3)
Gn_do_pop?(cc, p) = ab.pg, = do_pop) (4)
(Acc.p(:p = resp.empty=- ab.pc, = resp.empty (5)
(Acc.pcp = pc_pop-14 =

ab.pc, = pop_resp(cc.hat, el V)) (6)
(Acc.pcp = pc_pop-15=

ab.pc, = pop.respcc.result,)) (7)
(Acc.p(:p = pop.resp(t) = ab.pc, = pop resyt)) (8)
Qc.sidqJ = ab.side, 9)

Figure 5.1: Theorrespondencek? predicate.
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pc_pop.i-j?(cc,p) =

CC.pG, = PC_pop.n
wherei < n<j

pc_pushi_j?(cc, p) o

cc.pg, = pc_pushn
wherei < n<j

in_do_pop’(cc, p) &

pc_pop_3_67(cc,p) V
pc_pop8_97(cc,p) vV
pc_pop-12_13?(cc, p)

. def
in_return_val?(cc, p) =

pc_pop_14 157?(cc, p)
in_do_pusk(cc, p) &ef
pc_push 2 167(cc, p)
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p is about to execute a transition
modelling a line of code of thpop
routines, numbered betweérand

].

p is about to execute a transition
modelling a line of code of the
push routines, numbered between
I andj.

p is executing the transitions which
allow it to decide which DCAS
to execute, or about to execute a
DCAS.

p is doing the cleanup prior to re-
turning a value.

p is about to execute a transition
modelling a line of thgoush rou-
tines which is not a return instruc-
tion (ie. a line up to and including
a DCAS).

Figure 5.2: Auxiliary predicates defining intervals of agees’ execution.
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dition of that action will be met.

Conjunct (2) illustrates an important point: the step cgpmndence often in-
duces an association between a set of concrete programecoahies (from the
setPCOUNT) and a single abstract value (fro@OUNTER), in cases where the
concrete automaton takes several small steps to represergla step of the ab-
stract automaton. As an example, recall that the step gonelence matches
concrete transitions labelled by actions of the fqpush.left,(t) with the abstract
transition with the same label; transitions labelledpngh 16_yes, are matched
with the abstract transition labelletb_pushy(val,); and none of’s intervening
transitions are matched with a transition of the abstrairaaton. Thus, in order
to guarantee that the abstract preconditiordafpush,(val,) will be met when
cc.pg, = pc_push 16, correspondenceok? must record that whenevec.pg, has
a value indicating thapush left,(t) has been invoked bytush 16 yes has not
yet been executed, then for related abstract autorabfag, = da_pushcc.val,)
is true.

Conjunct (4) ensures that the abstract preconditiodafpop, will be met
whenever a transition with a label of the fomop_13_yes is enabled. Collec-
tively, conjuncts (6) to (8) do the same thing for concretd abstract transitions
labelled by external actions of the forpop_resp,, but the situation is slightly
more complex. Recall that we associate the successful D&&Sitions labelled
by pop 13 yes, with do_pop, transitions ofDegAutand thatDegAutsetsab.pc,
to pop._respt) for somet. However, after its DCAS transition, the procgss
has several steps to take before returning a value: in p&atj@ has not loaded
hat, — V into result,. Our only choice is to construcirrespondencek? so
that it records that oncecpg, = pc_pop-14, then in related states, the corre-
spondingpop_respaction is already enabled; and so that it records that thdtres
to be returned by that operation is storechat, — V. This requirement is met
by conjunct (6). Conjunct (7) records that the value to berretd has now been
loaded intaresult, which enables the primary requirement, that each procdbs wi
‘return’ the same value: that is¢.pc, = pop_respt) = ab.pg, = pop respt).
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5.4 The Representation Function andbj_ok?

Theobj_ok? predicate is presented in Figure 5.3; the predicategty dil_state’,
right_dead andleft_ dead are defined in Figure 5.4. Wheterrespondencek?
makes claims about tHecal state of each process (its program counter and local
variables) in each automatoohj_ok? makes claims about thgdobal state of re-
lated automata: for relatext andab, the data-structure belongingdo represents
the abstract data-structua.deq This representation requirement can be broken
into two parts:

e For relatedab andcc, the data-structure ioc must represent an empty se-
quence exactly iib.deqis empty: this is the content of conjunct (1) of
obj_ok?.

e Whenab.deqgis not empty, then the data-structure of any relatednust
contain the same elements in the same order. The repraearftatction
which is the third argument tobj_ok? is critical in this regard, providing
a way to say that the concrete data-structure contains the slements in
the same order as the abstract sequence. Conjuncts (2))aach{8ve this
goal.

Figure 5.5 illustrates the claims about related concredeatastract states made
by conjuncts (2) and (3) abbj_ok?. (2) says thaf takes each index of the ab-
stract sequence to a pointer whose fiéldontains the value stored at that index;
moreover, the order of the indexes is mirrored by the valndkelL andR fields
of each record.

(3) says two things: the outermost used indexes of the albsteguence are
taken byf to the values stored i&LeftHat and &RightHat and the sentinels
beyond the hats have the appropriate self-pointers. (3apgtees that, for exam-
ple, the value in th field of &LeftHat — Z is the leftmost value in the abstract
data-structure; (3c) and (3d) guarantee that the sentirasis the property used
by processes to ascertain whether the deque is empty.

There are two important respects in whicbrrespondenceok? depends on
obj_ok?. While conjunct (1) ofobj_ok? can be motivated by the intuition that
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def

obj_ok?(ab, cc,f) =
(empty.dll_state’(cc) <
ab.degbot = ab.deqtop— 1) (1)
A
(VieZe
ab.degbot < i Ai < ab.degtop = (
f(i) ey = ab.deqgsedi) A (
(i # abdegbot+1 = f(i) L =f(i—1))A (2Db)
(i # abdeqgtop—1 = f(i) P R=1(i+1)) (
A
(—empty dll_state’(cc) =

(
f (ab.degbot+ 1) = &LeftHat = Z A (
f(ab.deqtop— 1) = &RightHat Z A (3b)
right_dead’(cc.h, &LeftHat ! Z <8 L) A (
left_dead?(cc.h, &RightHat=! Z <! R)) (

Figure 5.3: Theobj_ok? predicate.

the concrete data-structure should represent the abstagmistructure, we also
need it to ensure that therrespondencek? predicate is preserved across cer-
tain transitions. Recall that the step correspondence hreatconcrete transi-
tions having labels of the forrpop_6_yes (the transition wherg determines
that the concrete data-structure is empty) with the alistragsition labelled by
do_pop, After the concrete transitiorp is ready to respond that the deque is
empty pc, = resp.empty; we need the same to be true of the abstract post-state
of the transition labelled bgta_pop,, from pre-states related to the pre-state of the
concrete transition. If the related abstract pre-statéatoad a non-empty deque,

p would be ready to return a popped value aftarpop,. The forward direction

of conjunct (1) ofobj_ok? guarantees that this does not happen. In a similar way,
the correspondence betwepop_13 yes, (the successful DCAS transition for a
deque with many elements) add_pop, requires that we know that if the con-
crete data-structure 1ot empty, then the abstract sequenc&as empty. The
backwards direction of (1) achieves this.
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h

)d:efpt—>

right_dead’(h, pt R = pt

left_dead’(h, pt) & pt L= pt

emptydll_state’(cc) &ef

right_dead’(cc.h, &LeftHat Z) A

left_dead’(cc.h, &RightHat®' Z)

not.in_range? (f, pt, iy, is) &

Vje Ze
i <JAj<ig=1(i)#pt
.. . . . def
injective_in_range’(f iy, i) =
vj17j2 € Ze
i1 <j1/\j1 <i2/\
i1 <j2/\j2 <i2/\

1 #Fl2 = 1(1) #1(2)

True when theR field of the
record pointed to byt contains
a self-pointer.

True when theL field of the
record pointed to byt contains
a self-pointer.

True when the deque is empty.

True whenpt is not in the sub-
range off betweeni, i, € Z not
inclusive.

True whenf is a 1-1 map-
ping over the sub-range between
i1,io € Z notinclusive.

Figure 5.4: Auxiliary predicates defining properties ofrgers in the simulation

relation.

The second way in whicborrespondenceok? depends ombj_ok? relates to
the values which popping processes return. Recall thatiootg (6) and (7) of
correspondencek? collectively ensure that each process will return the same
value when they tak@op_resp, actions. In both the abstract and concrete au-
tomata, this return value is determined by the state of thenaaton during an
internal transition that occurs before the response tiiansin the execution of

each popping process:

¢ In the transition relation oDegAut this return value is the value in the
appropriate outermost used indexdgfgseqin the pre-state of thdo_pop,
transition (for example, it is the valukeqsedqdeqtop— 1) if the process is
popping from the right) leading up to tip@p_resp, action.
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Abstract
Data-structure ? A B C ?
bot top
- f(b£+1) f(b£+2) f(bot+i -
Concrete i A B C [
Data-structure - - - =
_J I _J T I —__J
&LeftHat &RightHat

Figure 5.5: The representation function.

¢ In the transition relation oBSnarkAut it is the value in theV field of the
node pointed to by the appropriate hat in the pre-state opte9_yes,
or pop_13_yes transition (for exampl& RightHat — Z if the process is
popping from the right) leading up to tip@p_resp, action.

Since the step correspondence matgugs 13 _yes transitions with the transition
labelled byda_pop,, these two values must be equal in related states. Conjuncts
(2a), (3a) and (3b) obbj_ok? together imply the required equalities when the
abstract and concrete data-structures are non-empty.

5.5 Therest ok’ Predicate

Therest ok? predicate collects the auxiliary properties required efgshmulation
relation. Figure 5.6 defines thest ok? predicate. The remainder of this section
discusses each conjunctrekt_ok?.



5.5. THEREST.OK? PREDICATE 89

rest.ok?(ab, cc, f) &

dead ok’(ab, cc, f) A conditionsok?(ab, cc,f) A
nds_ok?(ab, cc, ) A distinctnessok?(ab, cc, ) A
free_ok?(ab, cc, f)

Figure 5.6: Thaest ok? predicate.

dead.ok’(ab, cc, f) &
(VieZe
ab.degbot < i Ai < ab.deqgtop =
—left_dead'(f(i)) A —right_dead’(f(i))) (1)
A
left_dead’(Dummy A right_dead’(Dummy  (2)

Figure 5.7: Thalead ok? predicate.

5.5.1 Thedeadok? Predicate

Thedead ok? predicate is presented in Figure 5.7. Tead ok? predicate makes
assertions about the concrete data-structure that peeclodes within the deque
containing a self-pointer. It also records the propertexsuired of theDummy
node, that it be both left-dead and right-dead. These fdli® grocesses to
correctly determine when a hat variable is pointing to aisehhode.

Conjunct (1) is used several times in Section 5.7 to help ghawthe concrete
data-structure is empty, during the transitions that relytlzat property: those
labelled bypush .12 yes andpop_6_yes.

Conjunct (2) is used in conjunction with tinels ok? (see Section 5.5.3) pred-
icate to help show that after transitions modelling sudcégsish DCASs (those
labelled bypush .12 yes andpush.16_yes) the new sentinel nodes have the cor-
rect self-pointers.
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conditions.ok?(ab, cc, f) &
Vp e PROG

(pc_push.10.127(cc,p) = (1)
cc.hatOut, = cc.hat, e onField(cc, p) (1a)
v
not_in_range’(f, cc.hat,, ab.degbot, ab.deqtop)) (1b)

A

(Pc-pop8_97(cc, p) = (2)
cc.hat, el onField(cc, p) # cc.hat, (2a)
V
not_in_range’(f, cc.hat,, ab.deqbot, ab.deqtop) A
—ms(pop-9_dcagcc, p))) (2b)

A

(pc_pop-12_137(cc, p) = (3)
cc.hat, el onField(cc, p) # cc.hat, (3a)
v
not.in_range€’(f, cc.hat,, ab.deqbot ab.deqtop) A
—my(pop-13 dcagcc, p))) (3b)

Figure 5.8: Theconditionsok? Predicate.

5.5.2 Theconditions ok? Predicate

The conditionsok? predicate is presented in Figure 5.8. It was in attempting
to show that this predicate is preserved across transittedied bypop-13_yes,

and the matching abstract transition that the bug in thekaalgorithm was found.
This issue is explained at the end of this subsection.

Theconditions ok? predicate has a certain form: itis a universal quantificatio
overPROCwhose scope is a series of conjuncts; each conjunct is amcetiph;
the antecedent of each implication is a range of programteowalues; the con-
sequent is a predicate over local and global variables. r8egtthe remaining
conjuncts ofrest.ok? share this form, as do the invariants presented in Section
5.6. The importance of this form derives from features ofatigons and the tran-
sition relation ofSnarkAut each action is labelled by a process; the precondition
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of each action includes a predicate over flug variable of the process indexing
the action; and the post-state of the action often dependbeopre-state values
of variables indexed by the process taking the action. Aisserwith a form like
that of conditions ok? allow us to constrain the pre-state values of local vargble
when each transition is enabled, and so to constrain thespatgt values of local
and global variables.

The final program counter value in each antecedent rangeogfgm counter
values enables the execution of one of the DCASs that upkatedncrete data-
structure. The second arm of each disjunct ((1b), (2b) ab}) (8 an assertion
about the relationship between the local variables of tlhegss and the current
global state that is powerful enough to entail that the DCAlBfail. The first
arm is a condition on the relationship between the stateBeptocess and the
global state that we need to show that the concrete datetsteuis empty or not,
as required by the simulation relation, if the DCAS will becsessful. These
conditions are used in the arguments presented in Secfion 5.

Recall that the DCAS at line 12 of the push routines of the ISalyorithm is
meant to succeed only when the deque is empty. Conjunct @rafitions ok?
allows us to show that in pre-states of transitions modgbinccessful executions
of the line 12 DCAS, the concrete data-structure is emptjodss this by asserting
that, for processes about to take this transition, eitt@Out, is still the value
contained in the field ohat, pointing out of the concrete data-structure or else
hat, is no longer contained in the concrete data-structure. , Eteng with an
invariant of SnarkAut(hat_hatOut Figure 5.13 on page 99) is enough to show
that the node pointed to by the corresponding global hatatasia self-pointer if
the DCAS succeeds. As discussed in Section 5.7, This is ieuffito show that
the concrete data-structure is empty.

The DCAS at line 16 of the push routines is meant to be exearedon-
empty deques and we will need to show that the concrete tlatetige isnot
empty in the pre-states of transitions modelling succésgicutions of this DCAS.
However,conditions ok? makes no assertions about processes that are about to
take these transitions. This is because we can show thabticeste data-structure
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is not empty if the node to which the DCAS is applied does not&@io a self-
pointer in the field pointing out from the concrete data-nte (for example, if

a process is pushing onto the right, we need to know &RightHat — Z —

R # &RightHat — Z). Together, the precondition @lush.16_yes, and the in-
variant ofSnarkAut hatnot_hatOutare enough to guarantee this: for any process
p, the DCAS will fail in statecc unlesshat, = onHat(cc, p) and hatOut, =
onHatcc, p) « on Field(cc, p) andSnarkAut hatnot_hatOutasserts that ip can
take thepush.16_yes, thenhat, # hatOup.

Both the DCAS at line 9 and the DCAS at line 13 of the pop rowizre meant
to succeed only when the deque is not empty. (2a) and (3ait élsaethe node
pointed to byhat, is notdead, and so the concrete data-structure will not be empty
if the DCAS succeeds. (2b) and (3b) explicitly state thaQKRASs fail; the asser-
tions in (2b) and (3b), thatat, not be in the range of the representation function,
help to show that once (2b) or (3b) is true of a process, thend2(3a) can never
be true of that process again. The idea is that (2a) and (8daksified when the
hat, node is popped from the concrete data-structure and ongédpipens no
modifications to that structure make them true. Considepagss popping from
the right, withpc, = pc_pop-13andcc.hat, el onField(cc, p) # cc.Hat, (so that
condition (3a) is satisfied). Hat, is popped by some other process, then the con-
ditions forp’s DCAS to succeed are falsified ahdlt, is no longer in the specified
range of the representation function. Thist_in_range’ condition tells us that
further updates to the concrete data-structure will n@rablep’s DCAS: if hat,
werestill in the range of the representation function, it couédslet by another pop
to be the value of th&RightHat‘ﬂ] Z andp’s DCAS could be enabled.

Unfortunately, it turns out that a process can end up in asdn where it is
about to execute a transition modelling the successfuligiatof a DCAS at line
13 of a pop routine but both (3a) and (3b) are false. This capdafor a process
p when the node pointed to that, is the value obothhats, andhat, is removed
from the concrete data-structure by a process popping freother side t.

Consider a statec satisfying the conjunction presented in Figure 5.9 for some
processep, g with p # g. The statecis like that presented in Figure 6.5, on page
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cC.pc, = pc-pop-13 A
CC.pG, = pC_pop-13 A
ccsidg, = RightA cc.sidg, = Left A

cc.h

cc.hat, = &RightHat=" Z A

cch - cch

cc.hatln, = &RightHat= Z = L A so thatp’s DCAS can succeed.

cc.h

cchaty = &LeftHat = Z A
cc.hatlng = &LeftHat™ z <M R A so thatg's DCAS can succeed.
cc.hat, cen onField(cc, p) # cchat, A so thatp is in condition (3a).

cc.hat cep onField(cc, q) # cc.haiy A so thatq is in condition (3a).

Figure 5.9: A state oBnarkAuthat leads to an incorrect execution.

123 of Chapter 6 witlp set top2 andqto pl. It turns out thay can execute its
DCAS (taking the transition labelled Ippp_13 yes) and takeSnarkAuto a state
cc wherem,(pop-13_dcagcc, p)) is true but so ifat, e onField(cc, p) = hat,.
So, in statecc, neither condition (3a) nor (3b) is true fgr This means that
conditionsok? is not preserved acrog®p_13_yes transitions andSR’ is not a
simulation relation.

The reader should consult Chapter 6 to understand the sletfailow cc is
reachable and how it leads the Snark algorithm to malfuncti®he point to
note here is that the states for whiSlR’ fails are those from which the Snark
automaton (and the Snark algorithm which it represents)praduce incorrect
executions. This provides good evidence that this parteptioposed simulation
relation has been well-constructed.

5.5.3 Thends ok? Predicate

The nds_ok? predicate is presented in Figure 5.10. Recall that duriegpiiish
routines, each process sets fields of the its newly allocadele to the values re-
quired to make the push operation work correctly. ida ok? predicate records
that these fields contain the correct values. Consider aipygmocessp with
sidg, = Right (1) says thahd, — R = Dummy so that after the node is pushed,
the right-hand sentinel will be left-dead; (2) says thatVWhield of nd, contains
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def

nds_ok?’(cc) =
Vp e PROG
(pc_push.5_167(cc, p) =
cc.nd, «p onField(cc, p) = Dummy (1)
A
(pc_push.7_167(cc, p) = cc.nd, ey = cc.valy) (2)
A
(pc_push.11.12?(cc, p) =
cc.nd, el offField(cc, p) = Dummy (3)
A

(pc_push 16 = cc.nd, ceh offField(cc, p) = cchat,) (4)
Figure 5.10: Thands ok? predicate.

the value being pushed; (3) says thai if going to attempt to execute the DCAS
modelled bypush.12 yes transitions (the DCAS that should be applied when
the deque is empty), themd, — L = Dummyso that the left-hand sentinel will
be right-dead; and (4) says thatpfis going to attempt the DCAS modelled by
push.16_yes transitions (the DCAS that should be applied when the degjoeti
empty), then thé field of nd, should point tdhat,, p's view of the right-hat which

a successful DCAS will confirm.

5.5.4 Thedistinctnessok? Predicate

Thedistinctnessok? predicate is presented in Figure 5. Histinctnessok? tack-
les the issue opointer aliasing Two pointer expressions (either variables or
dereferences of variables) alias each other when they lwoth {@ the same ob-
ject (in our case, a node). When this shared node has a fieateghdhe proper-
ties of both expressions can change. For example, consider some piotess

is executing a push operation on the right: ifid, variable aliases the pointer
&RightHat — Z then whenp assigns itsval, variable intond, — V, this will
modify &RightHat — Z, potentially destroying a property required of it by the
Snark algorithm. Conjunct (2) afistinctnessok? asserts that eaatu, references
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a node distinct from each hat node, allowing us to prove tbag concrete state
SR’-related to any abstract state, this pathological aliasewgr happens.

It may seem that Conjunct (2) aistinctnessok? is an invariant oSnarkAut
not something that depends on the existence of a relatethabstate. It is true
that (2) is an invariant: however, our simulation relationeg us a direct way
to express and verify aliasing propertiesSrarkAut Consider what we would
need to know about the states@MarkAutin order to show that (2) is preserved
across transitions labelled Ippp 13 yes, the successful DCAS transitions that
remove a node from the concrete data-structure, wilg, = Right The new
value for&RightHat — Z comes fromwithin the concrete data-structuso we
need a way to specify thatd, does not point to any node within the concrete
data-structure. Our representation function allows usotthdt easily: Conjunct
(1) of distinctnessok? achieves this directly, using thet in_range’ predicate,
which in turn depends on the representation function

Conjuncts (3)-(7) ofiistinctnessok? all assert inequalities between the vari-
ablesnd, andhat, of each process and the nodes in the global stagnafkAut
(the values of global variables and the nodes which constihe concrete data-
structure). Each conjunct is an implication where the adent asserts theg,
variable of each process is in range of values: this rangd enompass the
points at which a process will modify the node pointed to bgheaariable. This
ensures that we can show that unintended side-effects bfigatate do not hap-
pen. The ranges of program-counter values must also enasntpa point at
which it is first true that the required pointer expressiomsdistinct. For exam-
ple, we need to know that eablt, is distinct fromé&RightHat— Z whenp takes
the transitionpop_15, which modifies the node referenced hat,: but to know
this we need to know thatat, # &RightHat— Z after p removed the node from
the concrete data-structurel' herefore, the antecedent to (5)dsétinctnessok?
is pc_pop-14_15?(cc, p).

Note that the antecedents of Conjuncts (3) and (7) assdrthbaconcrete
data-structure is not empty. These conjuncts protect thyegpties required of the
sentinel nodes when the concrete data-structure is notyempt
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distinctnessok?(ab, cc, f) &ef

(Vp,q € PROCe
(pc_push.3_167(cc, p) =
not.in_range’(f, cc.nd,, ab.deqbot ab.deqtop)) (1)
A
(pc_push.3_167(cc, p) =

cc.nd, # &LeftHat ™! Z A cc.nd, # &RightHat ! Z) (2)
A
(pc_push.3_167(cc, p) A —empty dll_state’(cc) =

ccnd, # &lLeftHat <l z < | A

ccnd, # &RightHat™ Z ©P R) (3)
A
(pc_pop_14_157?(cc, p) =
not.in_range’(f, cc.haty, ab.deqbot ab.deqtop)) (4)
A

(pc_pop.14 157(cc, p) =
cc.hat, # &LeftHat™! Z A cc.hat, # &RightHat®! Z) (5)

A
(pc_push.8_167(cc, p) vV pc_pop.4_127(cc,p) vV

pc_pop.14_157(cc, p) = cc.hat, # Dummy (6)
A
(pc_pop-14_157(cc, p) A —empty dll_state’(cc) =

cc.hat, # offHat(cc, p) cef offField(p)) (7)
A
(pc_pop-14_157(cc, p) A pc_pop-14 157(cc,q) Ap # g =

cc.hat, # cc.haty) (8)
A
(pc_pop.14 157(cc, p) A pc_push 3_167(cc, q) =

cc.hat, # cc.ndy) 9)
(pc_push.3_167(cc, p) A pc_push 8 167(cc,q) =

cc.nd, # cc.haty) (10)
A
(pc_push.3_167(cc,p) A pc_pop4_127(cc,q) =

cc.nd, # cchaty)) (11)

Figure 5.11: Thelistinctnessok? predicate.
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free_ok?(ab, cc, f) &

(VieZe

ab.degbot < i Ai < ab.deqtop=-f(i) ¢ cch.free (1)
A
Vp e PROG

pc_pop4_127 Vv pc_push8_167 = hat, ¢ cch.free (2)

Figure 5.12: Thdree_ok? predicate.

Conjuncts (8)-(11) oflistinctnessok? assert inequalities between local vari-
ables: these assertions ensure that the modification of @ locdlly accessed
by one process does not have unintended consequences flac#hevariables
belonging to that process or another process. The antecpdmyram-counter
values perform the same function as for conjuncts (3)-(7).

5.5.5 Thefree ok? Predicate

The free_ok? predicate is presented in Figure 5.12. This predicate dsctrat
all the nodes in the concrete data-structure and all thesypdimted to byhat,
variables have been properly allocated.

Much of thedistinctnessok? predicate makes assertions about g vari-
ables andree_ok? is needed to make those assertions provable. Recall that the
nd, variable is allocated by using thenewfunction: thenewfunction chooses an
arbitrary pointer from théree set, removes it from that set, and returns the cho-
sen pointer. If we want to show that eacti, variable is distinct from eachat,
variable or node within the range of the representationtfancthen we need to
be able to show that these variables and noderati@ thefreeset: thefree_ok?
predicate allows us to show this.

As with thedistinctnessok? predicatefree_ok? needs to be embedded within
the simulation relation: this allows us to express the cldnat none of the nodes
within the concrete data-structure are free.
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5.6 Invariants of SnarkAut

Figure 5.13 presents the invariantsSriarkAutused in this verification. These
invariants can be divided into three classes:

1. Distinctness properties simple enough to be proved withse of the sim-
ulation relation:nds_distinct’ andnds_not_ Dummy..

2. Properties needed to show that the first class of propeatie invariant:
nd_used anddummyused.

3. Control properties that only mention the local varialdéprocesses and
are true over ranges of program counter values by virtuest$ &executed
by the Snark automatoiat_hatOut’, hat_not_hatOutandhat otherHat

The nds_distinct’ invariant asserts that two different processes never allo-
cate the same new node: this allows us to show that updateeéoprocess to
its nd variable do not interfere with thad variables of other processes. The
nd_not_ dummy invariant asserts that a process never allocateBtimmynode:
this allows us to show that updatesivariables do not affeddummy

The invariants of class (2) assert tiiaatmmyand thend variables are never
free. Invariants of class (1) rely on invariants of classifgust the same way as
the distinctnessok? predicate relies on thigee ok? predicate. For example, in
order to show that eachd variable references a node distinct fradummywe
need to know thaDummyis neverfree the invariantdummyused satisfies this
requirement. The invariamd_used satisfies the corresponding requirement for
showing that thend variables of distinct processes are distinct. These iaaési
are particularly easy to prove, since nisee nodes are never madiee

Class (3) invariants record the results of tests applieteddcal variables of
each process during its execution. T _hatOut’ andhat_not_hatOut’ record
the result of the test at line 9 of the push routines. Thesariants are used to
help show that the concrete data-structure is empty or nptyeifithe appropriate
DCAS can succeed. Theat otherHat invariant records that for processes which
attempt to execute the DCAS at line 9 of the pop routines, ébedt line 8 was
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nds_distinct’(cc) &ef
Vp,g € PROCe
pc_push 3 167(cc, p) A pc_push.3_167(cc, q) =
cc.nd, # cc.ndy

nd_not_.dummy(cc) &ef
Vp € PROCe
pc_push.3_167(cc, p) =
cc.nd, # Dummy

nd_used|(cc) &ef

Vp € PROCe
pc_push.3_167(cc, p) =
cc.nd, ¢ cc.h.free

dummyused(cc) £
Dummy¢ cc.h.free

hat_otherHat’(cc) &ef
Vp e PROCe
PG, = pc_pop.9 =
cc.hat, = cc.otherHat,

hat_not_hatOut’(cc) £

Vp € PROCe
pc_push 15 167(cc, p) =
cc.hat, # cc.hatOut,

hat_hatOut(cc) £

Vp € PROCe
pc_push10.12? =
cc.hat, = cc.hatOut,

Figure 5.13: Invariants of the Snark automaton.
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successful. This invariant is used to show that if the DCAS siscceed then the
concrete data-structure contains exactly one element.

5.7 Verifying the Simulation Relation

Recall that the step correspondence matches actions afth@tish.16_yes and
pop_13_yes (modelling the successful DCASs at lines 16 of the push nesti
and 13 of the pop routines, respectively) with the abstratibas do_pushy(t)
andda_pop,. This section describes in detail how to prove thatdbpok? pred-

icate is preserved across the actignsh 16_yes and pop-13_yes, under the
assumption thaSR’ is true in the pre-states of the associated concrete and ab-
stract transitions. This helps to illustrate how the repnéstion function is used

in the proposed simulation relation and so helps to motitregecore part of that
relation.

Certain other concrete actions are matched by the stepspomedence with the
abstract actionda_push(t) andda_pop,, namelypush 12 yes, pop_6_yes and
pop_9_yes. Less detailed proofs thabj_ok? is preserved across these actions
under the same assumption. These proofs help to flesh outheoparts ofSR’
which relate to showing emptiness conditions are used.

The proofs described in this section are the most difficalt there undertaken
in the attempted verification of the Snark algorithm. ThegbtbatSR’ is a sim-
ulation relation was separated out into a series of lemmash lEemma asserts
that for one actionSR’ is preserved across that action. Some additional sup-
porting lemmas were stated, asserting the preservatioartitplar conjuncts of
SR or certain properties of states 8harkAut Proofs for all the lemmas assert-
ing preservation for actions other thpaplyl 3 have been constructed in the PVS
proof-checker, although some of the lemmas on which thesefpdepend have
been left unproven (the PVS theories and proofs are avaifatnin the author).

It should be noted th&&R’ cannotbe shown to be preserved across actions of
the formpop_13_yes,: the conditionsok? conjunct fails. The predicatebj _ok?
is shown to be preserved here under the assumption that ticeete and abstract
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pre-states of the transitions are related353.

5.7.1 What Happens During Push Operations?

Figure 5.14 illustrates the relationship between relatettete and abstract states
immediately before some procepsattempts to execute the transition labelled
push.16_yes with sidg, = Right Letccandab be related concrete and abstract
states as represented by this diagram; the node mackstiinds foicc.nd,; like-
wise, nodes marketat and hatOutdenotecc.hat, and cc.hatOut,. The figure
represents concrete and abstract data-structures thaircone element, but that
detail is not relevant to the rest of the discussion. It alsldates thaDummyis
distinct from both sentinels, which may not be true.

Abstract

Data-structure ? A ?

bot top — —

f(bot+l)/ nd Dummy
e _

Concrete A [
Data—structure

. - \ hatOut
D/ \m hat
&L eftHat &RightHat

Figure 5.14: The representation function before a push DGA®e right.

This section describes in detail how to show tblat ok? is preserved across
actions of the formpush.16_yes, whensidg, = Right The case whesidg, =
Leftis symmetric. Issues relating to the preservatioBfacross thpush .12 yes
actions are discussed briefly.
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cc.pg, = pc_push 16 (
cc.hat, = &RightHat, «hz (
cc.hatOut, = &RightHat, chzehL (pre3)
cc.pc, := push.resp (
cc.h := update(update(cc.h, &RightHat Z, cc.nd,),
&RightHat=! z, R, ccnd,) (eff2)

Figure 5.15: Theoush.16_yes transition withsidg, = Right

ab.pc, = da_pushcc.valy) (

abl.deqgseq:= ab.deqsedab.deqtop := valy] (effl’)
abl.deqtop := ab.deqtop+ 1 (eff2’)
aly.pg, := push.resp (eff3")

prel’)

e

Figure 5.16: Thelo_pushy(cc.valy) transition withsidg, = Right

We need to marshal the premises that will be used in the angtivegobj_ok?
is preserved acrossush 16 yes actions. Figure 5.15 presents the precondi-
tions and effects of thpush.16_yes, action with pre-statec, post-stateec’ and
ccsidg, = Right, unpackaged for convenience. Figure 5.16 presents the pre-
condition and effect of the abstract transition labellecdbypush(cc.val,) with
pre-stateab, post-statell andab.sidg, = Right The assignments used in these
two figures are meant to indicate that no other state vasatiiange.

Figure 5.17 presents some assertions about processedaad ooncrete and
abstract states and Lemma 5.1 collects certain inferenmesthese preconditions
and assertions.

We need to be able to show that (prel’) is true, given 8 cc, ab) so that
DegAutis actually able to take théo_pushy(cc.val,) transition. This is a direct
consequence of conjunct (2) of (prel) aswtrespondencek? (see Figure 5.1).

Therest ok? predicate and certain invariants $harkAutguarantee that we
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1. ccnd, — R = Dummy (nds_ok?, see Section 5.5.3)

2. left_dead’(cc, Dummy A right_dead’(cc, Dummy
(dead.ok?, see Section 5.5.1)

3. ccnd, — V = ccval, (nds_ok?, see Section 5.5.3)
4. ccnd, — L = cchat, (nds_ok?, see Section 5.5.3)
5. ccnd, # &:RightHat"il1 Z (distinctnessok?, see Section 5.5.4)
6. cc.nd, # Dummy (the invarianinds_not_dummy, see Section 5.6)

7. cc.hat, # cc.hatOut, (the invarianthat_not_hatOut’, see Section 5.6)

8. not.in_range’(f, ab.deqbot, ab.deqtop, cc.ndy)
(distinctnessok?, see Section 5.5.4)

Figure 5.17: Assertions needed to prove the preservatiobjobk?.

are able to prove the assertions of Figure 5.17: the bradlteotations indicate
which conjuncts ofest_ok? or invariants assert each of these properties and where
a discussion of these conjuncts can be found.

Lemma 5.1 The following assertions are true for all concrete statesccc €

reach(SnarkAu} and abstract states ab reachDegAuj, and p e PROC such

that SR(cc, ab), cc PUSRAS Y ¢ and ccsidg, = Right:

1. abpg, = da_pushkcc.valy,)

2. ccnd, ©P | — &RightHat™! Z

3. cé.nd, %" R = Dummy

4. —right_dead(cc, &RightHat <! Z)

5. left. dead’(cc.h, Dummy
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6. ahdeqgbot < ab.deqtop— 1

Proof: (2) can be seen by considering (pre2) and (4) of Figure 5.17.

(3) is apreservation lemmait tells us that a property true of the pre-state
is preserved by the transition. Observe that the éhfield updated during the
transition belongs t@&RightHat < 7, but by (5) of Figure 5.17 that node is
distinct fromnd,, given that (1) says the property is true in the pre-state, th
property is true in the post-state.

(7) of Figure 5.17 together with preconditions (prel) anck® tell us that
&RightHatCC%h Z is not right-dead and so (4) of Lemma 5.1 is true.

(5) can be seen by 2) of Figure 5.17 and by observing thdt fields are
modified during the transition.

(6) is true by (7) of Figure 5.17 together with (prel) and Rre Q.£.D.

We need to be able to construct a new representation funtbiamitness
obj_ok? after the DCAS opush.16_yes, successfully completes. As mentioned
in Section 5.1, transitions with labels of the fodn_pushy(t) are the only ones
for which the representation function is updated. This nemcfionf’ is defined
thus:

b f[ab.degbot:= cc.nd,] if cc.sidg, = Left
B f[ab.deqtop := ccnd,] if cc.sidg, = Right

Figure 5.18 illustrates the representation function, dreddoncrete and abstract
data-structures after the push is complete: the dottedvarmadicate the pointer
fields that have changed.

Given the assertions of Figure 5.17, Lemma 5.1 and the imjgcof f, we
can argue thdt is injective and does witnesdbj ok? after the pair of transitions,
push 16 yes andda pushy(valy).

Lemma 5.2 (Preservation ofobj_ok? acrosspush.16_yes, transitions) For any
p € PROC, cccc € reachSnarkAug, and abald € reachDegAu) such that

SR(cc ab), cc " o, ab -PLRNE) ol and ccsidg, = Right, letting
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Abstract
Data-structure ? A B ?
bot top
f(bot+1)  f(bot+2)
Concrete =1 ([ A B [
Data—structure -
- _of

&LeftHat &RightHat

Figure 5.18: The representation function after a push DCAS.

f be the function witnessing 3fc, ab) and ' be the function as defined above,
obj_ok?(cc, ab, f’) and injectivein_range’(f’, abl.deqbot ab.deqtop).

Proof: Conjunct (1) ofobj_ok? is preserved. By (eff2’) we know thaiy.deqis
not empty, so it is sufficient to know th&iRightHat%h Z is not right-dead which
will show that the concrete data-structure is not empty. 8ffect of the DCAS of
push.16_yes means tha(ﬁgRightHatcih Z = cc.nd,, and by (1) and (6) of Figure
5.17, we know that this new value f&RightHat— Z was not right-dead in the
pre-state of the transition. It is not right-dead in the psiste of the transition,
since the onlyR field updated belongs t&zRightHat‘ﬂ1 Z, and by (5) of Figure
(5.17),nd, # &RightHat™ Z.

Conjunct (2) ofobj_ok? is preserved. The argument for this is based first
on observing that for all € 7, abl.degbot < i A i < ab.deqtop if and only
if ab.degbot < i A1 < abdeqtopV i = ab.deqtop (by the transition rela-
tion of DegAu). Since noV fields are updated, we know that for albetween
ab.deqgbot and ab.deqgtop not inclusive, (2a) is preserved. We also know that

f’(al.deqtop — 1) hy = ab.deqgseqab.deqtop — 1) by the definition off’
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and (3) of Figure 5.1hd, — V = val,. Conjunct (2b) is preserved for alvhere
ab.degbot < i < ab.degtop because na fields are updated during the transition
and by (2) of Lemma 5.1. (2b) is preserved fox i = ab.deqtop by (2) of
Figure 5.17 and (pre2). Conjunct (2c) is preserved for alhereab.degbot <

i < ab.deqtop by the injectivity off: that is, the onlyR field updated belongs

to &RightHat‘ﬂ1 Z, and this pointer value does not appear anywhere else in the

deque. Alsof’(ab.deqtop — 1) = ccnd, = f(abdeqtop — 1) IR by the
preconditions and effects of the DCAS and by (3bdbj_ok?.

Conjunct (3) ofobj_ok? is preserved. (3a) is preserved because, by (6) of
Lemma 5.1 we know thath.degbot+1 # ab.deqtopso thatf’(ab’.degbot+1) =
f(ab.degbot+ 1) = f(ab.degbot+ 1) = &LeftHat = 7 = &LeftHat <" Z.

(3b) is preserved becaus¢ab.deqtop— 1) = cc.nd, = &:RightHat‘ﬂh Z. (3c)
is preserved: since riofields are updated and the valuelafeftHat =" Z is not

changed, we know thdtLeftHat " Z " L = &LeftHat = Z %! L; moreover,

the node to the left of-LeftHat << Z is right-dead, so by (4) of Lemma 5.1 and
the fact that the only field modified during the transition was that belonging to
the right-hat, we know thatLeftHat chzeh| s right-dead. (3d) is preserved
by (3) and (5) of Lemma 5.1.

The required injectivity of’ can be seen by observing thatnd, was not in
the range of between the bottom and top of the pre-state data-strudiyrg ¢f

Figure 5.17) and the injectivity dfgiven thatf withesseSR. Q.£.D.

Note how the injectivity of is used to show that properties required by parts
of the concrete data-structure that were not directly wgmtldtring the transition
are maintained.

The proof obligations and style of reasoning associatet adtions of the
form push .12 _yes, (the DCAS attempted if a process believes the data-strictur
is currently empty) are similar. There is one issue whichsdoet arise for
push.16_yes transitions: we need to know that the abstract data-streicsu
empty. This is because thmush 12 yes, transitions updatdoth hats, setting
them tond,: if the deque contains any elements, those elements witidte |

By (1) of theobj_ok? predicate, we know thab.deqis empty if we know
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that the concrete data-structure is empty. If we know thewohg facts about the
statecc of SnarkAutwhen a procesp is about to take the transition labelled by
push.12 yes, then we can conclude thampty dll_state’(cc) is true:

1. cchat, = cchatOut, (the invarianhat,atOut?, see Section 5.6)

cc.h

2. cchatOug, = cchat, = R (conditions.ok?, see Section 5.5.2)

3. Vie Zeabdegbot<i Ai < ab.deqtop =
—right_dead’(cc, f(i)) (dead.ok?, see Section 5.5.1)

cc.h

Given that the precondition giush.12_yes, states thatc.hat, = &RightHat =
Z, (1) and (2) above together imply th&RightHatCi">1 Z is right-dead. Because
conjunct (3b) ofobj_ok? asserts thdt(ab.deqtop— 1) = &:RightHat‘ﬂ1 Z when
the concrete data-structure is not empty, we know that ifldtgie were not empty,
there would be an index of the abstract deque taken to a diggd- element of
the concrete data-structure. This contradicts (3) abavéosh the concrete and
abstract data-structures are empty.

5.7.2 What Happens During Pop Operations?

Recall that the step correspondence matches transitibadd bypop 6_yes,
pop-9_yes and pop 13 yes with the abstract transition labelled lo pop,.
This subsection describes how to show thiajt ok? is preserved across concrete
transitions labelled bpop_13 yes wheresidg, = Right matched with the cor-
responding abstract transition. For the sake of brevigyatgument will be pre-
sented in less detail than that of Section 5.7.1.

Figure 5.19 illustrates the the relationship between satated concrete and
abstract states immediately before some propestiempts to execute the tran-
sition labelledpop_13_yes with sidg, = Right As before, the exact number of
elements in the concrete data-structure is not relevarigrepas there is more
than one; also, the sentinel nodes may not be distinct.

Figure 5.20 presents the transition of ffep_13_yes, action that we are about
to discuss, wherec and cc' are the abstract pre- and post- states abdnd
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Abstract
Data-structure ? A B ?
bot top

f(bot+1)  f(bot+2)
Concrete ~1( A B r
Data-structure

- N - hat
m/ \\/ hatin
&L eftHat &RightHat

Figure 5.19: The representation function before a pop DCAS.

ab’ are the concrete pre- and post-states. Lemma 5.3 colledtircassertions
about related concrete and abstract states which are tree thle preconditions
of pop_13_yes, are met, many of which are illustrated by Figure 5.19. Thisrtea
is stated without proof, but some indication is given of tlaete of therest_ok?
predicate that would be used to construct a proof for thisram

cC.pg, = pc_pop-13 (prel)
cc.hat, = &RightHat, «hz (pre2)
cc.hatin, = &RightHat, chzehL (pre3)

cc.h = update(update (&RightHat Z, cc.hatln,),
&RightHat™!' Z R hat) (eff1)

Figure 5.20: Preconditions pbp_13_yes, with sidg, = Right

Again, we have to show that (prel’) is true giveR’(cc, ab). This is a conse-
guence of (prel) and conjunct (4) @drrespondencek? (see Figure 5.1).
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ab.pc, = do_pop, (prel’)
ab.deqgtop := ab.deqgtop — 1 (effl’)
ab'.pg, := poprespgab.degseqab.deqtop— 1)) (eff2')

Lemma 5.3 The following assertions are true for all concrete statescct
reach(SnarkAu} and abstract states ab reachDegAuj, and p e PROC such

that SR (cc, ab) and cc”—5"** ¢c

1. VieZe
ab.degbot < i A i < ab.deqtop = -right_dead’(cc,f(i)), so that there
are no right-dead nodes in the concrete data-structure.

2. ahdegbot < ab.deqgtop — 1, so that the abstract deque is not empty.

3. left.dead’(cc'.h, &:RightHat"il1 Z), so that thepre-statevalue of the right-
hat is left-dead in the post-state.

4. &:RightHatCih Z= &:RightHat‘ﬂ1 Z <" so that thepost-stateight-hat

is the node to the left of thare-stateight-hat.

Proof: Each assertion of Lemma 5.3 can be proven under the assumiptio
SR’(cc, ab) holds. Here, we only discuss (2).

(2) holds: by conjunct (3) ofonditions.ok? we know thathat, is not right-
dead so the concrete data-structure is not empty. So, byf @)jook? we know
that the abstract data-structure is not empty. Note thatreaat able to show
that there is more than one element in either data-structell that the line
13 DCAS can succeed if applied when the deque has only oneertendlso,
note that conjunct (3) ofonditionsok? is not preserved across thep_13_yes,
action.

Figure 5.21 illustrates the situation after the DCAS hasaed the rightmost
node from the deque. Note that we do not need to modify theeseptation
function: as described in Lemma 5.4, the representatioctimmwhich withessed
SR in the pre-state can be used to repre&dRitin the post-state.
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Abstract
Data-structure ? A | 2
bot top
f(bot+1)
Concrete ~1( A f’ B [
Data-structure --- =
— J—/‘\ N —
D
&L eftHat &RightHat

Figure 5.21: The representation function after a pop DCAS.

Lemma 5.4 (Preservation ofobj_ok? acrosspop_13_yes, transitions) For any
p € PROC, cccc € reachSnarkAuj, and ababl € reach DegAu) such that
SR(cc ab), cc """ ¢, ab % ab and ccsidg, = Right, letting f be
the function witnessing SRcc, ab), obj_ok?(cc, ald, f’) and injectivein_range’

(f’, ald.deqgbot, aly.deqtop).

The preservation of each conjunct depends on a case analysi€), either
ab.degbot = ab.deqtop — 2 or ab.degbot < ab.deqtop — 2. The first case
holds when the abstract data-structure has one elementhars¢cond when the
abstract data-structure contains more than one elememtot&s below, showing
the preservation of Conjuncts (2) and (3)adf_ok? in the first case is trivial.
Conjunct (1) ofobj_ok? is preserved. First, consider the case where there
is more than one element in the abstract data-structurerésemed in Figure
5.19), so thaab.degbot < ab.deqtop — 2. In this case it suffices to show that
&RightHat " 7 is not right-dead since the abstract data-structure willb®
empty after the abstract transition. By (1) of Lemma 5.3¢etbgr with conjunct
(2b) ofobj_ok? and the assumption thab.degbot < ab.deqtop—2 we know that
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&RightHatCil‘ Z " s not right-dead. By the fact that ri®fields are modified
during the transition, we know that this node is not righ&dién the post-state

either, but by (4) of Lemma 5.3 this node is the value&tﬁ?ightHatcih Z.

Whenab.degbot = ab.deqtop — 2, we need to show thatLeftHat iz

and &:RightHatcﬂ1 Z are left- and right-dead respectively because after the ab-
stract transition, the abstract data-structure will be tympoth requirements de-
pend on the fact that when the deque contains one eletnesftHat «hz=
&RightHatcﬂ1 Z. This can be seen by considering Conjuncts (3a) and (3b) of
obj_ok?. To see thak-LeftHat " Z is left-dead observe thatLeftHat <" Z =
&LeftHat & 7 = &:RightHat‘ﬂ1 Z, but by (3) of Lemma 5.3, this last node is

left-dead in the post-state.

Now by (4) of Lemma 5.3&:RightHat°i>h Z = &RightHatCii‘ zoh | _

&LeftHat <! z <! L, but by (3c) ofobj_ok?, this last node was right-dead in
the pre-state. As usual, the fact thatRdéelds are modified during the transition
implies that this node is right-dead in the post-state also.

Conjunct (2) ofobj_ok? is preserved. We need only consider the case where
ab.degbot < ab.deqtop — 2, because ifab.degbot = ab.deqtop — 2 then
abl.degbot = ab'.deqtop — 1 and (2) will place no constraints on any point-
ers. Observe that, by the transition relation BegAut ab.degbot+ 1 < i <
ab.degtop — 1 if and only if abdegbot + 1 < i < ab.deqtop — 2. Since
noV fields are updated during the transition (2a) is preservdg: dnlyL field
updated belongs t&RightHat ' Z and sincef is injective over the required
range, this update does not modify any of th&elds of any of thef (i) for any
I < ab.deqtop— 2, so (2b) is preserved. (2c) is preserved becaudefrelds are

updated.

Conjunct (3) ofobj_ok? is preserved. Again, we only need to consider the
case wherab.degbot < ab.deqtop— 2. (3a) is preserved becauae .deqbot =
ab.degbot and &LeftHat N 7 = &LeftHat < Z. (3b) is preserved, since by
(2b) and (3b) ofobj_ok? and the non-emptiness of the abstract data-structure,
we know thatf (ab.degtop — 2) = &RightHat « 7 ©P L; and by (effl”),

ab.deqtop — 1 = ab.deqtop — 2, so by (4) of Lemma 5.8(abl.deqtop— 1) =
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&RightHatCiﬁ1 Z C L = &RightHat «hz (3c) is preserved because Ro

cc.h

fields are updated during the transition, and the nbtleftHat = Z <M Lis

cc.h cc.h

right-dead in the pre-state, so thateftHat = Z = L is right dead in the
post state; moreoveg LeftHat «whz <Ch | = gleftHat & Z ©P L because

&LeftHat " 7 = &LeftHat ' Z and the onlyL field modified during the

transition belongs tchightHatcﬂ1 Z which, by the injectivity off over the ap-
propriate range, together with (3b) olbj_ok? and the fact thaab.degbot+ 1 #
ab.deqgtop — 1 implies that the. field of &LeftHat " Z does not change during
the transition. (3d) is preserved because (3) of Lemma H8ue that the old
value of the right-hat is left-dead in the concrete postestave also know that
&:RightHat‘ﬂh Z= &:RightHat‘ﬂ1 Al by (4) of Lemma 5.3; this together
with &RightHat = z <0 | = f (ab.deqtop — 2) andf (ab.deqtop — 2) “'R=

&:RightHat‘ﬂ1 Z by (2b), (2c) and (3b) obbj_ok? and that nd=r fields are updated
cc.h cc.h

during the transition so th&t{ab.deqtop — 2) = R = f(ab.deqtop— 2) = R
implies that&:RightHat*:" Z is left-dead. Q.£.D.

Transitions labelled by actions of the formop_9_yes, can be shown to pre-
serveobj_ok? in much the same way as for actions of the fopop_13 yes.
However, we need to know that the deque contains exactly lenge@t. This can
be shown using the following assertions about any statd SnarkAuthat has a
related abstract state, when the preconditiopayf 9_yes, with sidg, = Rightis
met:

1. cc.hat, # cc.hat, cef onField(cc,p)  (conditionsok?, see Section 5.5.2)

2. cc.hat, = otherHat, (the invarianhat_otherHat’, see Section 5.6)

cc.h

The precondition opop_9_yes implies that&RightHat = Z = cc.hat,. This

cc.h

fact, together with (1) above, means thifaRightHat = Z is not right-dead

in the pre-state. Once again, by (1) a@bj ok’ the abstract data-structure is
cch

not empty. But since the precondition pbp_9_yes, implies that&LeftHat =
Z = cc.otherHat, also, and by (2) above, we know th&at eftHat ©h 7z =
&RightHat «h 7z Combining this with (3a) and (3b) adbj_ok? implies that

for any related abstract stadb, ab.degbot = ab.deqtop — 2.
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For actions of the fornpop_6_yes, (wherep successfully applies a DCAS to
test if the concrete data-structure is empty), we need tdheta show that the
abstract data-structure is empty whenever these tramsitan be taken. However,
the precondition opop_6_yes, transitions guarantees that the ndd%ightHat‘ﬂ1
Z isright-dead. So for any abstract statesuch thatb.degbot < ab.deqtop—1

the predicatelead ok?(ab, cc, f) would be false.

5.8 Using PVS

The proposed simulation relation is large and complex awavsiy that the en-
tire relation is preserved across all transitionsSofarkAutand their associated
abstract transitions would require substantial effort. r@duce this effort, and
provide a greater guarantee that the proofs are correct,esiel@ to construct
proofs using the PVS theorem prover [7, 37]. PVS is a powehiebrem prover
developed at SRI. Its specification language is a form ofdypgher-order logic
and is extremely expressive. PVS provides a good selecfipnoof strategies
for discharging proof obligations automatically, as walithe capability to define
new strategies for specialised purposes.

The PVS specification and proof files for this verificationjpob are available
from the author.

5.8.1 Describing I/O Automata

We defined PV$heories(the PVS term for modules defining a set of types, pred-
icates and lemmas) to express the autorBat@rkAutandDegAut To do this we
used ideas developed by Devillers in [10] for translati@automata to PVS. We
also expressefR’ in the PVS language and defined a higher-order predicate ex-
pressing what it means for a relation to be a simulation. \Wa et about proving
thatSR’ is a simulation relation.

There is close association between work on I/O automataeaaatém proving
efforts using the Larch Prover and its associated spedditéanguage LSL [13,
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5] (see also [26] for material on the Larch Prover). Usinglthech prover would
have saved us some of the effort involved in translating aloraata to PVS.
However, Larch supports a first-order specification languagl the higher-order
specification language of PVS has an important property rmtighed by first-
order languages: we did not need to construct first-ordeofpobligations for
our simulation proof by hand. Not only could we directly exgs what it means
for a relation to be a simulation in the higher-order logiof possible in first-
order languages, but we could directly express the exiatapiantification over
a function, which is the critical part 8R’. Had we used a first-order prover, we
would have needed to construct the proof obligations foh émsitionby hand
this would have been time consuming and error prone.

5.8.2 Using the PVS Prover

Some simple specialised strategies were developed taotdideithe verification
attempt. For example, a strategy was developed to set uppeaohobligation,
determine the post-state associated with each label and aatecedent formulas
so that they could be referenced directly; another was defimeg could automat-
ically verify simple invariants and some simple proof obligns related t&R.
However, most of the time, we relied on the inbuilt PVS suas to provide
automation.

This approach was reasonable successful: PVS was able dmatitally
discharge proof obligations that had been reduced, thrbughan guidance, to
properties provable by boolean and equational reasonmyjg@ametimes, simple
guantifier instantiation). Reasoning of this kind can berttwest tedious and error
prone for humans, and we found the most useful aspect of PY8 its provision
of decision procedures for these sub-logics.

However, a significant amount of human input was normallynegl to make
correct quantifier instantiations and to decide whethdewiht parts of the sim-
ulation relation were relevant to a given proof obligatiobhis second kind of
guidance was particularly frustrating: the time taken fdSRo discharge a prov-
able sequent varied from hours down to a few seconds, depgndithe number
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of formulae in the sequent and the PVS strategies seemedk® maaattempt to
tell if a formula could be relevant to a proof goal.

However, it was while trying to complete a proof goal that Wwaseved to be
provable that the bug in the Snark algorithm was found (seti@®e5.3), so the
level of rigour required by the mechanical proof-checket piiovide a positive
consequence.
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Chapter 6
The Bug in Snark

This chapter describes a bug in the Snark algorithm. This degcribed in 6.1,
was discovered during the verification attempt presentettisrthesis: as de-
scribed in Section 5.5.2, certain conjuncts of the propasedilation relation
could not be shown to be preserved across transitioBsafkAutand an analysis
of the failed proof led to uncovering the bug. Section 6.2mafits to characterise
the class of behaviours of the Snark algorithm which causentalfunction and
describes the properties of the Snark algorithm which atlesge behaviours to
occur. This analysis motivates the proposed correctiontkgdSnark algorithm
which are presented in Chapter 7.

6.1 The Bug in the Snark Algorithm

This section describes a concrete scenario which takegensysnning the Snark
algorithm from a reachable state to an unsafe state. Thestiai@ of this scenario
would allow the same node to be popped twice from the dequetamnmalue to
be returned twice. At the end of this section is a generalrgesm of the stages
needed to reach this unsafe state, and an explanation of wehproblem can
occur.

Figure 6.0 represents a heap state where the deque contaieteiments. In
this and the following figures, the dotted box contains thteo$aodes that are
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part of the current representation of the deque, ie: the stiolt lie between
theLeft Hat andRi ght Hat , and the left- and right-dead nodes that are just
beyond the hats. This state is typical of a deque with two etgs) and is clearly
reachable.

Lef t Hat Ri ght Hat
nul | Vi V2 nul |
Dunmy
— Dunmy
o o o o

Figure 6.0: Initial state for bug sequence.

The following scenario involves three distinct procegsgésp2, andp. pl
andp? finish in a kind of ‘race’ to pop the same node. Progesompletes the
operations required to ‘stymi@l1 andp2. In general, the role gf could be filled
by several different processes, all distinct frphandp2.

The stages of the concrete scenario are briefly describesvbtiey will be
described in detail later in the chapter.

1. p1 executes the code for tipwpLef t routine until just before it can com-
plete the DCAS at line 13. See Figure 6.1.

2. p executes all of the code for tip@pRi ght routine. See Figure 6.2

3. p executes all the code for thpushLef t routine. This temporarily falsi-
fies the conditions necessary fot’'s DCAS to succeed. See Figure 6.3.

4. p2 executes the code for thEopRi ght routine until just before it can
complete the DCAS at line 13. At this point, bgifh andp?2 are attempting
to pop the same node. See Figure 6.4.
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5. p executes all of the code for tlpopLef t routine, popping the node that
was pushed in step (2). This restores the conditions forubeess op’ s
DCAS. See Figure 6.5.

At the end of Step 5, bothl andp?2 are able to complete their pop operatiams
the same node

Tables 6.1 and 6.2 contain the code executed by the threegzes. For the
sake of brevity, code that lies outside thei | e loop of thepushLeft proce-
dure has been omitted (this code does not update global ngeandris irrelevant
to the scenario at hand). The code contained in each enthedéble is executed
without interruption. Note that we have included the opdildime 16 of the pop
routines: because of the bug, this line can change the exteemaviour of the
Snark algorithm.

During Step 1p1 executes lines 2 to 12 of thmppLef t routine. Note that
the tests at lines 5 and Blf- >R == rhandr h == [ h) both evaluate to false.
No updates to the heap occur. Figure 6.1 represents theo$tdite system after
this step. The labelgl. | h andpl. | hRindicate that these nodes are the values
of | h andl hRin the context op1. These are the values on which the DCAS at
line 13 of thepopLef t procedure depend.

Lef t Hat Ri ght Hat
nul | Vi V2 nul |
Dunmy
Dunmy
- J - J - J - J
pl.1h pl.1 hR

Figure 6.1: After setting up left pop.



| p1 P | p2
Step 1.| popLeft: Idle Idle
3. | h = LeftHat;
4. rh = Ri ght Hat;
5. if (Ih->L ==1h)
[Test fails.]
8. elseif (Ih ==rh)
[Test fails.]
12. |hR = I h->R
Step2.|1dle popRi ght : Idle
3. rh =RightHat; 4. |h = LeftHat;
5. if (rh->R == rh) [Test fails.]
8. elseif (rh ==1h) [Test fails.]
12. rhL = rh->L;
13. if (DCAS(&Ri ghtHat, &rh->L,
rh, rhL, rhL, rh))[DCAS succeeds.|
14. result = rh->V,
15. rh->R = Dumy;
16. rh->V = null;
17. return result;
Step 3.| Wi ting pushLeft: Idle
7. |Ih = LeftHat; 8. [IhL = 1h->L;
9. if (IhL == 1h) [Test fails.]
15. nd->R = | h;
16. if (DCAS(&LeftHat, & h->L,
I h, I'hL, nd, nd)) [DCAS succeeds.|
17. return ‘“*'ok’’;

Table 6.1: First section of code executed.
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| p1 P | p2
Step4.| Waiting | Idle popRi ght :
3. rh = RightHat;

4. |h = LeftHat;
5. if (rh->R == rh)

[Test fails.]
8. elseif (rh ==1h)

[Test fails.]
12. rhL = rh->L;

Step 5. Wi ti ng | popLeft: Wi ting
3. |h = Ri ghtHat;
4. rh = LeftHat;
5. if (Ih->L == 1h) [Test fails.]
8. elseif (lh==rh) [Test fails.]
12. 1hR = | h->R
13. if (DCAS(&LeftHat, & h->R

I h, 1hR |hR, [|h))[DCAS succeeds|
14. result = | h->V,
15. I h->L = Dunmy;
16. 1h->V = null;
17. return result;

Table 6.2: Second section of code executed.
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Lef t Hat Ri ght Hat
/

SR ) : )
nul | ] Vil :/ nul | : nul |
I ;
Dumy T 1
— Dunmy Dummy
— — -/ : -/
pl.1h pl.1 hR

Figure 6.2: After right pop.

During Step 2p completes @opRi ght operation. The deque now contains
one element. Figure 6.2 shows the new state. The pointensdtia been changed
are shown with a dotted arrow. Note that the valleR in p1’s context is still
equal toLef t Hat - >R.

During Step 3p completes pushLef t operation. The deque now contains
two elements. Although the value béf t Hat has changed,hRis still equal to
| h- >Rfor the values irp1’s context. Figure 6.3 represents the new state.

Lef t Hat Ri ght Hat
I
I
ffffffffffff c T
) Sm— ! —Y ~N - N
nul | ] p \:/ § \Vl =L null ‘T null
= .
v3i T .
Dumry 77 B
—] Dumy Durmy
\ J A\ J A\ J A —/
—_ pl.lh pl.lhR

Figure 6.3: After left push.

During Step 4p2 executes lines 2 to 12 g@dopRi ght . Again, the tests at
lines 5 and 8 both failp2 is interrupted before it completes any updates to the
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heap. Figure 6.4 indicates the values bfandr hL in p2’s context.

Lef t Hat Ri ght Hat

( \/
v3 T
Dunmy T N
- Dunmy Duny
\ / . J A J —
—_ pl.lh pl.1hR
p2.rhL p2.rh
Figure 6.4: After setting up right pop.
Lef t Hat Ri ght Hat
,,,,,,,,,,,,,,,,, N
N\
M\ . SR SR
nul | | . V1 =] nul | E nul |
null 1= L[ |
Dunmy |
Du I
— my ! Dunmy Dunmy
———— -+ _I ———— ———— —————
- pl.lh pl.1hR
p2.rhL p2.rh

Figure 6.5: After left pop.

During Step 5p completes popLef t operation. The state of the deque after
this operation is illustrated in Figure 6.5. The deque nowtaims one element.
The identity betweepl. | hRandpl. | h- >Rhas been preserveahdit is again
the case thatef t Hat has the same value ad. | h. So, ifpl were to attempt
its DCAS at line 12, it would succeed. Also,pR were to attempits DCAS it
would succeed as well.

If Snark were to perform to specification, then since thexnig one node in
the deque, one qfl or p2 should fail to return the value in that node. However,
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bothpl andp?2 are able to complete their DCAS®d neither DCAS will inter-
fere with the other That is, the DCAS op1 will test and update the values of
Lef t Hat andLeft Hat - >R, butp2’s DCAS will test and update the values at
Ri ght Hat andRi ght Hat - >L. If both p1 andp2 were able to execute their
respective DCASs without some other process making a charige deque, then
both would proceed through their cleanup sections andrreflinis would have
one of two consequences: both processes could return theevedoe {1 in Fig-
ure 6.5) even though it only occurred once in the deque whesastpopped; or
one process could return the value and the other retuirl as if it were a real
value (if, for examplepl executed the optional line 16, settipd. | h- >V to
nul | beforep2 read that address).

6.2 Characterising the Bug

The scenario just described is one of many sequences oftmperthat can cause
Snark to malfunction. The important steps are describealbéht the beginning
of such a sequence, the deque must contain more than onenéleme

1. One process sets up a pop on the deque, but is interruptexck becan
execute its DCAS. For simplicity, assume that this proceg®pping from
theleft.

2. The deque is modified by other processes so that the notlevéisathe
Lef t Hat becomes the rightmost node.

3. The deque is further modified so that one or more nodes ateeplonto the
left side of the deque.

4. Some process attempts a pop on the right. It is interrupéddre it can
complete its DCAS.

5. The nodes that were added to the left are removed, so thaboa node
remains.



6.2. CHARACTERISING THE BUG 125

There are both constraints and degrees of freedom on thedafrtihese steps. The
important thing is that both popping processes are comehitieexecuting the
DCAS at line 13 before being interrupted. This is achieveabsguring that the
tests at lines 5 and 8 fail for both processes. Hence, thereamts described in the
following paragraph are needed to ensure two things: wheim g@cess executes
these tests, the deque ha®re than one elemenand both processesttempt
to pop the same nodeThese constraints are described at the granularity of the
steps enumerated above. They could be relaxed slightlye itvwere to consider
the interleaving of individual instructions executed bg fflopping processes with
operations completed by the other processes. Howeverydimerdescription of
the possible sequences would be very complex without beorg enlightening.

Step (1) must occur before all the other steps. Steps (2)3nch( be inter-
leaved. That is, the pops on the right that make theL@flt Hat the rightmost
node and the pushes on the left may occur in any order. It isiitapt that step
(2) is completed before step (4) begins. This ensures tbdtth conflicting pro-
cesses are popping the same node. Also, step (4) must beetemhpfter at least
oneof the nodes mentioned in step (3) has been pushed onto thardfbefore
step (5). This guarantees that when the process exequbdipg ght makes the
tests at lines 5 and 8, it will find that the deque has more timenetement.

6.2.1 Approaches to Fixing the Bug

Chapter 7 presents two fixes for the Snark algorithm, eaekldttg the bug in the
Snark algorithm from a different angle: the first allows th€ASs to detect all
changes made to the deque that affect the side each proagssr&ing on; the
second increases the level of interaction between poppowepses. This section
shows how explanations for the bug can motivate these fixes.

The Snark algorithm has the property that substantial actengn be made to
the deque that may not be detected by the DCAS instructiomermpbp routines.
In this respect, Snark is a victim of th&BA problem[31]. The ABA problem
is a common phenomenon in the design of lock-free algorittirasuse CAS or
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DCAS. ltis illustrated in the concrete scenario presenbedya. Immediately after
step 1,p1’s DCAS would succeed (th& condition). After step (3)pl's DCAS
would no longer succeed (tligecondition), but the change to the deque allgfs
to set up a DCAS on the node that is about to pop. However, after step (5),
pl’s DCAS has been re-enabled (back®oallowing two non-interfering DCASs
to occur on the same node. The correction to the Snark dhigonresented in
Section 7.2 attempts to solve this problem.

Another issue is the lack of interaction between processeppipg from op-
posite ends of the deque. The execution described in Se6tibprovides an
example where two processes pop from opposite ends of theedmtd do not
interacteven though they are popping the same nodihis lack of interaction
is generally beneficial in that it improves the parallelishthe Snark algorithm:
when the deque contains many elements, two different psesesiay concur-
rently pop from opposite ends of the deque without intemiggrvith each other.
Section 7.3 attempts to solve the problem of lack of intésactithout sacrificing
this parallelism: roughly, after it has removed a node fromdata-structure with
its DCAS, a process signals to other processes that this Imasi&een popped.
This additional interaction prevents the value contaimed hode being returned
twice, but because the interaction occafter the node has been removed from
the data-structure, the parallelism of the Snark algorighnot affected.



Chapter 7

Corrections for Snark

Having found and analysed the bug in Snark, we are now in &po$o consider
corrections for the algorithm. This chapter proposes twarmilit fixes presented in
Sections 7.2 and 7.3. The first uses a technique caeslon numberingvhich
is often used to solve instances of the ABA problem [38, 32owiver, this
technique requires that the DCAS operation be able to operatwo words that
are wider than the size needed to represent a pointer. Thadeption uses a
CAS to allow a popping process to ‘claim’ a node after it hasrbeemoved from
the data-structure. As explained below, this has the dessidge of requiring a
relatively expensive CAS operation on every pop, althobgtkind of contention
that the CAS is designed to solve would be very rare.

Both fixes incorporate two optimisation presented in Sectid. Both these
optimisations could also have been applied to the Snarkigigo.

No formal evidence of the correctness of either fix is progidethis chap-
ter. Enough description of the algorithms has been providedake it intuitively
plausible that they would not fall victim to the bug descdliethe previous chap-
ter. Detailed arguments about the correctness of thesei$x®esyond the scope
of this thesis. However, issues relating to how a fully forrexification of each
algorithm should proceed will be discussed in Section 7.4.

Both fixes use the same node structure as the original digoriThis is re-

127



128 CHAPTER 7. CORRECTIONS FOR SNARK

peated in Figure 7.1 for convenience.

7.1 Optimisations for the Corrections

Both fixes presented in this chapter incorporate two opatioss. The DCAS at
line 6 of the pop routine (see Figure 2.8), which ensureshiwatieque is currently
empty, can be replaced with a simpler test. The Snark algor{tn all its forms)
has the property that once theor R field of a node is set to a self-pointer, that
node will always have a self-pointer in that field. If a prac@®pping from the
left (for example) determines thh == | h- >L (ie: the test at line 5 succeeds),
then this will be true of that node until the memory is recyclelence, if itis true
thatl h == Left Hat after this test, then the node pointed tolbgf t Hat is
left-dead, and the deque is currently empty. So the expef»BAS at line 6 can
be replaced by a simple equality test.

The second optimisation reduces the code-length of the @ane. The test
at line 8, which attempts to tell if there is exactly one elemia the deque is
redundant. Firstly, the scenario described in Chapter 6cesa where a process
is ‘tricked’ into popping from the deque using the DCAS aelib3, rather than
the one at line 9. Also, the authors of [8] present a case wher®CAS at line
13 is successfully executed when the concrete data-steuctintains only one
element, but where this operation does not disturb the iewtsr associated with
the deque data-structure. So even in the original algoriterong as the deque
is not empty, the line 13 DCAS always represents a valid pappperation on
the deque. By virtue of these observations, lines 8-10 caataty removed from

1. structure Node {
2. Node *L;

3. Node *R

4. val V,;

5 }

Figure 7.1: Node data structure.
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the pop routine. The reduction in code length would make diwation of the
resulting algorithm much simpler, as it reduces the numlbdramsitions over
which the simulation relation must be shown to be preserved.

Note that both of these optimisations could have been apfbi¢he original
algorithm: neither optimisation was found until the Snaldoaithm underwent
the close analysis required for a fully formal verification.

7.2 Algorithm 1 - Version numbering

Recall from the previous chapter that the Snark bug is amamast of the ABA
problem. The first fix uses version numbering to directlyckténis problem by
making it highly probable that, during a period of time suéfitt for each process
to complete its operation, updates to the global datatstrealo not take that
structure to a state that it has been in before. This is aetiéy attaching a
version numbeto each of the_ef t Hat andRi ght Hat variables. Both the
version number and the pointer are contiguous in memory amst fit into a
word which is atomically updatable by a DCAS: this restdatis the source of
the caveat that it is only ‘highly probable’ that the systeith mot return to a state
which it was previously in after a given update and it is dés&d in Section 7.2.1.
The structure/er si onedRef presented in Figure 7.2 describes the pointer/

version-number pair which is now the type of the hat varigbleor clarity, the
types of all the global and local variables are presentedgarE 7.3.

1. structure VersionedRef {
2. Node *ptr;

3. int ctr;

4. }

Figure 7.2: Atomically updatable reference structure.

Figures 7.4 and 7.5 contain code for the right-side opearataf the version
numbering solution (the left side operations are symmeinid have been omit-
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/* d obal Variables */
1. VersionedRef LeftHat, Ri ghtHat;

/* Local Vari abl es*/
2. Node *nd, rhR, |hL;
3. VersionedRef rh, |h;

Figure 7.3: Variable types for version numbering fix.

ted). A dot syntax is used to represent access to one or othlee smembers of
the Ver si onedRef structure. For example, the expressiam. pt r denotes
the pointer value contained mh. Also, angle brackets are used to construct in-
stances oler si onedRef . So<nd, rh.ctr+1>is theVer si onedRef
value whoset r isnd andctr isrh. ctr+1.

Note that the DCAS on line 12 of thushRi ght routine cannot be executed
atomically. The valuesnd, r h. ct r +1> and<nd, | h. ct r +1> must be con-
structed before the DCAS is executed. Similar comments eamdde about the
other DCAS operations in Figures 7.4 and 7.5. The presentaed here has
been chosen for clarity: it does not affect the correctnétisecalgorithm because
the values used to construct the arguments to the DCAS ana@to each process
and so will not be modified by interleaved executions of offrecesses.

Both the push and pop routines work in almost the same wayeasriginal
algorithm, except that they exploit the optimisations ott®m 7.1. The only
other differences involve managing the version numberseM#ither of the hats
is updated, its associated version number is simultangausiemented. Sup-
pose for a moment that the width of r in Ver si onedRef is unbounded so
that it can represent any natural number. Recall that theitbulge Snark al-
gorithm happens when a process popping from the right (famgte) reads a
value fromRi ght Hat and then the value dRi ght Hat changes. Later the
Ri ght Hat changes back to the value the popping process originally asad
that process is able to complete the pop. In the version nangpalgorithm, the
Ri ght Hat . ct r would be greater when the popping process attempts its DCAS
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<nd, | h. ctr+1>))

nd) )

1. rtype pushRight(val v) {

2 nd = new Node();

3 if (nd == null) return "full";

4. nd- >R = Dumy;

5. nd->V = v;

6 whil e(true) {

7 rh = Ri ght Hat ;

8 rhR = rh. ptr->R;

9. if (rhR==rh.ptr) {

10. nd->L = Dummy;

11. | h = LeftHat;

12. i f (DCAS(&Ri ght Hat, &LeftHat,
rh, Ih, <nd,rh.ctr+1>,

13. return "ok";

14. } else {

16. nd->L = rh.ptr;

17. i f (DCAS(&Ri ghtHat, &rh.ptr->R
rh, rhR, <nd, rh.ctr+1>,

18. return "ok";

19. }

20. }

21. }

Figure 7.4: Snark fix, algorithm 1 - right push.
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popRi ght () {
while (true) {

rh = Ri ght Hat ;
| h = LeftHat;
if (rh.ptr->R == rh.ptr)

if (rh.ptr == RightHat.ptr) return "enpty"
el se {
rhL = rh. ptr->L;
i f (DCAS(&Ri ghtHat, &rh.ptr->L,
rh, rhL, <rhL.ptr, rh.ctr+1> rh)) {
result = rh.ptr->V,
rh.ptr->R = Dumy;
rh.ptr->V = null;
return result;

Figure 7.5: Snark fix, algorithm 1 - right pop.
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than when it saw the original value Bf ght Hat . In this case the DCAS at line
9 of the pop routine would fail.

7.2.1 Limitations of Version Numbering

Unfortunately, it is clear that thet r component ofVer si onedRef cannot

in practice have unbounded width. Because of this, therepsssibility that
the version number of one of the hats could wrap-around to, zard then be
incremented to the value that a waiting popping process da@nt first loaded
the value of a hat. If this happened, it would be possibletferttug to occur. This
possibility is reduced or amplified depending on the widtltbf . In a system
that supports a 64-bit DCAS but only uses 32 bits for a poji&2ibits could be
devoted toct r. Then, for the bug to occur, the value of a hat would have to
be change@n exact multiple o223 times between the moment when a popping
process loaded the value of the hat and attempted its DCA&der, the other
events which contribute to the bug would all have to occuhatrtappropriate
times. This seems astronomically unlikely. Converselihé system offers a 32-
bit DCAS and 32-bit pointers, it will only be possible to ussraall number of
bits forct r .1 In this case, the version numbering fix would be little saf@ntthe
original algorithm.

The fact that version numbers are bounded in width is a pnobdath all
version numbering strategies [32] and the same count-viidtle-off exists. In
a sense this makes such algorithms unverifiable, becaugerabéem that the
version numbering was meant to solgan alwaysstill appear. However, the
algorithm presented here would be verifiable under the ag8amthat the ver-
sion number has unbounded width. Also, in some circumstartise problem of
bounded width version numbering can be completely overcdviar [32] dis-
cusses this issue and presents a tagging scheme where theraBlkm can be
prevented from occurring using only bounded width tags.

1For example, if the system insists on 16-bit word alignedesing, the low-order bit will be

0 in every pointer. This bit could be used as a counter.
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bool ean CAS(val *addr,
val ol d,

val new) {

atomcally {
if (*addr == old){
*addr = new,
return true;
} else return fal se;

Figure 7.6: Semantics of CAS.

7.3 Algorithm 2 - Using CAS

The second fix uses the synchronisation primitive CAS. Asrilesd in Chapter
2, CAS isjustlike DCAS except it operates on only one addréss semantics of
CAS is presented in Figure 7.6 for convenience. Code foptgRi ght routine
of this fix is presented in Figure 7.7. As befguepLeft is symmetric with
popRi ght . The pushroutines are exactly as in the original rougneshRi ght

is presented in Figure 7.8 for convenience.

This fix requires that there be some special vddueck, which may not be
pushed into the deque: this value is used for communicagbmden processes. In
cases wheraul | is never pushed into the dequml | may be used fabl ock.

The approach of this solution is to ‘let the bug happen’. Tidaie algorithm
allows two different processes to pop the same node fromeheealjust as with
the original. However, before returning the value in thegmxpnode, each process
attempts to “claim” the node: this is done in such a way th&t oneprocess can
successfully claim the node. This is achieved by readingvéthee in the node;
checking that it didn't reatll ock and then attempting to CA| ock into theV
field of the node. If this CAS succeeds, then any other pratedgpops the node
will either seebl ock when it reads the value field, or its CAS will fail when it
attempts to “claim” the node. In either case, the procegs faiclaim the node
and returns the empty value. Such a process is calfailirzg process.
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1. val popRi ght()
2. while (true) {
3. I h = LeftHat;
4, | hr = I h->R;
5. if (Ih->L ==1h) {
6. if (LeftHat == 1h) return "enpty";
7. } else {
8. if (DCAS (&LeftHat, & h->R
l'h, Ihr, Thr, 1h)) {
9. result =1 h->V;
10. if (result !'= block)
11. if (CAS(& h->V, result, block)) {
12. | h->L = Dumy;
13. return result;
14. } else return "enpty";
15. } else return "enpty";
16. }
17. }
18. }

Figure 7.7: Snark fix, Algorithm 2 - right pop.
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rtype pushRi ght(val v) {
nd = new Node();

if (nd == null) return "full";
nd- >R = Dummy;
nd->V = v;
while (true) {
rh = Ri ght Hat ;
rhR = rh->R;

if (rhR ==rh) {
nd->L = Dummy;
| h = LeftHat;
i f (DCAS(&Ri ght Hat, &Left Hat,
rh, Ih, nd, nd))
return "ok";
} else {
nd->L = rh;
i f (DCAS(&Ri ght Hat, &rh->R
rh, rhR, nd, nd))
return "ok";

Figure 7.8: Snark fix, Algorithm 2 - right push.
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A formal argument that it is acceptable for failing processeeturr’ enpt y"
would be based on the claim that the deque data-structuremaly at some point
in time during the execution of the failing process. If thigim is true, that point
in time would provide dinearization pointat which the operation of the failing
process can be thought of as taking effect (see Section Bddall the bug de-
scribed in Chapter 6. It is clear that if some process obsehet theV field of
the node it just popped from the deque (ie., the node that heatatget of a suc-
cessful DCAS at line 8) contaid ock, either by the test at line 10, or failing
the DCAS at line 11, then sonather process has popped that node. In the bug
described in Chapter 6 this can only happen if the first ssfeceBCAS empties
the deque. The process which executes the second DCAS nuesstaaited its
pop operatiorbeforethis first DCAS in order to load a pointer to this node as the
hat. So, the deque is empty during the executiobathprocesses and whichever
fails can return the empty value.

7.4 Modelling and Verifying the Corrections

As has already been mentioned, no formal verification ofglfiges is provided in
this thesis. However, it is possible to give a brief desaipbf how these verifi-
cations could proceed. Algorithm 1 could be verified usingravard simulation,
just as the attempted verification of the Snark algorithmgofithm 2 would be
verified by showing trace inclusion between an implemeomatiutomaton and
the canonical automaton for deques in the same way as destus£hapter 3.
However, in order to show trace inclusion, we would need waimore complex
kind of simulation relation, known asackward simulation

The 1/0 automata representing the modified algorithms wbaldery similar
in structure tdSnarkAutsee Section 4.2): they would possess transitions labelled
by internal actions corresponding to each line of code anereal actions cor-
responding to invocations and responses of the operatibeg; would possess
program counter variables and local variables, indexedrbggsses, that would
be used in the same way asSnarkAut and they would operate on a global heap
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structure that would be very similar to that described infiea4.
However, the automata would differ froBnarkAuin that they would need to
have some extra capabilities:

¢ Algorithm 1 would be modelled by an automaton that couldeepniVer si onedRef s,
either by using variables from the produ¢tx POINTER or by adding
global and local variables that correspond to, for instaRcght Hat and
rh. ctr, that would be loaded or updated atomically at the apprtgria
times.

e The heap used in Algorithm 2 would need a CAS operation: thisccbe
modelled straightforwardly in the same way as DCAS.

7.4.1 \Verifying Algorithm 1

Any verification of Algorithm 1 would have to proceed undeg tissumption that
the counters could represent any natural number. Giveragsatmption, Algo-
rithm 1 could be verified using a simulation relation betwaarautomaton repre-
senting the algorithm anDegAut(see Section 4.1.2). This simulation relation
would be based on a step-correspondence exactly analogdhattpresented
in Section 5.1: that is, transitions modelling successiyt PCASs would be
matched with alo_pop abstract transition; transitions modelling successfshpu
DCASs would be matched wittho_pushtransitions; all other internal transitions
would be matched with the empty execution fragmeriDefAut This is because
these DCASS still constitute a globally visible change ®gbquence represented
by the concrete data-structure.

The simulation relation used would be like the original: tberespondencek?
predicate could be used with minor modifications to the \&lfehe antecedent
program counter variablesbj ok? would need to be modified, but only to reflect
the fact that the ends of the deque are accessed thidighi onedRef s; most
of rest_ok? could be used almost unchanged, but with one major differenc

Recall that theconditions ok? predicate (see Figure 5.8) captured aspects of
the executions dbnarkAuthat were to be used to guarantee that if a DCAS would
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be successful, then the concrete data-structure would pt/e@mnonempty as re-
quired. This predicate would be greatly simplified in a veafion of Algorithm
1. Algorithm 1 has the property that as soon as the value inobrike hats is
changed, every process that could successfully executefASperation with
that hat as a target before the change cannot successfattutexthe DCAS after
the change and will never be able to successfully execugaihaThis is the con-
tribution of version numbering. We could replace conjurtfor instance, with
the following simplification (expressed in English and p#®wode for processes
popping on the right, to avoid the need to fix mathematicahtan):

If a process is about to execute the DCAS at line 9, then either

l.rh.ptr->R!=rh.ptrandrh.ctr == RightHat.ctr,

or

2.rh.ctr < RightHat.ctr

Note that the strict ordering used in condition (2) precti@successful DCAS
if that condition holds. Once any update to a hat occurs,raltgsses that are in
condition (1) will move to condition (2) and stay there. Mover, it is trivial to
show that, as the counter & ght Hat increases, processes in condition (2) must
stay there, without needing to refer to any other part of tagef the automaton.

7.4.2 Verifying Algorithm 2

Algorithm 2 has an unusual property: when a process suadisskecutes its
DCAS at line 8 of the pop routines, it has not yet been detegthimhich process
will return the value contained in that node. However, theotacal automaton
DegAutdecides which process will return a value as soon as thag¢ valpopped
from deqg This means that the simple step correspondence betweateassiul
popping DCAS and the abstraid_poptransition would no longer work.

There are reasons to believe we cannot find a forward siroulaglation to
verify Algorithm 2. Is there another option for the step espondence of such
a simulation relation? We could try matching transitionsdelbng a successful
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CAS at line 11 of Algorithm 2 witldo_pop transitions. However, if we did this,
we would have to destroy the clear relationship betweenltiteagidata-structures
for related states: the concrete data-structure coulchgofgwer items than the
abstract data-structure in related states.

The real problem is that, during a pop operation, Algorithaefermines the
deque value represented by its globally accessible datetstebeforeit deter-
mines which processes will return values popped from tmattire, whereas the
canonical automaton for the deque datatype resolves besle issues simultane-
ously, during thelo_poptransition.

There is another kind of simulation relation, which can bedu provide a
proof technique for trace inclusion in cases like tthsckward simulation§?9,
36]. Backward simulations are similar in structure to forsvaimulations: the
major difference is that where a forward simulation requae abstract action and
post-statdor each concrete transition (see 3.16, clauses (2) andhq&kwards
simulations require an abstrgute-stateand action for each concrete transition.
The idea here is that we can choose an abstract state aniiidrarizased on what
we already know about a concrete post-state.

Backward simulation proofs are more complex than forwaml$ation proofs
and splitting the effort into easier stages is a wise thindpt{86]. Recall that trace
inclusion is a reflexive and transitive relation. Becauséhd, if we can find an
intermediateautomatori, such that there is a backward simulation relation ftom
to DegAutand a forward simulation from an automaton representingvdigm 2
tol, then we will be able to show that Algorithm 2 is correctl Has a simple state
space, then the problem of finding the backward simulatidhlei simplified,
relative to finding a backward simulation from a complex cete automaton to
the canonical automaton.

This technique of finding an intermediate automaton thasfeag a backward
simulation to the specification automaton is, in fact, catgfor trace inclusion.
That is, for automat@d andB, if A <7 B, then there is some automatbisuch
there is a forward simulation forA to | and a backward simulation frointo B
(see [29] for a proof).
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A verification of Algorithm 2 is being undertaken as part of thork leading
on from this thesis (see Section 8.4). It is less interedtrngursue a verification
of Algorithm 1: as mentioned in Section 2.2, the Snark alhoniwas designed
to improve on a deque algorithm that required the DCAS to lie mboperate on
words containing a pointer and a bit. Algorithm 1 does worsmtthis, requiring
the DCAS to operate on words wide enough to contain a pointaaounter. In
this respect, Algorithm 1 is a retrograde step.

The intermediate automaton has been designed to captufenthgual’ be-
haviours of the Algorithm 2 automaton in an abstract way: pp@g process is
able to remove elements from a globally accessible sequeribe same way as
DegAutbut when this happens kayis associated with the value that is removed.
A popping process is also allowedd¢ontendon a key and lateclaimthe key on
which it was contending. After a process has claimed a kegntreturn a value
associated with that key by some prior popping event. Thiebieur is analo-
gous to the behaviour of Algorithm 2: processes contend oiesby executing a
DCAS on a node that has already been popped from the datdtstuprocesses
claim the node by executing the CAS on it, thus obtaining itpetto return the
associated value.

The forward simulation relation from the concrete automdtothe interme-
diate automaton is built around the use of a representatioctibn in the same
way as theSR’ relation of Chapter 5. It also contains conjuncts that esptbe
analogy between behaviours of the intermediate and cenargbmata indicated
above.
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Chapter 8

Conclusions

This chapter discusses the conclusions that can be dramtifr®work presented
in this thesis and some ways in which this work could be extdndbection 8.1
comments on the verification methodology presented in thgishSection 8.2 dis-
cusses ways in which the complexity of verifying lock-frégaaithms in general,
and the outcome of the attempted verification of the Snarkrahgn in particular,
bear on issues currently being explored in the non-bloc&lggrithms literature;
Section 8.3 comments on the relevance of the Snark algarittony that it has
been shown to be incorrect; and Section 8.4 discusses angwirk in the verifi-
cation of dynamic-memory non-blocking algorithms.

8.1 Evaluating the Verification Methodology

The work on which this thesis is based tackled the difficilk taf verifying a con-
current algorithm that works without locks over dynamic noeyn The fact that
the verification attempt presented here led to the discabatythe algorithm is in-
correct provides excellent evidence that research intadbwverification method-
ologies for algorithms of this kind is worthwhile. This sect discusses whether
the particular verification methodologies used here arecqggiate for the verifi-
cation of non-blocking algorithms that work in dynamic mewo
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8.1.1 1/0O Automata and Simulation Relations

The technique of constructing canonical automata and sitgpwace inclusion
using simulation relations provides a tractable proof métfor showing that an
algorithm correctly implements its specification. The aanal automaton cap-
tures all traces that are linearizable to executions of tiy@emented datatype;
simulation relations reduce reasoning about global ptagseof automata (their
executions) to reasoning about local properties (themsitans) [29].

The fact that simulation relations provide a global to laealuction is useful
when dividing a proof up into manageable chunks: it is natiorahow that each
part of the simulation relation is preserved across thesttians labelled by each
action, one action at a time. This was the approach takereiattempted verifi-
cation of the Snark algorithm and, given the size of the satmom relation, it was
very useful.

8.1.2 The Representation Function

The proposed simulation relation presented in Chapter Gilsdround asserting
the existence of a representation function between rekttads. This approach
seems particularly apt for the verification of algorithmattlwork in dynamic
memory: it provides a direct way to assert that the structifirenks between
nodes in the dynamic heap matches the structure of the ebdatatype, at the
same time allowing us to distinguish nodes that participateat heap structure
from nodes that do not. These two properties provide saiatio two of the ma-
jor difficulties in verifying dynamic-memory algorithmsedling with structures
in the heap of unbounded size; and dealing with the issueinfgraaliasing.

We could have constructed the simulation relation in a véfgr@nt way, by
using aretrieve function What follows briefly describes how a retrieve function
could have been used in the attempted verification of thekSsdgorithm. This
allows us to assess the merits of the representation funotiative to another
commonly used technique (see [39] for a discussion of kedrfanctions in the
context of data refinement).
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A retrieve function takes as argument the concrete dat@isie (in our case,
the heap and the current values of the hats) and returns straetdata-structure
being represented (a member of the deque datatype). A diorutalation built
on such a function would assert that, for related statesalbs&ract data-structure
could be obtained by applying the retrieve function to theacete data-structure.
Retrieve functions offer the advantage that the requirbeevar the abstract data-
structure in the post-state of an abstract transition caaloeilatedfrom the value
of the concrete data-structure in the post-state of theretadransition. This
property can greatly simplify verificatioh.

To construct a retrieve function for a verification of the S&nalgorithm, we
would need to modify the deque datatype so that it usedique representation
for each sequence. This could be achieved by replacing the sat of theDeque
datatype (whose elements were tuples made up of a functidrivemindexes,
as defined in Section 4.1.1) with the set of sequences ovecahiined type.
Such a retrieve function would recursively construct theesented sequence by
traversing the concrete data-structure from one of the azending the value
found at each node to the sequence as it went, stopping wheaciied a dead
node.

We would need to construct a recursive predicate to collk¢ha pointers
reachable by following links in the heap from one of the hatspping at a dead
node: a pointer would satisfy this predicate just when ibgexd to a node included
in the concrete data-structure. Such a predicate would & fas two purposes.
Firstly it would allow us to universally quantify over allémodes in the concrete
data-structure so that we could make claims about its iatstructure. For exam-
ple, we would need to do this to express the fact that the etedata-structure is
a doubly-linked list; in the simulation relation presentezte, this was achieved
by conjunct (2) ofobj_ok? (see Figure 5.3 on page 86). Secondly, this predicate
would allow us to state which nodes were not included in thg in a manner

LIf we were using a retrieve function we could use a spectiatisaf forward simulation, called
in [29] a refinement Refinements offer the same advantages for states of awtamaketrieve

functions do for data-structures.
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similar to thenot_in_range’ predicate (see Figure 5.4 on page 87).

The need for the recursive predicate over pointers is tmejple disadvantage
of the retrieve function approach. Note that, because iedép on links through
the heap, the set of nodes specified by this predicate coaltehon every update
to the heap. The representation function allows us to reabont inclusion in
the concrete data-structure without mentioning reachwatover the heap: all we
need to mention is the set of indexes betweenttpeand bot of the abstract
data-structure. These indexes only change on particalasitrons of the abstract
automaton and they change in ways that are very easy to rahsoi.

However, as has been noted in Chapter 5, there is a drawbadbk iase of
the representation function. Because so much of what is kralvut the heap is
bound up in the simulation relation (in particular, the mf@tion we need to argue
about aliasing and the maintenance of properties of nottesjange of invariants
that can be proved independently of that relation is verytéch This interferes
with the modularityof the proof. It is easy to make mistakes about what needs
to be known to show that certain properties are always troid. id discovered
during a proof that a proof obligation cannot be met becaasether property
has not been included in the simulation relation, that i@hdtas to bee-defined
If this happens in a mechanical proof-checking contextagecare must be taken
to add conjuncts to the relation in such a way that the probfsaperties of the
relation already constructed are not broken. If the sinmmatelation contained
less information about the state of the concrete automatore properties of the
concrete automaton could be stated and proved as invamalggendently of the
simulation relation.

There are probably several ways around this issue. The rbogius would
be to define an intermediate automaton whose state is madéthp states of
both the concrete and abstract auton@atdthe representation function. Then the
information contained in the representation function dduwg used to verify any
required invariant.
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8.1.3 Mechanical Proof-checking

Machine-checked proofs are the ultimate in fully rigoroesndnstrations. Be-
cause of this, the construction of machine checkable prisabnost guaranteed
to lead to the discovery of bugs, if they exist (and if the ussufficiently patient).
Moreover, the automatic proof generation facilities anel skrategy language of
the PVS system are powerful enough to discharge simple pladafations.
Unfortunately, there were difficulties associated with tise of the PVS sys-
tem. As noted in Chapter 5, PVS needs substantial guidanosak® correct
decisions on the relevance of antecedent formulae andifjeamstantiation, if
the proofs are to be completed in reasonable periods of tilaeh more thought
needs to be given to how the proof automation available cdretier used.

8.2 Complexity of Verification

This section comments on issues relating to the complekirgiafying the Snark
algorithm in particular and lock-free algorithms in genera

Recall that the DCAS operation is not widely implemented asimitive in-
struction on multiprocessors and so the development ofidihgos that use DCAS
serves mainly to assess the utility of providing a primifd€AS instruction. Af-
ter presenting a long and difficult semi-formal proof of tieerectness of the Snark
algorithm, the authors of [8] state in their conclusiong tiage are not sure that we
can wholeheartedly recommend DCAS as the synchronisationte of choice
for everyday concurrent applications programming.” Thayply that the DCAS
operation fails to “keep the necessary proofs of correstassimple as possible.”
If they are right to suggest that DCAS is partly to blame fag domplexity of
verifying the Snark algorithm, then the fact that the altjon turned out to be
incorrect, despite being the subject of a semi-formal \a&iion, amplifies their
point.

However, it should be noted that much of the complexity oklfree algo-
rithms comes from the need to guarantee a very strong pogreperty. In recent
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months, a weaker non-blocking progress property has begyteceive research
attention:obstruction-freedonfil9, 20, 21]. Without going into details, obstruc-
tion freedom, like lock-freedom, precludes the use of ldokan implementation
of a datatype, but allows the possibility that processesemome live-locked.

Preliminary results suggest that obstruction-free imgetations are substan-
tially simpler and easier to understand than their locle-freunterparts ([20, 21])
and that this simplicity will have implications for the eftmeeded to complete
proofs of correctness. The design philosophy so far exglfimeobstruction-free
algorithms focuses on their safety more than their progibssidea being that
progress properties can be provided bgamtention manager The contention
manager is implemented separately from any data-struahgettempts to guar-
antee progress by preventing live-lock (as well as othefopmance problems
caused by contention). The simplicity enabled by removggresponsibility for
guaranteeing progress from the data-structure implerienteonstitutes a real
advantage if, as this thesis suggests, the complexity &ffi@e algorithms makes
the required level of formality in their proofs extremelyhi

8.3 The Snark Algorithm

We believe that the algorithms presented in Chapter 7 amreaoimplementa-
tions of concurrent deques. They are both closely basedeBrlark algorithm
and work in very similar ways. This suggests that the basicgire of the Snark
algorithm, the use of the doubly-linked list and the leftright-dead sentinels, is
sound. In the case of Algorithm 2, most of the design goale@Bnark algorithm
have been met, using the same basic structure. That is,gbethin allows con-
current, non-interfering access to both ends of the dequttontains several
elements and no extra width is needed in the addresses eperaby the DCAS.
So the Snark algorithm still represents a useful contriouto the development of
lock-free algorithms (as well as a useful case study in theification). The only
wrinkle is that an extra CAS is required on every pop, sulivgrthe goal that
only one expensive operation would be needed per operdahierCAS operation,
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like DCAS, is normally expensive).

8.4 Future Work

At the time of writing, a verification of Algorithm 2 from Ché&gr 7 is being under-
taken. This verification uses a backward simulation, arrmmégliate automaton,
and a forward simulation, in the manner outlined in SectichZl We believe
that an intermediate automaton can be designed to abgtnaatlel the behaviour
of the concrete automaton and that this approach can greallice the effort re-
quired to construct a relation between states of the autoarat show that it is a
simulation. The verification of Algorithm 2 provides an ekest opportunity to

test this speculation.

As well as completing the verification of Algorithm 2, it walibe beneficial
to conduct verifications of non-blocking algorithms wordgiim dynamic memory
thatimplement other kinds of datatypes. This would allowautest the hypothesis
that the representation function approach used here is@jesadle to other kinds
of structures.

In the longer term, we need to develop techniques that makefgof cor-
rectness more automatic and so less time consuming for thamuThere are at
least two complementary ways to attack this problem: one isse aseriesof
intermediate automata so that a complex simulation proofdcbe broken into
a set of smaller proofs, each of which may be tractable favraated strategies;
another is to work on developing generally useful automatedf strategies in
the strategy language of PVS (or some other prover).

The first path would introduce significant amounts of humauin each in-
termediate automaton must be defined by a human, as mustieadht®n rela-
tion. Defining automata is often not time consuming, and eaclulation relation
could be expected to be much simpler than the one presentaisithesis. The
goal would be to make up for the extra effort by avoiding thechto guide the
theorem prover, as it constructs proofs. This human guelahthe proof checker
was the most tedious and time consuming part of the attenvatefication pre-
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sented in this thesis.

We believe that the second path should be ta{&ar several case studies have
been completed. The goal of a particular strategy is to endafe a repeatedly
useful piece of reasoning in executable form. We need tooegphe kinds of
reasoning required in the verification of dynamic-memorgdabconcurrent algo-
rithmsin general rather than building proof strategies based on limitedficar
tion experiences. However, until the goal of greater useutdraation is met, we
will not be fully exploiting the potential of mechanical hrem provers.
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