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Abstract

This report describes the JavaCOP system. The JavaCOP system is a system
for defining and enforcing constraints on the structure of a Java program. A wide
variety of constraints are possible, ranging from stylistic constraints on the syn-
tax of the program, to a complex user-defined typing discipline such as Confined
Types. The JavaCOP system includes a declarative rule language for expressing
constraints, a Java framework implemented within the Sun javac compiler for
enforcing constraints on program code during compilation, and a compiler for
the rule language that produces constraint checking code using the framework.
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Chapter 1

Introduction

The JavaCOP system is a system for defining and enforcing constraints on the structure of a
Java program. A wide variety of constraints are possible, ranging from stylistic constraints
on the syntax of the program, to a user-defined typing discipline such as Confined Types
[21]. Constraints are defined on the use of particular types of nodes in an abstract syntax
tree (AST), which is augmented with typing and other information about entities in the
program.

1.1 Contributions

The main contributions of the JavaCOP project are:

• The design of the syntax and semantics of a rule language for specifying semantic and
structural constraints on Java programs, JavaCOP.Language. JavaCOP.Language al-
lows the programmer to specify constraints in a simple, declarative fashion, designed
to be easy to learn and use.

• The design and implementation of JavaCOP.Framework, a Java framework for spec-
ifying and validating structural and semantic constraints on Java programs. Java-
COP.Framework is implemented as an extension to the Sun javac 1.5.0 Java compiler.

• The implementation of a compiler for JavaCOP.Language which transforms a set of
JavaCOP.Language rules into a Java source file which may be used in the JavaCOP.Framework
framework.

• The validation of the JavaCOP checking model through the reimplementation of con-
straints from several schemes from the literature.

1.2 Structure of this report

The structure of the remaining chapters is as follows.
Chapter 2 discusses the background to the project and related work. Chapter 3 gives

an overview of the structure of the JavaCOP project, and introduces the design of the ob-
ject model, API, and data-traversal model, which underpin the rule language and constraint
checking framework. Chapter 4 discusses the design of the JavaCOP.Language rule lan-
guage. Chapters 5 and 6 discuss the design and implementation of the JavaCOP.Framework
checking framework, and of the JavaCOP.Compiler compiler. Chapter 7 discusses the case
studies and performance testing used to validate the project. Finally, chapter 8 concludes
this report.
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Chapter 2

Background

There are a wide variety of kinds of constraints and measures on programs that have been
proposed that require identifying structural patterns in programs. Structural patterns can
be used to detect bugs, evaluate metrics, and identify patterns in software corpora. A more
complex kind of constraints involve extending the type systems in the language by allowing
entities in the program’s structure to be qualified with some kind of metadata annotation
mechanism such as that found in the most recent version of the Java programming language
[1], and then defining constraints on those annotated entities. A system permitting this kind
of optional, user-defined type system is known as “pluggable typing”. [2]. This type of
system is often required to implement aliasing protection.

This chapter first describes several systems with require these kinds of constraints, and
then outlines several program analysis systems which allow these kinds of structural con-
straints to be defined.

2.1 Systems Involving Constraints On Structural Patterns

2.1.1 FindBugs

FindBugs [10] is a tool which is designed to identify bug patterns – code which indicates bugs
or potential bugs – in Java programs by examining their bytecode. FindBugs includes rules
based on both structural constraints and dataflow analyses. The rules enforced by FindBugs
are largely fixed – it is not designed as a user-extensible tool.

2.1.2 Software Metrics

Software metrics provide measures of various qualities in bodies of code by enumerating
a variety of values. Object-oriented software metrics, such as those defined by Chidamber
and Kemerer [3], involve counts on structural properties of the object-oriented system such
as number of methods per class, depth of inheritance, or number of children. Identifying
these values requires matching structural patterns and collating resulting values.

2.1.3 Corpus analysis

Corpus analysis involves identifying patterns within large bodies of code. Micro patterns
[6] are examples of low-level design patterns which have been found to be idiomatic in
object-oriented programs. Micro patterns can be identified using structural constraints.
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2.1.4 Aliasing protection

The growth of object-oriented programming has been accompanied by increasing focus on
the issues of aliasing [9, 8, 19]. Aliasing occurs when the same object can be accessed by
multiple references. Because object-oriented programs are structured as networks of objects
and references, aliasing is common and idiomatic, particularly in aggregate structures such
as collections [19, 15].

Aliasing can cause problems because altering the state of an object via one reference can
affect the other objects that refer to it [9, 4]. This makes it difficult to reason about object
oriented programs, and can result in program errors or even security vulnerabilities. If
external code is permitted to obtain aliases to an object that is an internal component of
some system, then the integrity and structure of the system can be potentially compromised
through examining or altering that object.

Protecting against such exposure requires constraining programs to disallow code that
could expose access to objects that should not be exposed. There are several examples of
schemes implementing such constraints.

Scoped Types

Scoped Types [22] is a typing discipline designed to make programming for the Real-Time
Specification for Java (RTSJ) simpler and safer.

RTSJ provides real-time threads, which are guaranteed not to be interrupted by garbage
collection. In order to achieve this, it defines “scoped memory areas” – areas of memory
which may be used by a real-time thread instead of the Java heap, and therefore are not
subject to garbage collection. Scopes are given a nesting structure by the order in which
threads enter and leave them. If a thread enters scope s2 from scope s1, s1 can be considered
the parent of s2. It is guaranteed that a nested scope will always be deallocated before its
parent. In order for memory to be safe, that is, to ensure that an object which is assigned to
a variable in some scope never is deallocated during that scope’s lifetime, several invariants
must hold: a scope may only have one parent, an object in an outer scope may not hold
reference to an object in an inner scope, and objects in some scope cannot be discarded until
all threads have left that scope. These constraints are checked dynamically by the RTSJ
runtime, and any attempt to break them results in a runtime error.

Scoped Types describes a type system which can be used to statically enforce these in-
variants by careful program structuring. Scoped Types introduces two new kinds of classes
which are marked by annotations – that is, type modifiers – Scoped classes, which define
objects that are allocated within a particular memory scope, and Portal classes, which define
a memory scope. A thread enters the memory scope defined by a portal class by calling a
method defined in it, and the scope is left when that call returns.

The domain of which scopes are permitted to allocate which objects, is defined by the
Java package: a package describes a family of memory scopes (portal classes in the pack-
age), and the types of objects which may be allocated in these scopes (scoped classes in the
package). Nested packages represent potentially nested memory scopes. A memory scope
(defined by a portal class in some package) can only contain nested scopes defined by portal
classes in immediate subpackages.

Using a set of static rules that restrict the visibility of types, preventing widening types,
and restricting the methods that can be called in scoped and portal classes, we are able to
ensure that memory scoping errors cannot occur.
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Confined Types

The Confined Types system is a system of static checks that guarantee that instances of
classes marked as confined can only be accessed by classes within the same Java package.
The primary intent of the system is as a practical security discipline, to be used as a means
of detecting unsafely encapsulated code at compile time. To this extent, the system had the
key design goals of:

• modular checking, in order that components designed under the system could be
safely and dynamically introduced into foreign systems with potentially untrusted
code.

• Simplicity of the system. This includes minimal modifications to the language, so
that existing code can be expressed in the system without major modification, and
a minimal burden of compliance in terms of programming style. A followup paper
[23] points out that limitations on referencing pose a particularly heavy constraint on
programmers, and therefore rather than the most expressive system of confinement,
they chose the “least disruptive one”.

The Java package is chosen as the encapsulation domain for its simplicity and familiarity.
Packages are intended to be made up of related classes, and provide simple access modifiers
to restrict access to types that are considered private to the package. While these access con-
trol features alone are insufficient to provide encapsulation, the Confined Types mechanism
serves as a fairly natural extension to provide genuine encapsulation in the same style.

The confinement checking takes place by marking certain classes as confined and methods
as anonymous, and then checking a set of rules which restrict the operations that may be
performed on and by these entities. In the original Confined Types system, this annotation
is accomplished either by a language modification, or embedded in special comments.

2.2 Systems for Defining Structural Constraints

2.2.1 Semantic Type Qualifiers

Semantic Type Qualifiers [14] is a system for defining constraints on types in C programs
by adding type refinements to the types of values, and defining restrictions on their use. It
includes a formal validation model to ensure invariants hold. An example of a constraint is:

value qualifier pos(int Expr E)
case E of

decl int Const C:
C, where C > 0

| decl int Expr E1, E2:
E1 * E2, where pos(E1) && pos(E2)

| decl int Expr E1:
-E1, where neg(E1)

invariant value(E) > 0

2.2.2 PMD

PMD is a system for enforcing constraints on the abstract syntax tree of Java programs.
Constraints can be specified either as classes implementing a visitor pattern, or an XPATH
expression.
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2.2.3 Checking Structural Properties with Annotations and XQuery

Eichberg, Schäfer and Mezini [5] describe a system for specifying structural constraints on
program elements which are annotated with metadata. The system reads in a bytecode
representation of the entire program, including library code, converts it to an XML repre-
sentation, and stores it in a database. The representation contains type information on all
tree nodes as strings representing the type.

Constraints are expressed in the form of queries on this database in the “XQuery” query
language. Constraints are made up of two components: an initial query to identify the
entities on which to enforce the constraint, called a context-defining query, and the constraint
to be enforced on those entities.
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Chapter 3

JavaCOP

3.1 Overview of the JavaCOP Project

The goal of this project then is to build a generalized checker for user-defined constraints
which is capable of checking for the kinds of constraints which we have seen in the related
work, including particularly structural patterns for correctness and style enforcement, se-
mantic constraints on the use of marked types and symbols, and structural patterns in code
for use with metrics and corpus analysis. An important criterion is that the language in
which the constraints are written is expressive enough to capture a wide variety of possi-
ble constraints on both structural and semantic relations, while remaining simple enough to
allow constraints to be written quickly and declaratively by an ordinary Java programmer.

Figure 3.1 gives a diagrammatic overview of the JavaCOP system, which we have de-
signed and built to meet these goals.

Constraint
Ruleset(s)

JavaCOP.Compiler

Compiled
constraints

JavaCOP.Framework

Java Program
(source)

Compiled 
Java Program

(bytecode)

Constraint Engine

Emit 
Errors and
Warnings

Figure 3.1: An overview of the JavaCOP system

There are three parts to the JavaCOP system: JavaCOP.Language, a declarative con-
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straint language for expressing program constraints as sets of rules, JavaCOP.Compiler, a
compiler which transforms constraints in the rule language into Java source, and Java-
COP.Framework, a constraint checking framework built within the javac Java compiler
which applies the compiled JavaCOP.Language constraints to an augmented abstract syn-
tax tree (AST) of Java source during compilation. A typical usage scenario for the JavaCOP
system is as follows.

1. Rules describing the desired constraints are constructed using JavaCOP.Language.

2. JavaCOP.Compiler is used to compile the rules into the source of a Java class suit-
able for use with JavaCOP.Framework. The .java source file produced by Java-
COP.Compiler is compiled into a .class bytecode file with any Java compiler.

3. JavaCOP.Framework is run, and provided with Java source to compile and check, and
the compiled constraints to check it against. For each class being compiled, after the
parsing and attribution phases of javac have produced an augmented AST, the Java-
COP.Framework component traverses the tree, calling methods in the compiled con-
straints class to check the constraints. If constraints fail, it emits errors or warnings. If
no errors were emitted, compilation continues, and javac outputs bytecode (.class
files) for the program.

3.2 An example of a JavaCOP rule

Below is an example of a rule in JavaCOP.Language. This rule requires that all classes which
are marked with the annotation “@jcop.Implicit ” must have no explicit constructor de-
fined. The rule is applied to all class definition nodes in the abstract syntax tree.

rule implicitNoConstructors(ClassDef c){
where (c.hasAnnotation("jcop.Implicit")){

forall (MethodDef m: c.methodDefs){
require (!m.isConstructor || m.sym.flags.hasGeneratedConstructorFlag)

:error(m, "Class "+c.fullName+
" is marked as Implicit, but has a constructor defined");

}
}

}

Once the rule is compiled with JavaCOP.Compiler, we can use JavaCOP.Framework
checker to enforce this constraint while compiling Java code. For example, when checking
the following small program, an error is emitted.

public @jcop.Implicit class TestClass{
public TestClass(){

System.out.println("Constructor");
}

}

Loading constraints file: test/rules/Implicit.class...
Done, loaded 1 constraint sets.
test/src/ATestClass.java:2: Class ATestClass is marked as Implicit,
but has a constructor defined

public ATestClass(){
ˆ

1 error
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3.3 The JavaCOP System Design

To understand the operation of the JavaCOP rule language and checking framework, it is
important to understand the data model and API they all make use of.

3.3.1 The JavaCOP Object Model

The JavaCOP object model is designed around a selection of the data types and operations
generated in the javac compiler during parsing and type checking, in particular, abstract
syntax tree nodes, Trees, and the Type and Symbol objects with which they are annotated.
The advantage of using the javac environment is that the wealth of non-local information
and rich structural interrelationships provided within javac is exactly the kind of informa-
tion we need to express semantic constraints on programs.

To simplify the model and achieve greater consistency, we make an effort to convert and
hide several structures that are pervasive in javac that are irrelevant to JavaCOP, such as
Names (javac ’s interned strings), Attributes (holders for (possibly complex) annotations)
and Scopes (nested hashtables of Symbols).

Abstract Syntax Tree Nodes

The AST of a Java program is made up of linked nodes representing the program’s structure:
classes, methods, blocks, statements, expressions, identifiers and so on. The AST essentially
provides a structured view of the source of the program. As such, it is what we are most
interested in for the checker. A table of types of AST nodes and their java representation is
found in Figure 3.1.

In javac , AST nodes are represented by a collection of classes which extend Tree. Each
tree node contains:

• The position in the source (for reporting errors).

• References to its child nodes in the tree.

• A reference to the Type object for the type of the tree node.

• For definitions and identifiers, a reference to the Symbol object for the entity being
defined or referred to.

Types

Every node in the AST is annotated with a reference to a Type object. These objects corre-
spond to the notion of typing in the Java language. The Types encountered are not limited
to only those classes being checked, but rather every class that is referred to in the pro-
gram. This is a significant source of information that is non-local to the tree structure. Kinds
of types include types of classes, (which might be parameterized), arrays, methods, and
bounded type arguments.

Beyond the value of simply being able to refer to and constrain the types of expressions,
Types carry information about the inheritance structure of a program: one can obtain from a
type its supertype and any interfaces it implements. Each Type object which refers to a class
also has a reference to the Symbol object representing that class.

9



Symbols

Every package, class, method and variable, both in the code being inspected and the library
and other binary code available, has a Symbol object associated with it.

For our purposes, symbols accomplish three tasks:

1. Providing non-local information: Symbols, like Types, provide details of entities out-
side the AST being immediately inspected, including those outside the scope of our
checking, such as from library code. At a minimum, each symbol contains the entity’s
name, type, and the attributes of its definition, such as modifiers and annotations. If
we are interested in the supertypes of a currently-inspected ClassDef, we can access
its Type and Symbol, but not necessarily its definition.

2. Program structure: Symbols include references to other related symbols, and meth-
ods to identify relationships about the encapsulation and inheritance structure of the
object system. Symbols hold information about the logical structure of the program,
keeping track of their encapsulation, from immediate owner to enclosing class and
package, and of their contents, keeping references to other symbols for data such as
the members of a class, parameters of a method and so on. Combined with Type in-
formation, Symbols permit a rich, effective way of testing the inheritance structure of
the program. It is possible to identify from symbol information whether a class is a
subclass of another, whether a symbol is a member of, inherited in, or overrides fields
in another.

3. Resolution of identifiers: By resolving details of the entities referred to by identifiers
(Ident and Select AST nodes), we can use these details to enforce particular usage char-
acteristics for certain types of symbols. This allows us, for example, to easily describe
semantic type features such as ‘abstract’ — if we can see the symbol for the identifier
in the ’class’ position of a NewClass (new object instantiation) node, we can identify
whether it is marked as abstract, and and in a checking environment we can forbid the
instantiation from taking place.

Other Classes

The other types that are encountered in the JavaCOP object model are:

• Strings and primitive types

• Lists — A linked list class

• Envs — A data structure representing the traversal environment, which holds informa-
tion about the tree above a given node.

• Globals — A data structure collecting together global constants relevant to constraints,
such as the types of Object, exceptions and primitives, and symbols for the root and
empty packages.

An Example of the Augmented AST

Figure 3.2 shows a subset of the information accessible from the syntax tree for the method
invocation expression System.out.println(s). The AST nodes, in the top left, are shown in
black, Type objects in blue, and Symbol objects in red. We omit some references, and the
members of Class- and PackageSymbols. The amount of information, most of it non-local,
that can be obtained from this very small example is vast. It is clear that the syntactic struc-
ture itself is only a very small part of the information that we can access.
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Figure 3.2: A partial illustration of the augmented syntax tree for System.out.println(s)

3.3.2 The JavaCOP API

The JavaCOP API is specified as a set of functions which operate on the types included in
the object model. A list of the functions in the API may be found in appendix A. The object
of the API is to consolidate and constrain the operations that can be invoked on the types
defined in the object model — rather than call methods directly on the objects, we only call
functions that we have defined. In choosing functions, we follow the guidelines of safety,
consistency, and convenience. Safety, in that it should not be possible to alter the data being
inspected. Consistency, in that functions that operate on the same kind of data should be
accessed in the same way. Convenience, in that we choose to hide unnecessary complexity
whenever possible. The procedure used in developing functions for the API was to:

1. Identify methods and fields in the underlying objects which contribute usefully to
writing constraints, and add functions to wrap access to them. Ignore any methods
that alter the underlying object.

2. Partially mask some of the distinctions between Trees, Types and Symbols, by defining
wrapping functions for each of them that operate on their corresponding objects where
meaningful. An example is adding wrapper functions for Trees and Types which con-
tains Symbols on those functions which operate directly on Symbols. This allows us
to remove some of the unnecessary complexity of the system by eliminating the need
to remember which functions apply to which types when they could as meaningfully
apply to multiple types.

11



3. Identify useful helper methods from other parts of the javac system, and convert
them to functions in terms of objects in the model. This allows us to keep the means
of accessing functions that apply to a given type consistent.

4. Locate relevant global values and constants, and collect them together into a single
’globals’ object. Provide functions to obtain these values.

5. Add functions to achieve tasks that are commonly performed, but not provided in the
underlying model, such as testing if a symbol has an annotation with a given name, or
fetching members of only a certain type from a ClassDef ’s definitions.

In creating these functions, we transform argument and return values from those under-
lying methods which use types that have been omitted from the object model. This allows
us to maintain a consistent object model and reduce complexity. For example, we transform
Scopes into List<Symbol>s, and Names into Strings.

We also name the functions in a style that could be meaningfully read as a method on
the first argument, e.g. pathTo(a,b) as a.pathTo(b) . This allows us to later restore the
façade of object-orientation later, but with methods we define rather than those defined on
the underlying objects.

A majority of the functions in the API are of the first and second types. Of the rest,
most are of the third. Only a few methods are of the last type: upTo , pathTo , getSymbol ,
hasSymbol , hasAnnotation , methodDefs , varDefs , classDefs , supertypes ,
transitiveSupertypes , transitiveSuperclasses , methods , fields , and innerClasses .

There is an issue in that we are breaking the object-oriented model by decoupling the
code from the data. An alternative we considered was creating object adaptors — new objects
that would be created to wrap the underlying objects with replacement methods. This alter-
native was discarded due to the high cost of creation and disposal of these adaptor objects,
and the loss of the ability to use reference equality to compare values. JavaCOP.Language
masks this loss of object-orientation by pretending that the API functions are indeed meth-
ods on the first argument.

3.3.3 JavaCOP Data-Traversal Model

The fundamental component of the JavaCOP system is a depth first traversal of the aug-
mented abstract syntax tree of each class, applying constraints to each node.

Constraints are provided in terms of rules which express a restriction on the use of a
particular type of AST node. To use the terminology introduced by Aspect-Oriented Pro-
gramming (eg. [12]), a constraint is a piece of advice on a static joinpoint — that is, they define
what to do at a particular, well-structured point in the program (in this case, the traversal).
As each node is passed in the traversal, any constraints defined for that type of node are
evaluated against the node.

We augment this simple traversal with two extensions. The first is the addition of an
additional type of joinpoint — the subtyping relationship. Constraints on the subtyping join-
point are evaluated against the potential supertype and subtype Type objects at every AST
node where an implicit or explicit type coercion might occur, such as typecasts, returns, as-
signments, method arguments and so on. While such constraints could be implemented by
manually specifying separate rules at each of these nodes, this type of constraint is consid-
ered sufficiently common and inconvenient to implement that it is provided for especially.

The second extension is the addition of a traversal environment. The traversal enviro-
ment maintains information about the tree structure that was traversed in order to reach
the current node. In particular, it carries references to the enclosing TopLevel (source file),
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ClassDef and MethodDef AST nodes, and a partial path of all the nodes of certain types
that affect scoping that are traversed in reaching the current location. This information is
frequently useful for expressing constraints.
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AST Node Name Java example
Apply Method call meth(args)
Assert Assertion assert(x==y);
Assign Assignment with = x=y
Assignop Assignment with ”+=” etc x*=y
Binary A binary expression a && b
Block A pair of braces { .. }
Break Break statement break;
Case A case in a switch statement case 3:
Catch A catch expression catch(Exception e){ .. }
ClassDef Class definition class X{ .. }
Conditional Ternary operator a?b:c
Continue The continue statement continue;
DoLoop A do..while loop do .. while(cond);
Exec Expression statement foo();
ForeachLoop Java 1.5 foreach loop for(Type t : lst)..
ForLoop For loop for(init; cond; step)..
Ident Identifier foo
If An if/else conditional statement if(cond).. [else ..]
Indexed Array selection a[10]
Literal Literal expression "hello world"
MethodDef Method Definition void foo(){..}
Modifiers Modifiers of a definition public static @Deprecated
NewArray Array creation with new new String[10]
NewClass Instance creation with new new World("hello")
Parens A parenthesized expression (x)
Return Return statement return false;
Select Field/method selection identi-

fier
s.field

Skip A null operation (;) ;
Switch A switch statement switch(..){..}
Synchronized A synchronized block synchronized(lock){..}
Throw A throw statement throw ex;
TopLevel A .java file no source representation
Try A try/catch/finally try{ .. }[catches][finally{..}]
TypeApply Applys a type parameter to an

identifier (when referring to the
class))

Vector<String>

TypeArgument Applys a type parameter to a
type identifier (when referring
to the type)

(List<X> f)

TypeArray Identifier for an array type T[]
TypeCast An explicit type cas (String)s
TypeIdent An identifier for a type (rather

than a value)
String

TypeParameter A Type parameter declaration
(eg. on a method or class)

<T>

TypeTest The instanceof operator x instanceof World
Unary A unary expression such as

negation or increment
x++

VarDef A variable declaration, possibly
with an instantiator

private String s = "hello";

WhileLoop A while loop while(cond)..

Figure 3.1: A selection of AST nodes and their meanings
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Chapter 4

The JavaCOP.Language Constraint
Language

JavaCOP.Language
Constraint Ruleset(s)
rules declares requirements

JavaCOP.Compiler

Compiled
constraints

Emit Errors
and Warnings

Constraint Engine

Compiled Java 
Program
(bytecode)

Java Program
(source) JavaCOP.Framework

Figure 4.1: The Language

The structure of a JavaCOP.Language source file is a set of rules. A rule describes a
set of constraints that will be evaluated against all AST nodes of a particular type during
a traversal. If a constraint in a rule fails, either a warning or an error is emitted. Failure
clauses describe what is to happen in the case of a failure. Constraints are either primitive
requirements or compound constraints, which may be built out of primitive constraints
using conditionals (where) and quantifiers (exists and forall). Constraints may be combined
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conjunctively and disjunctively using declare predicates.

4.1 A Motivating Example

We will introduce the language in the context of a reasonably simple constraint task: mim-
icking the operation of the built-in final modifier for classes and methods. We use an
annotation “@jcop.Final ” to mark classes and methods, and define rules to check the
constraints imposed by the final semantics on those marked entities.

The Java Language Specification (3rd ed.) [7] describes what it means for an entity to be
final.

1. A final class may not be inherited from. A final class must not be declared abstract.

2. A final method may not be overridden or hidden. A final method must not be declared
abstract.

3. A final variable may be assigned to only once. We omit final variables from our exam-
ple, as to check them fully would require a data-flow analysis. While we can devise
rules to limit the assignment of final variables to only those regions within which it is
possible to prove that the variable is definitely undefined, flow analysis is subsequently
required within those regions to perform this proof and ensure that the variable is in-
deed assigned only once.

The following figures show the JavaCOP.Language rules that express the first two con-
straints on final classes and final methods respectively.

rule checkFinalClass(ClassDef c){
2 require (!isFinal(c.supertype.tsym))

:error(c, "You may not extend the final class "+c.supertype);
4 where (isFinal(c.sym)){

require (!isAbstract(c.sym))
6 :error(c, "Class may not be both final and abstract");

}
8 }

declare isFinal(Symbol s){
10 require (s.hasAnnotation("jcop.Final"));

}
12

declare isAbstract(Symbol s){
14 require (s.hasAnnotation("jcop.Abstract"));

}

16 rule checkFinalMethod(MethodDef m){
where (isFinal(m.sym)){

18 require (!isAbstract(m.sym))
: error(m, "Method may not be both final and abstract");

20 }
forall (Type supertype : m.enclClass.transitiveSupertypes){

22 forall (Symbol other: supertype.tsym.memberLookup(m.name)){
where (other.isFinal){

24 require (!m.overrides(other, supertype.tsym))
:error(m, "You may not override the final method "+other);

26 where (m.isStatic){
require (!hides(m.sym,other))

28 :error(m, "You may not hide the final method "+other);
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}
30 }

}
32 }

}
34

declare hides(MethodSymbol m, Symbol sym){
36 where *(MethodSymbol other; sym; [other]){

require (m.name.equals(other.name));
38 require (m.type.isSubSignature(other.type));

}
40 }

4.2 Primitive Constraints

A primitive constraint is expressed very simply as “require (<condition>); ”. The mean-
ing is simple: if the condition does not hold, then the constraint fails. The condition is an
expression which must evaluate to true for the condition to hold.

We can use the primitive constraint to write the first part of our final emulator - a
constraint that given an ClassDef node c , throws an error if the supertype of c is marked
Final (line 2).

Expressions

Conditions in constraints are specified by expressions. Expressions in JavaCOP.Language
closely parallel those in the underlying Java. The expressions support all the non-destructive
operators in Java apart from bit shifting:

|| && | & ˆ == != < > <= >= instanceof + - * / \% ˜ ! -()

The variables that can be used are those variables introduced into scope by the parame-
ters of rules and declares, the quantification variables of quantifiers, the match variables of
matching conditionals, the env traversal environment which is implicitly provided by each
joinpoint, and the global globals object. To preserve the declarative aspect of the rule lan-
guage, the scope cannot be altered except via quantification and pattern matching: mutable
variables and assignment is not permitted. Once entered into the scope, a variable may not
be redefined (shadowed).

Expressions can use field reference and method call syntax to refer to properties of ob-
jects. There is no distinction made between a field and a method with no arguments: x.sym
and x.sym() are identical. The “methods” that can be called are restricted to the set of
functions defined in the JavaCOP API. The method-call syntax (a.f(b,c) ) is transformed
during compilation to match the underlying function style syntax (f(a,b,c) ) of the API.
This allows us to maintain the familiar object-oriented style without having to either rede-
fine or wrap the underlying objects. As we will see when we examine the compiler system,
this results in some efficiency benefits.

Expressions can also call predicates defined in the ruleset using declare, such as isFinal
in our example. Predicate calls are made using “function call” style syntax (i.e. f(a,b) ).
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4.3 Complex Constraints

4.3.1 Conditional Constraints and Matching

Conditional constraints, or where statements, are used to express constraints which may
or may not apply based on the value of an expression. The where statement comes in two
forms, the simple conditional and the pattern-matching conditional.

Simple Conditionals

The simple conditional is equivalent to Java’s ’if’, however is named differently in order to
prevent confusion arising from any overlap in keywords between JavaCOP.Language and
Java. The syntax of the simple conditional is as follows:

where (<condition>){
<sequence of constraints>

}

This can be read as “if < condition > holds, then evaluate the body. If the condition does
not hold, then succeed”. We see an example of a simple conditional on line 4 of our final
example, where we only check that a class is not abstract if the class is found to be final.

Pattern Matching Conditionals

The pattern matching conditional is similar but more complex. It is used to test whether an
object matches some structural pattern, and if so, use the pattern to perform a structural de-
composition of the object, and bind variables to its subcomponents. It is defined as follows:

where ( <vardefs> ; <value to match> ; [<pattern to match>]){
<body>

}

This can be read as: “If < valuetomatch > matches the structural pattern described
by < patterntomatch >, and for all variable definitions T f in < vardefs >, the com-
ponent marked f in the pattern matches an object o of type T in the decomposition of
< valuetomatch >, then for all f bind f to o, and evaluate the body.”

It is an error to declare a variable in a pattern-matching where that is not matched in the
pattern expression.

The language is designed to support structural pattern matching of arbitrary complex-
ity, although the current implementation supports only the trivial case of matching a single
value with a defined type — essentially providing a safe, declarative combination of a
type test and a variable binding. For example, the following statement reads: “if a.meth
is a value which is an instance of Ident, then enter the body with the variable i bound to
((Ident)a.meth)”.

where ( Ident i ; a.meth ; [i]){ ... }

The design of the pattern matching is along similar lines to Haskell’s pattern-matching
argument decomposition or Lisp’s ’destructuring-bind . The design allows destruc-
turing of most Tree types by describing their Java representations, so for example [a = b]
would match an assignment (Assign) node, and f(a, y) would match a method call (Ap-
ply) node. As in Haskell, an underscore (_) is used to represent an element that should not
be bound.

An example of this richer use of the pattern matching is as follows:
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where ( Ident a, String b ; x ; [a.b = _]){ <body> }

When evaluating this statement, if x matches an Assign node whose left hand side is
a Select node whose selected element is an Ident node, then bind the variable a to the
Ident, and the variable b to the name field of the Select node, and evaluate the body.

The where* Variant

There is a variant of the where expressions, where*. The where* behaves similarly to a
combination of require and where in a single entity. If the condition of a where* holds,
it is no different from the corresponding where – the body is evaluated. However, if the
condition does not hold, then unlike the where, the where* statement fails.

This is particularly useful for the common case where we require that a value matches
some pattern, and that some additional constraints hold based on the matched variables,
such as in line 36 of our example. Although conjunction of conditions is generally expressed
by sequencing require expressions, a pattern match cannot be expressed by a require due
to the need of a new scope for the variables bound in it. Without where*, expressing a
condition such as that in the example requires the following awkward combination:

require (sym instanceof MethodSymbol);
where (MethodSymbol other; sym; [other]){

/ ∗ body ∗ /
}

The where* statement is also useful under the slightly different sequencing semantics
within rules, as will be discussed in section 4.4.1.

4.3.2 Quantification

Quantification expressions are used to constrain properties of collections of objects, including
Lists and AST subtrees. With a quantification expression we can describe constraints that
must apply for some or all elements of certain types in the collection.

Quantification is performed by the exists and forall statements, which are defined below.
An exists quantifier succeeds if there is some case of the quantification variable for which
all the constraints specified in the body hold. A forall quantifier evaluates the sequence of
constraints in the body for each case in turn, in a manner consistent with the sequencing
semantics currently in place (see section 4.4.1).

exists ( <variable declaration> [˜|:] <collection>){ <body> }
forall ( <variable declaration> [˜|:] <collection>){ <body> }

A variable may be quantified over the elements in a list, in which case the quantification
is expressed with the ‘:’ operator, or over nodes of a certain type in a subtree, in which case
the ‘˜ ’ operator is used.

On an empty list, or a tree containing no nodes of the desired type, an exists quantifier
will fail, as there was no case such that its condition held, and forall quantifier will not fail,
as there was no case such that its condition failed.

For a list quantifier, the quantifier variable must be the same type as the element type
of the argument List, and matches each element of the list in turn. The following example
shows how a list quantifier can be used to determine whether a ClassSymbol s extends a
particular interface. The marker interface idiom is often used in place of annotations to mark
classes as having certain properties which must be checked for. The constraint expressed by
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this quantifier expression is: “there must be some Type t in the list of interfaces for s where
t represents the interface called ”jcop.Final””.

exists (Type t: s.interfaces){
require (t.tsym.fullName.equals("jcop.MarkedClass"));

}

For a tree quantifier, the quantifier variable matches all (if any) nodes of its specified type
found in a depth first traversal of the argument Tree structure. A traversal environment is
not constructed for this sub-traversal. The following example rule, which checks to see if
there exist any method-local variables that are never assigned, uses a subtree quantifier to
verify that all local variables defined within methods (an instance variable of an inner class
is considered “local”) are assigned somewhere within that method.

rule allLocalVariablesMustBeAssigned(VarDef v){
where (v.isLocal &&

v.init == null &&
v.sym.owner == env.enclMethod.sym){

exists (Assign a ˜ env.enclMethod){
require (a.lhs.getSymbol == v.sym);

}:warning(v,"The local variable "+v+" is never assigned")
}

}

4.3.3 Declarations: Achieving Conjunctive and Disjunctive Constraints

While primitive constraints can be conjoined and disjoined simply by combining their ex-
pressions with the && or || operators, we cannot do this with compound constraints. The
declare predicate allows us to write complex conjunctive and disjunctive constraints, and
refer to them by name in expressions.

A declare predicate is not a constraint itself, but a top-level construct, and cannot be
nested within a constraint body. The syntax of a declare predicate is similar in appearance
to a method definition in Java, and is used in a similar way: once defined, a predicate may be
called from any expression, passing its arguments, and returning true or false on success
or failure. A declare is defined as follows:

declare <predicate name>(<vardef> [, <vardef>]){
<list of constraints>

}

In our example (line 35), we define the hides predicate on a MethodSymbol mand a
Symbol s . This predicate expresses the condition described in the Java Language Specifica-
tion (Section 8.4.8.2) that a method mcan hide a method s in a superclass if mhas the same
name as s , and the type of m is a type subsignature of the type of s . Once defined, the
predicate may be used in any expression using function call style syntax, as in line 27 of our
example.

The predicates are similar to those in Prolog. Conjunction is expressed by sequencing
within a predicate — a predicate succeeds if all the constraints in the list hold. Disjunction is
expressed by specifying multiple predicates with the same signature (name and argument
types) — the predicate holds if any of its multiple definitions hold.

Declares are primarily useful for combining sets of requirements into a atomic logical
unit, but even simple constraints can profit from being wrapped in a declare. Using declares
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to identify and give names to properties can improve both the readability and reusabil-
ity of the code. In our example, we use this kind of declare to define the isFinal and
isAbstract predicates.

4.4 Rules

The central construct of JavaCOP.Language is the rule. A rule definition includes a name, a
set of constraints, and a joinpoint which states to which nodes in the traversal of the AST the
constraints will be applied. The variables defined in the joinpoint establish the initial scope
for the constraints that make up the body of the rule.

There are two types of joinpoint, as shown below. The first variety specifies an AST
node type to apply the rule to, and a variable name by which a node to be checked will be
referred to within the rule body. The second allows joining on the subtyping relationship. A
subtyping joinpoint is specified by three variable names: two for the subtype and supertype
Type values to be tested, and a third to specify the position in the code at which to report
the error.

/ ∗ A r u l e c o n s t r a i n i n g A s s i g n nodes ∗ /
rule assignmentConstraint(Assign a){

<set of constraints>
}

/ ∗ A r u l e c o n s t r a i n i n g t h e s u b t y p e r e l a t i o n s h i p ∗ /
rule subtypeConstraint(sub <: super @ pos){

<set of constraints>
}

4.4.1 Sequencing within a rule

Whereas a declare describes a set of constraints that must all hold for a predicate hold,
a rule describes a ’set of constraints to be evaluated’. The result is that a sequence of con-
straints within a rule are considered separately: rule x(T y){ require (a); require (b);}

expresses neither disjunction nor conjunction of a and b but true sequencing: first test a,
THEN test b.

This is generally the desired behaviour. It is typical to express several separate yet con-
ceptually related checks within a single rule. In this case we want to know which of the
checks failed - not simply that the “rule failed”. In our example, we do this when we test
within the same rule, ‘checkFinalClass’, both that no class extends a final superclass, and
that no class is marked both final and abstract (lines 1-8).

Combining constraints like this can also result in readability and efficiency gains: if sev-
eral checks are to be performed under an equivalent condition and/or quantification, we
can put them together, saving copying and pasting the surrounding code, and and pre-
venting reevaluation the potentially expensive enclosing constraint. The example uses this
technique in the ‘checkFinalMethod’ rule (lines 16-33).

The forall quantifier undergoes a similar semantic change: when in a rule environment,
it is closer in meaning to “foreach” — the body is tested separately for each value of the
quantification. This means that multiple failures can occur within the same forall statement:
one for each time a constraint within the quantifier fails, not just a single failure of the forall
statement. Again, this is often desirable; we are likely want to flag ALL the errors identified
under some subtraversal, not just the first one.
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The one exception to this sequencing semantics in a rule environment is within an ex-
istential quantifier. Within an exists, sequencing does mean conjunction, as the whole body
must be tested to identify whether the case was successful.

In the case that separate evaluation is not desired, the set of constraints to be treated
atomically can be easily combined into a declare predicate. Alternatively, the idiom where *(a){ require (b);}

can also achieve the effect of a AND bwithin a rule environment.

Failure Clauses

A failure clause describes what happens when a statement fails in a rule context. A failure
clause has 3 components: whether an error or warning is to be emitted; the position in
the source at which the error is to be reported, which may be a Tree, an integer, or the value
globals.NOPOS; and the message to report. A failure clause can be applied to any statement,
or on a rule itself, by appending “:<errortype>(<posn>,<message>) ” to the end of the
statement. A terminating semicolon is necessary in the case of require statements.

If a statement fails in a rule context, first the statement itself then the enclosing statements
are searched to locate the nearest failure clause, and the action specified is performed. If no
failure condition is specified anywhere on this path, the default is to fail with an error, the
position at the join point, and a default message including the rule name.

The following example shows a condition that can be read as: “if a does not hold, emit
the warning “Warning message” with no source attachment. If a holds, test b and c . If b
does not hold, emit the same warning message. If c does not hold, emit the error “An error
message”, attached to the source position represented by pos1 ”.

where *(a){
require (b);
require (c):error(pos1, "An error message");

}:warning(globals.NOPOS, "Warning message")

There is a special case for existential quantifier: since a single failure within an exists
block may not result in the failure of the exists statement, and it is impossible to identify
which (if any) of the conditions within a failed exists block applied to all of the cases, and
which did not, an exists block defines its own failure context, within which constraint failures
relate to the success of the overall block, and it therefore is not permitted to define failure
conditions on individual statements.
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Chapter 5

The JavaCOP.Framework Checker
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Figure 5.1: JavaCOP.Framework

The JavaCOP.Framework is a platform for developing constraint checking systems. It
internally implements the JavaCOP traversal model and API, and provides an abstract class
interface for defining constraints on joinpoints as Java methods. It can be used either di-
rectly, by writing classes which extend its interface, or serve as a base for higher level sys-
tems such as JavaCOP.Language. For example, the compiler described in the next chapter
compiles JavaCOP.Language to Java code for JavaCOP.Framework.

JavaCOP.Framework is implemented within the javac compiler as an additional stage
in the compilation process (Figure 5.1). By implementing user-defined checking within the
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compiler itself, JavaCOP.Framework removes some of the boundaries between the type con-
straints defined by a user and those built into Java, thus achieving more of a ’pluggable
types’ environment than a stand-alone tool would.

5.1 Framework Design

The JavaCOP.Framework consists of three parts:

• Modifications to the Java compiler

• The traversal class, JavaCop

• The abstract constraint module class AbstractConstraints

5.1.1 Compiler Modifications

The Java compiler was modified primarily in two places in the package com.sun.tools.javac.main:
the class Main was altered to take an extra command line argument, and the JavaCompiler
class was altered to call the traversal module, defined in the JavaCop class, on each class
being compiled after it has been processed by the attribution phase of type checking and
symbol table entry.

5.1.2 Traversal Class

The Traversal class, JavaCop, is responsible for loading and storing the constraint modules,
which are classes extending the abstract class AbstractConstraints, and performing a traver-
sal of a class’s AST on request, passing each node to constraning methods defined in the
constraint modules. When JavaCop is first instantiated, it reads in the bytecode of any con-
straint modules specified on the commandline, reflectively creates an instance of each of
them, and stores these objects.

When it is given a class AST to check by the JavaCompiler, it performs a depth-first
traversal of the augmented AST of the provided class. During this traversal, it performs
three tasks. First, a traversal environment is maintained. The traversal environment data
structure is originally defined in the attribution phase of the compiler. However, because it
contains information that can be useful in writing constraints, it is also generated in the same
way in this context. Second, at each node in the tree, for each of the constraint modules, the
method in that module representing the joinpoint for the type of the current node is called,
passing the current node and the environment as arguments. Thirdly, at those nodes where
an implicit or explicit type coercion might occur, the method in each constraint module
representing the subtyping join point is called, passing it the Type objects representing the
types of the potential super and subclass nodes, a position representing the current tree
node for reporting errors, and the environment. The nodes which involve a type cast are:
TypeCast, Assignop, Return, Apply, TypeTest, Assign, and NewClass.

5.1.3 AbstractConstraints Module

The constraint programmer’s interface to JavaCOP.Framework is the abstract class Abstract-
Constraints. This class serves two purposes. First, it describes a set of methods representing
joinpoints which the constraint programmer can override in order to implement a constraint.
Second, it contains a collection of methods used in implementing constraints: an implemen-
tation of the JavaCOP API described in section 3.3.2 as a collection of protected final
methods, and methods for emitting errors and warnings.
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The node joinpoint methods are defined as a method matching the following pattern for
every NodeType extending Tree.

public void validateNodeType(NodeType tree, Env<AttrContext> env){}

The subtyping joinpoint is defined as this single method:

void validateSubtyping( int pos, Type t, Type other, Env<AttrContext> env){}

These methods are responsible for performing some kind of inspection on the argument val-
ues (representing some kind of constraint) and emitting an error or warning if the constraint
fails.

When implementing a constraint, it is necessary to define what is to occur when the
constraint fails. Two methods are provided in AbstractConstraints to report errors:
wrapError(pos,message) and wrapWarning(pos,message) . These methods take a
position in the source at which to report the error as either a Tree node or an int, and an
String describing the error message to report. If an error is omitted, the compilation stops:
no bytecode is produced.

When implementing constraint methods, the programmer may choose either to use the
JavaCOP API functions implemented in the AbstractConstraints class, or to directly access
fields and methods on the objects in the Java compiler. The first choice offers more safety
and consistency; the second, more flexiblility and power.

Conclusion

This framework is sufficient to write constraints directly as Java classes extending Abstract-
Constraints. Early versions of the the JavaCOP system defined rules in this way. Writing
rules like this is powerful, but requires more knowledge of the system and a lot of procedu-
ral, repetitive, and often tricky code. The object of the JavaCOP.Compiler compiler, which
is defined in the next chapter, is to generate these rules from the higher level declarative
descriptions of the JavaCOP.Language constraint language.
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Chapter 6
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Figure 6.1: JavaCOP.Compiler

JavaCOP.Compiler provides a linking component in the JavaCOP system, by compiling
the rule language into source suitable for use in the JavaCOP.Framework. JavaCOP.Compiler
is implemented in the Haskell language, and performs a relatively straightforward source-
level transformation from JavaCOP.Language to a Java class extending AbstractConstraints .
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6.1 Operation

The actual transformation process from a ruleset file to a JavaCOP.Framework class is straight-
forward and mechanical. A class with the same name as the input ruleset is created that ex-
tends the JavaCOP.Framework abstract class AbstractConstraints . Methods are added
for each rule and declare clause, and finally for all joinpoints X used in rules, validateX
methods are added, calling the appropriate rule.

6.1.1 Rules and Declares

We break up the ruleset file into subsets of ’equivalent’ rules and declarations. Two rules
are considered equivalent if they advise the same joinpoint. Two declares are equivalent if
they have the same name and arguments.

For each set of equivalent rules on joinpoint X, first the rules themselves are created
using the following transformation. All variables are declared as final because of the use of
anonymous inner classes in compiling some kinds of constraints.

rule aRule(X t){ <body> }

becomes

public void rule_aRule( final X t, final Env<AttrContext> env){
<compiled body>

}

Then, a validateX method is created which calls each of the rules in turn:

public void validateX( final X tree, final Env<AttrContext> env){
rule_aRule(tree,env);
[other rules on joinpoint X]

}

The sets of declares are compiled in a similar manner. Each declare case is compiled into
a numbered boolean method as follows.

declare aPredicate(X t){ <body> }

becomes

public boolean hasproperty_aPredicate_1( final X t,
final Env<AttrContext> env){

<compiled body>
return false ;

}

Then, a method is created representing the predicate as a whole, which returns the dis-
junction of the possible cases.

public void hasproperty_aPredicate( final X _fresh1,
final Env<AttrContext> env){

return hasproperty_aPredicate_1(_fresh1,env) [[|| other case ]];
}
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6.1.2 Constraints

Constraints are compiled recursively. A list of constraints is compiled by simply sequencing
the compiled forms of the constraints in the list.

Primitive Constraint

The primitive constraint is translated to a test using an if statement as follows.

require (cond);

becomes

if (!(cond)){<performfailure>}

The action to take in case of condition failure is represented here by “<performfailure>”.
The particular action taken depends on the environment of the constraint — whether it is
within a the body of a rule, a declare or an exists.

Conditionals

Simple conditionals map directly to an if statement.

where (cond){<body>}

becomes

if (cond){ <compiled body> }

The current version of JavaCOP.Compiler supports only one particular case of the pat-
tern matching conditional, where only a single value is matched with a type constraint. This
is translated simply as follows.

where (T a; b; [a]){ <body> }

becomes

if ( b instanceof T ){
final T a = (T) b;
<compiled body>

}

The where* conditionals are implemented by adding an else {<performfailure>}
to the end of the if statement.

Quantifiers

Two factors affect the implementation of a quantifier expression: the collection type, a list or
a tree, which defines the method of iteration used; and the quantifier type, forall or exists,
which defines how the body is compiled.

A list traversal compiles very simply into a Java 1.5 foreach loop.
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forall (T a: b){<body>}

becomes

for (T a: b){ <compiled body> }

A tree traversal is compiled into an instance of an anonymous inner class extending
ExtendedTreeScanner , which is a class implementing a tree traversal using the Visitor
pattern on AST nodes. The default implementations of visit T methods in ExtendedTreeScanner
each first call the generic visitTree method, then visit the children of the T node.

To visit all nodes of type T in a subtree, the method public void visitT( final T a)
is overridden in the anonymous class. After the body, super .visitT(a); is called, to en-
sure that that node’s children are scanned.

forall (T a ˜ b){ body }

becomes

( new ExtendedTreeScanner(){
public void visitT( final T a){

<compiled body>
super .visitT(a);

}}).scan(b);

The forall quantifier makes no changes to its body; the compiled constraints are simply
sequenced. The exists quantifier, on the other hand, requires the most complicated structure
used in JavaCOP.Compiler. Additional structuring elements must be put in place around the
traversal structure, around the body, and around each compiled constraint in the body.

First, the entire traversal structure (the for loop or ExtendedTreeScanner.scan()) is sur-
rounded by the following try-catch structure. An exception is used to signal success of
the traversal. The exception is used because the traversal body may be implemented with
method calls on an inner class, which cannot be easily escaped from. By using the excep-
tion, we can ensure that evaluation of an exists quantifier will always terminate as soon as
a succeeding case is encountered.

boolean _f1_bodySuccess = false ;
try {

<looping environment>
}
catch (ExistsBodyException e){ _freshvar_bodySuccess = true ;}
if (! _freshvar_bodySuccess){

<performfailure>
}

Within the looping environment, the body is surrounded with the following structure.
An array representing the success or failure of each of the statements is created and initial-
ized to all true . If at the end of the body, the array still has all true elements, then the body
has succeeded, and an ExistsBodyException is thrown to signal this success.

boolean [] _freshvar_clauseSuccesses = allTrueArray(<length of body>);

<compiled and translated statements>

if (allElementsTrue(_freshvar_clauseSuccesses)){
throw new ExistsBodyException();
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}

Each statement within the body is surrounded with the following try-catch structure.
Using an exception to signal failure within the context of an exists allows us to short-circuit
escape the evaluation of the statement when we detect any failure, regardless of the structure
inside the statement, which may contain loops or inner-class method calls.

try {
<normal translation of that statement>

}
catch (ExistsClauseException e){

_freshvar_clauseSuccesses[<number of that stmt>]= false ;
}

6.1.3 Failure clauses

The particular action taken when a constraint fails depends on the context in which the con-
straint is declared. There are three different contexts: for declare , exists , and rule
environments. If a constraint fails within a declare environment, the action taken is to
return false ; . Within an exists, we throw new ExistsClauseException(); . In
a rule environment, we locate the nearest enclosing failure clause, and perform the opera-
tion requested. For an error clause, we call the method “ wrapError(pos, reason); ”,
passing the arguements specified. For a warning method wrapWarning(pos, reason); .

6.1.4 Expressions

Expressions require little translation apart for method and predicate call expressions: the
expression syntax tree is simply “unparsed”. Method calls on objects are translated to lo-
cal instance method calls with the original “receiver” inserted as the first argument. For
example, a.b.c(d,e) becomes c(b(a),d,e) . Predicate calls simply have the string
“hasproperty ” prepended to the predicate name.

6.2 Example

The following code is the compiled form of the rule presented in section 3.2 for validating
classes marked as @Implicit .

import constrainer.*;
import com.sun.tools.javac.code.*;
import com.sun.tools.javac.code.Symbol.*;
import com.sun.tools.javac.code.Type.*;
import com.sun.tools.javac.code.Flags;
import static com.sun.tools.javac.code.Flags.*;
import com.sun.tools.javac.code.Kinds;
import static com.sun.tools.javac.code.Kinds.*;
import com.sun.tools.javac.comp.*;
import com.sun.tools.javac.tree.*;
import com.sun.tools.javac.tree.Tree.*;
import com.sun.tools.javac.util.*;
import com.sun.tools.javac.util.Name.*;
public class Implicit extends AbstractConstraints{

public Implicit(Log log, Table names, Symtab syms, Types types){
super (log,names,syms,types);

}
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// Generated Code

public void validateClassDef( final ClassDef tree, final Env<AttrContext> env){
rule_implicitNoConstructors(tree,env);

}

public void rule_implicitNoConstructors( final ClassDef c,
final Env<AttrContext> env){

if (hasAnnotation( c, "jcop.Implicit" )){
for ( final MethodDef m : methodDefs( c )){

if (! (!isConstructor( m ) ||
hasGeneratedConstructorFlag( flags( sym( m ) ) ))){

wrapError(c,
"Rule ’implicitNoConstructors’ failed with no provided reason.");

}
}

}
}

}

6.3 Implementation

JavaCOP.Compiler is implemented in Haskell in two stages, a parser and an code generator.
The parser reads in a source rulelist and builds an abstract syntax tree. The code generator
traverses this syntax tree and builds an output Java file as described in the previous section.

6.3.1 Parser

The parser is implemented using monadic parser combinators, as described in [11]. This
approach allows infinite lookahead, backtracking recursive descent parsers to be defined
quickly and easily. This quick and simplistic approach to parser combinators I used, how-
ever, has some notable disadvantages as pointed out in [18]:

• There is very little capability for error reporting.

• Backtracking is the default behaviour, so the parser is fairly slow, and in the case of an
error, can spend a very long time determining that there were no possible parses.

The robustness and error handling of the parser could be greatly improved by using a
more complicated but more fully featured parser combinator library such as Parsec [13].

6.3.2 Code Generator

The code generator traverses the syntax tree via a recursive descent, building output code
according to the rules defined in the previous section at each node. As we traverse the tree,
we maintain an maintain an environment which contains:

• The type of the current environment (declare, exists, or rule)

• The current output source indent depth

• A source of fresh variable names

• If a rule environment, the most recent failure clause definition encountered
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6.3.3 Integration with JavaCOP.Framework

This compilation system required some customisations to be made within the JavaCOP.Framework
AbstractConstraints class. In particular, the functions and exceptions to support the exists
environment were defined, and wrappers for methods on Strings and Collections were
added to the API functions.
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Chapter 7

Evaluation and Case Studies

In this chapter we evaluate JavaCOP in a number of case studies. We demonstrate its ex-
pressivity and usability by reimplementing constraints from a collection of schemes. In
particular, we implemented:

• A checker for Confined Types [20]

• A checker for Scoped Types [22]

• Two of the sets of rules defined by PMD, the ‘basic’ [16] and ‘finalizers’ [17] rulesets.

• Rules to enumerate values that may be used in calculating Chidamber and Kemerer’s
six object-oriented metrics [3].

• Rules that identify classes matching the Degenerate Classes micro-patterns [6]

7.1 Implementation of Confined Types

The rules of the Confined Types system are as follows.
We present the rules C1-8 for enforcing package confinement on types marked @confinement.Confined .

/∗ Trees and symbols are conf ined i f t h e i r type i s conf ined ∗ /

declare confined(Tree tr){
require (confined(tr.type));

}

declare confined(ClassSymbol s){
require (confined(s.type));

}

/∗ I f a type i s an ar ray type , then i t i s conf ined i f i t s element type i s conf ined ∗ /

declare confined(Type t){
require (t.isArray());
require (confined(t.elemtype));

}

/∗ A type i s conf ined i f i t i s so annotated ∗ /
declare confined(Type t){

require (!t.isArray());
require (t.hasAnnotation("confinement.Confined"));

}
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Confinement rules Anonymity rules

C1 A confined class or interface must not be declared
public or protected, and must not belong to the un-
named global package.

A1 The reference this can only be used for access-
ing fields and calling anonymous methods of
the current instance.

C2 Subtypes of a confined type must be confined and
belong to the same package as their confined super-
type.

A2 Anonymity declarations must be preserved
when overriding methods.

C3 Widening of references from a confined type to
an unconfined type is forbidden in assignments,
method call arguments, return statements, and ex-
plicit casts.

A3 The constructor called from an anonymous
constructor must be anonymous as well.

C4 Methods invoked on a confined object must either
be defined in a confined class or be anonymous
methods.

A4 Native methods may not be declared anony-
mous.

C5 Constructors called from the constructors of a con-
fined class must either be defined by a confined
class or be anonymous constructors.

C6 Subtypes of java.lang.Throwable may not be con-
fined.

C7 The declared type of public and protected fields
may not be confined.

C8 The return type of public and protected methods
may not be confined.

Figure 7.1: The Confined Types rules

/∗ types are conf ined i f a parameter i s conf ined ∗ /
declare confined(Type t){

require (!t.isArray());
exists (Type p : t.allparams()){

require (confined(p));
}

}

/∗ methods are anonymous i f you said so ∗ /

declare anonymous(Tree t){
require (t.holdsSymbol);
require (anonymous(t.getSymbol));

}

declare anonymous(Symbol m){
require (m.hasAnnotation("confinement.Anon"));

}

/∗ v a l i d a t e conf inement ∗ /

/∗ i f a i s to be considered a subtype of b ( cast to b ) and a i s conf ined , then b must be conf ined ∗ /
rule ConfinedCast(a <: b @ pos){

where (confined(a)){
require (confined(b)) : error(pos, "confined type "+a+" may not be cast to unconfined type "+b);

}
}
/∗ Confined types must not be p u b l i c or i n the d e f a u l t package ∗ /
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rule Confined1(ClassDef c){
where (confined(c)){

require (!c.isPublic()) : error(c, "Confined class may not be public");
require (c.packge() != globals.emptyPackage) : error(c, "Confined class may not be in the default package");

}
}

/∗ i f a c lass i s not conf ined , then i t s supertypes must be a l l unconf ined ∗ /
rule Confined2(ClassDef c){

where (!confined(c)){
forall (Type s : c.supertypes()){

require (!confined(s)): error(c, "A confined class may not extend an unconfined superclass");
}

}
}

/∗ i f a method i s p u b l i c or p ro tec ted and i s conf ined , i t must be i n a conf ined c lass ∗ /
rule ConfinedMethodDef(MethodDef m){

where ((m.isPublic() || m.isProtected()) && confined(m.type().restype)){
require (confined(m.enclClass())):error(m, "Confined public or private method return type in unconfined class.");

}
}

/∗ types are conf ined i f a parameter i s conf ined . ∗ /
rule ConfinedVarDef(VarDef v){

where (!v.isLocal()
&& (v.isPublic() || v.isProtected())
&& confined(v)){

require (confined(v.enclClass())):error(v, "Confined public or private field declared in unconfined class.");
}

}

/∗ cannot c a l l a non−anonymous method on a conf ined t a r g e t ∗ /
rule ConfinedApplication(Apply a){

where (!anonymous(a.meth) && !a.meth.isStatic){
where (a.meth.isConstructor() && confined(env.enclClass())){

require (confined(a.meth.enclClass()) || a.meth.enclClass().type == globals.objectType):
error(a, "Non-anon constructor "+ a.meth.getSymbol +" called on unconfined superclass");

}

where (Ident id ; a.meth ; [id]){ /∗ c a l l s i t e i s ’ t h i s ’ ( because impor t s t a t i c i s s t a t i c , t h a t case cance l led ) ∗ /
where (confined(env.enclClass)){

require (confined(id.enclClass())):error(a,"Non-anonymous method "+id.getSymbol+" called in unconfined superclass (of confined class)");
}

}

where (Select s ; a.meth ; [s]){
where (confined(s.selected)){

require (confined(a.meth.enclClass())):error(a,"Non-anonymous method ’"+s.getSymbol+
"’ called on confined object ’"+s.selected.getSymbol+"’");

}
}

}
}

rule Confined6(ClassDef c){
where (confined(c)){

forall (Type sup : c.transitiveSupertypes()){
require (!sup.fullName.equals("java.lang.Throwable")):error(c,"Confined classes may not extend Throwable");
require (!sup.fullName.equals("java.lang.Thread")):error(c,"Confined classes may not extend Thread");

}
}
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}

7.2 Implementation of Scoped Types

The Scoped Types system enforces scoped memory safety using the following six rules:

• A scoped type is visible only to classes in the same package or subpackages.

• A scoped type can only be widened to other scoped types in the same package.

• The methods invoked on a scoped type must be defined in the same package.

• A portal type is only visible to classes in the immediate super-package.

• A portal type can not be widened to other types.

• The methods invoked on a portal type must be defined in the same class.

We present the rules used to define visibility on Scoped and Portal types.

/ ∗ D e f i n i t i o n o f scoped t y p e s ∗ /

/ ∗ a r r a y i s scoped i f i t s e l e m e n t t y p e i s scoped ∗ /
declare scoped(Type t){

require (t.isArray());
require (scoped(t.elemtype));

}

/ ∗ t y p e i s scoped i f i t i s a n n o t a t e d so ∗ /
declare scoped(Type t){

require (!t.isArray());
/ ∗ h a s A n n o t a t i o n a c t u a l l y g e t s i n f o f rom type ’ s symbol , wh ich b r e a k s w i t h a r r a y s ∗ /
require (t.hasAnnotation("scopedTypes.Scoped"));

}

/ ∗ t y p e i s scoped i f i t i s p a r a m e t e r i z e d by a scoped t y p e ∗ /
declare scoped(Type t){

require (!t.isArray());
exists (Type p : t.allparams()){

require (scoped(p));
}

}

/ ∗ D e f i n i t i o n o f p o r t a l t y p e s ∗ /

declare portal(Type t){
require (t.isArray());
require (portal(t.elemtype));

}

declare portal(Type t){
require (!t.isArray());
require (t.hasAnnotation("scopedTypes.portal"));

}

declare portal(Type t){
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require (!t.isArray());
exists (Type p : t.allparams()){

require (portal(p));
}

}

/ ∗ D e c l a r a t i o n o f what i s v i s i b l e f rom where ∗ /

declare visible(Type t, ClassSymbol s){
require (t.isArray());
require (visible(t.elemtype, s));

}

declare visible(Type t, ClassSymbol s){
require (!t.isArray());
require (visible(t.tsym, s));

}

declare visible(Symbol s, ClassSymbol c){
/ ∗ i f s i s n ’ t a t y p e symbol , we don ’ t need t o w o r r y a bo u t i t ∗ /
where (s.isTypeSymbol){

where (portal(s.type)){
require (s.packge.owner == c.packge);

}
where (scoped(s.type)){

require (s.packge.isTransitiveOwner(s.packge));
}
/ ∗ e v e r y t h i n g e l s e i s okay ∗ /

}
}

/ ∗ v i s i b i l i t y r e s t r i c t i o n s C / S1 ∗ /

rule scopedTypesVisibilityCS1(ClassDef c){
forall (Tree t ˜ c){

where (t.type != null ){ / ∗ some t y p e s a r e n u l l and shou ldn ’ t be checked ∗ /
where (!safeNode(t)){

require (visible(t.type, c.sym)):error(t, "Type of expression "+t.type+" is not visible in class "+c.fullName);
}

}
}

}

/ ∗ a node i s s a f e i f i t i s an i d e n t r e f e r r i n g t o t h i s ∗ /
declare safeNode(Tree t){

require (t instanceof Ident);
where (Ident id ; t ; [id]){

require (id.name.equals("this"));
}

}

/ ∗ I t i s a lways p e r m i t t e d t o d e f i n e a c l a s s , even though a ∗ /
/ ∗ ’ p o r t a l ’ c l a s s d e f i s o f i t s own t y p e ∗ /
declare safeNode(Tree t){

require (t instanceof ClassDef);
}
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7.3 Implementation of PMD Rules

The rules we implemented were the “basic” and “finalizers” rulesets from PMD, which
describe purely structural properties that are considered bad style or bugs. These exam-
ples demonstrate that we can describe purely structural patterns effectively using Java-
COP.Language. We believe that our JavaCOP.Language rules are in general easier to read
than either the XPath or Java implementations in PMD. We also believe that our finer-
grained error marking and reporting makes the rules more usable. We show three examples
here.

7.3.1 A Simple Rule - Unconditional Ifs

The Rule

“Do not use ”if” statements that are always true or always false.”

Example triggering the rule

public class Foo {
public void close() {

if ( true ) {
// ...

}
}

}

JavaCOP implementation

rule unconditionalIf(If i){
require (i.cond.getSymbol != globals.trueConst): warning(i.cond,"The body of this if will unconditionally be executed");
require (i.cond.getSymbol != globals.falseConst): warning(i.cond,"The body of this if will never be executed");

}

PMD XPath Implementation

//IfStatement/Expression
[count(PrimaryExpression)=1]
/PrimaryExpression/PrimaryPrefix/Literal/BooleanLiteral

Discussion

We believe that the JavaCOP.Language implementation of this rule is more easily under-
standable than the XPath representation.

7.3.2 A Rule on a more complex structural property - Empty Statements

Rule

“An empty statement (aka a semicolon by itself) that is not used as the sole body of a for
loop or while loop is probably a bug. It could also be a double semicolon, which is useless
and should be removed.”
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Example triggering the rule

public class MyClass {
public void doit() {

// this is probably not what you meant to do
;
// the extra semicolon here this is not necessary
System.out.println("look at the extra semicolon");;

}
}

JavaCOP Implementation

rule emptyStatementNotInLoop(Skip s){
require (env.tree instanceof Block &&

(env.next.tree instanceof ForLoop
|| env.next.tree instanceof WhileLoop
|| env.next.tree instanceof DoLoop))

:warning(s, "Empty statement not in a loop body");

where (ForLoop l; env.next.tree; [l]){
require (skipOnlyBlock(l.body,s));

}

where (WhileLoop l; env.next.tree; [l]){
require (skipOnlyBlock(l.body,s));

}

where (DoLoop l; env.next.tree; [l]){
require (skipOnlyBlock(l.body,s));

}
}:warning(s, "Empty statement not alone in block")

declare skipOnlyBlock(Tree t, Skip s){
where *(Block b;t;[b]){

require (b.stats.length == 1);
require (b.stats.head == s);

}
}

PMD implementation

//Statement/EmptyStatement
[not(

../../../ForStatement
or ../../../WhileStatement
or ../../../BlockStatement/ClassOrInterfaceDeclaration
or ../../../../../../ForStatement/Statement[1]

/Block[1]/BlockStatement[1]/Statement/EmptyStatement
or ../../../../../../WhileStatement/Statement[1]

/Block[1]/BlockStatement[1]/Statement/EmptyStatement)
]
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Discussion

The JavaCOP implementation of this rule is longer than the XPath implementation, but we
believe its meaning is more accessible.

7.3.3 A Rule Defined in Java: Identifying “Double-checked Locking”

The Rule

“Partially created objects can be returned by the Double Checked Locking pattern when
used in Java. An optimizing JRE may assign a reference to the baz variable before it creates
the object the reference is intended to point to.”

Example triggering the rule

public class Foo {
Object baz;
Object bar() {

if (baz == null ) { //baz may be non-null yet not fully created
synchronized ( this ){

if (baz == null ){
baz = new Object();

}
}

}
return baz;

}
}

JavaCOP Implementation

rule doubleCheckedLocking(If outer){
forall (Binary outerb ˜ outer.cond){

where (isNullTest(outerb)){
forall (Synchronized s ˜ outer.thenpart){

forall (If inner ˜ s.body){
forall (Binary innerb ˜ inner.cond){

where (isNullTest(innerb)){
require (!(innerb.lhs.getSymbol == outerb.lhs.getSymbol)): warning(innerb, "This looks like double checked locking, which is dangerous.");

}
}

}
}

}
}

}

declare isNullTest(Binary b){
require (b.operator.name.equals("=="));
require (b.rhs.getSymbol == globals.nullConst);

}
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PMD Java Implementation

public class DoubleCheckedLocking extends net.sourceforge.pmd.AbstractRule {

public Object visit(ASTClassOrInterfaceDeclaration node, Object data) {
if (node.isInterface()) {

return data;
}
return super .visit(node, data);

}

public Object visit(ASTMethodDeclaration node, Object data) {
if (node.getResultType().isVoid()) {

return super .visit(node, data);
}

ASTType typeNode = (ASTType)node.getResultType().jjtGetChild(0);
if (typeNode.jjtGetNumChildren() == 0 || !(typeNode.jjtGetChild(0) instanceof ASTReferenceType)) {

return super .visit(node, data);
}

List finder = new ArrayList();
node.findChildrenOfType(ASTReturnStatement. class , finder, true );
if (finder.size() != 1) {

return super .visit(node, data);
}
ASTReturnStatement rs = (ASTReturnStatement) finder.get(0);

finder.clear();
rs.findChildrenOfType(ASTPrimaryExpression. class , finder, true );
ASTPrimaryExpression ape = (ASTPrimaryExpression) finder.get(0);
Node lastChild = ape.jjtGetChild(ape.jjtGetNumChildren() - 1);
String returnVariableName = null ;
if (lastChild instanceof ASTPrimaryPrefix) {

returnVariableName = getNameFromPrimaryPrefix((ASTPrimaryPrefix) lastChild);
}
if (returnVariableName == null ) {

return super .visit(node, data);
}
finder.clear();
node.findChildrenOfType(ASTIfStatement. class , finder, true );
if (finder.size() == 2) {

ASTIfStatement is = (ASTIfStatement) finder.get(0);
if (ifVerify(is, returnVariableName)) {

//find synchronized
finder.clear();
is.findChildrenOfType(ASTSynchronizedStatement. class , finder, true );
if (finder.size() == 1) {

ASTSynchronizedStatement ss = (ASTSynchronizedStatement) finder.get(0);
finder.clear();
ss.findChildrenOfType(ASTIfStatement. class , finder, true );
if (finder.size() == 1) {

ASTIfStatement is2 = (ASTIfStatement) finder.get(0);
if (ifVerify(is2, returnVariableName)) {

finder.clear();
is2.findChildrenOfType(ASTStatementExpression. class , finder, true );
if (finder.size() == 1) {

ASTStatementExpression se = (ASTStatementExpression) finder.get(0);
if (se.jjtGetNumChildren() == 3) { //primaryExpression, AssignmentOperator, Expression

if (se.jjtGetChild(0) instanceof ASTPrimaryExpression) {
ASTPrimaryExpression pe = (ASTPrimaryExpression) se.jjtGetChild(0);
if (matchName(pe, returnVariableName)) {

if (se.jjtGetChild(1) instanceof ASTAssignmentOperator) {
addViolation(data, node);

}
}

}
}

}
}

}
}

}
}
return super .visit(node, data);

}

private boolean ifVerify(ASTIfStatement is, String varname) {
List finder = new ArrayList();
is.findChildrenOfType(ASTPrimaryExpression. class , finder, true );
if (finder.size() > 1) {

ASTPrimaryExpression apeLeft = (ASTPrimaryExpression) finder.get(0);
if (matchName(apeLeft, varname)) {

ASTPrimaryExpression apeRight = (ASTPrimaryExpression) finder.get(1);
if ((apeRight.jjtGetNumChildren() == 1) && (apeRight.jjtGetChild(0) instanceof ASTPrimaryPrefix)) {

ASTPrimaryPrefix pp2 = (ASTPrimaryPrefix) apeRight.jjtGetChild(0);
if ((pp2.jjtGetNumChildren() == 1) && (pp2.jjtGetChild(0) instanceof ASTLiteral)) {

ASTLiteral lit = (ASTLiteral) pp2.jjtGetChild(0);
if ((lit.jjtGetNumChildren() == 1) && (lit.jjtGetChild(0) instanceof ASTNullLiteral)) {

return true ;
}

}
}

}
}
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return false ;
}

private boolean matchName(ASTPrimaryExpression ape, String name) {
if ((ape.jjtGetNumChildren() == 1) && (ape.jjtGetChild(0) instanceof ASTPrimaryPrefix)) {

ASTPrimaryPrefix pp = (ASTPrimaryPrefix) ape.jjtGetChild(0);
String name2 = getNameFromPrimaryPrefix(pp);
if (name2 != null && name2.equals(name)) {

return true ;
}

}
return false ;

}

private String getNameFromPrimaryPrefix(ASTPrimaryPrefix pp) {
if ((pp.jjtGetNumChildren() == 1) && (pp.jjtGetChild(0) instanceof ASTName)) {

return ((ASTName) pp.jjtGetChild(0)).getImage();
}
return null ;

}
}

Discussion

The JavaCOP.Language version of this rule is far shorter, and very much more declarative.
The procedural nature of the PMD Java implementation makes it quite difficult to tell what
the rule does from looking at the code.

7.4 Detection of Micro-patterns Implementation

The following rules will detect classes matching the Degenerate Classes micropatterns, and
print a warning for each matching class. Because javac by default will emit only up to
100 warnings, to use this ruleset JavaCOP.Framework must be run with a large valued
-Xmaxwarns parameter.

rule detectDTJ(ClassDef c){
where (c.isInterface && c.sym.members.length == 0){

require ( false ): warning(globals.NOPOS, "Designator: "+c.flatName);
require (c.interfaces.length == 0): warning(globals.NOPOS, "Taxonomy: "+c.flatName);
require (c.interfaces.length < 2): warning(globals.NOPOS, "Joiner: "+c.flatName);

}
}

declare isPoolClass(ClassDef c){
forall (Symbol s: c.sym.members){

where *(VarSymbol v; s; [v]){
require (v.isStatic && v.isFinal);

}
}

}

rule poolClass(ClassDef c){
require (!isPoolClass(c)):warning(globals.NOPOS, "Pool: "+c.flatName);

}

declare funprereq(ClassDef c){
require (c.sym.methods.length == 1);
where *(MethodSymbol m; c.sym.methods.head; [m]){

require (m.isPublic);
require (!m.isStatic);

}
}
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rule funptrobj(ClassDef c){
where (funprereq(c)){

require (!(c.sym.fields.length == 0)) : warning(globals.NOPOS, "Function Pointer: "+c.flatName);
require (!(c.sym.fields.length > 0)) : warning(globals.NOPOS, "Function Object: "+c.flatName);

}
}

declare isCobolLike(ClassDef c){
require (c.sym.members.length == 1);
where *(MethodSymbol m; c.sym.members.head; [m]){

require (m.isStatic);
}

}

rule cobolLike(ClassDef c){
require (!isCobolLike(c)): warning(globals.NOPOS, "Cobol like: "+c.flatName);

}

declare isStatelessClass(ClassDef c){
forall (VarSymbol v: c.sym.fields){

require (v.isStatic && v.isFinal);
}

}
rule statelessClass(ClassDef c){

require (!isStatelessClass(c)):warning(globals.NOPOS, "Stateless: "+c.flatName);
}

declare isCommonStateClass(ClassDef c){
forall (VarSymbol v: c.sym.fields){

require (v.isStatic);
}

}

rule commonStateClass(ClassDef c){
require (!isCommonStateClass(c)):warning(globals.NOPOS, "Common State: "+c.flatName);

}

declare noPublicConstructors(ClassDef c){
forall (MethodSymbol m: c.sym.methods){

where (m.isConstructor){
require (!m.isPublic);

}
}

}

declare hasSameTypeField(ClassDef c){
exists (VarSymbol v : c.sym.fields){

require (v.type == c.type);
}

}
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rule controlledCreation(ClassDef c){
where (hasSameTypeField(c)){

where *(noPublicConstructors(c)){
require ( false ):warning(globals.NOPOS, "Restricted Creation: "+c.flatName);

}:warning(globals.NOPOS, "Sampler: "+c.flatName)
}

}

7.5 Metrics Implementation

The following JavaCOP.Language rules can be used to quantify the six metrics defined by
Chidamber and Kemerer:

• Number of methods per class

• Depth of inheritance hierarchy

• Number of children

• Coupling between objects

• Response set of objects

• Lack of cohesion of Methods

The fundamental cases which contribute to these values are isolated, then printed as
warnings. These warnings can then be collected, and a simple program can be written to
count the results and work out the resulting metric values.

rule methodsPerClass(ClassDef c){
forall (Tree t: c.defs){

require (!(t instanceof MethodDef)):warning(globals.NOPOS, "Method found in "+c.sym.flatName);
}

}

rule depthOfInheritance(ClassDef c){
require ( false ): warning(globals.NOPOS, c.sym.flatName+" inheritancedepth: "+c.transitiveSuperclasses.length);

}

rule numberOfChildren(ClassDef c){
forall (Type t : c.supertypes){

require ( false ): warning(globals.NOPOS, c.sym.flatName+" subclasses "+t.tsym.flatName);
}

}

rule coupling1(Select s){
where (env.enclClass != null ){

where (ClassSymbol otherclass ; s.getSymbol; [otherclass]){
require (otherclass == env.enclClass.sym): warning(globals.NOPOS, env.enclClass.sym.flatName+" couples to "+otherclass.flatName);

}
}

}

rule coupling2(Ident i){
where (env.enclClass != null ){

where (ClassSymbol otherclass ; i.getSymbol; [otherclass]){
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require (otherclass == env.enclClass.sym): warning(globals.NOPOS, env.enclClass.sym.flatName+" couples to "+otherclass.flatName);
}

}
}

rule responseset1(ClassDef c){
forall (Tree t: c.defs){

where (MethodDef m; t; [m]){
require ( false ):warning(globals.NOPOS, "Response set:"+m.sym.owner.flatName+"."+m.sym.name+" in "+c.sym.flatName);

}
}

}

rule responseset2(Apply a){
where (env.enclClass != null ){

require (a.meth.getSymbol.owner == env.enclClass.sym):warning(globals.NOPOS, "Response set:"+a.meth.getSymbol.owner.flatName+"."+a.meth.getSymbol.name+" in "+env.enclClass.sym.flatName);
}

}

rule LCOM1(Select s){
where (env.enclClass != null && env.enclMethod != null ){

where (VarSymbol avar ; s.getSymbol; [avar]){
require (avar.owner != env.enclClass.sym): warning(globals.NOPOS, "LCOM: "+avar.name+" used in meth "+env.enclMethod.sym.name+" in class "+env.enclClass.sym.flatName);

}
}

}

rule LCOM2(Ident i){
where (env.enclClass != null && env.enclMethod != null ){

where (VarSymbol avar ; i.getSymbol; [avar]){
require (avar.owner != env.enclClass.sym): warning(globals.NOPOS, "LCOM: "+avar.name+" used in meth "+env.enclMethod.sym.name+" in class "+env.enclClass.sym.flatName);

}
}

}
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Chapter 8

Conclusions

In this report we have presented:

• The design and semantics of the JavaCOP.Language rule language for specifying struc-
tural constraints on Java programs.

• The design and implementation of JavaCOP.Framework, a Java framework for speci-
fying and validating structural and semantic constraints on Java programs.

• The implementation of a compiler for JavaCOP.Language which transforms a set of
JavaCOP.Language rules into a Java source file which may be used in the JavaCOP.Framework
framework.

• A validation of the JavaCOP checking model through the reimplementation of con-
straints from several schemes from the literature.

8.1 Comparison with related work

8.1.1 Semantic Type Qualifiers

CQual has a formal model that JavaCOPdoes not, but it does not allow as general constraints
to be expressed.

8.1.2 CCEL

CCEL allows only constraints on the class and method structure of the program to be eval-
uated, not constraints within methods.

8.1.3 PMD

PMD does not contain type or symbolic information, and therefore allows only purely syn-
tactic constraints to be expressed. Also, neither paradigm for expressing rules is as readable
or expressive as JavaCOP.Language rules.

8.2 Future work

Future work on the JavaCOP project could include:

• Add more information the the traversal environment, such as a list of all nodes tra-
versed, and a list of the owners of each scope entered.
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• Direct support for metrics and corpus analysis by adding a feature to count matches of
some constraint.

• Generalise the join point to allow more flexability. For example, we could allow multi-
ple matches, for example rule(tree t)[t=ClassDef,MethodDef,VarDef]{..}

• Add caching of quantification and predicate results.

• Make the compiler more robust by adding error control to the parser, and a type check-
ing phase, so it is never necessary to inspect the generated Java source. Adding type
checking would permit us to reimplement list quantification to support any subtype
of the list element type in the quantifier, not just the list type. It is not feasible to im-
plement this without typechecking in JavaCOP.Compiler because the condition of that
the quantifier type be a subtype of the list type cannot be expressed statically in the
generated Java, and therefore if not checked in JavaCOP.Compiler we would risk the
completely unacceptable result of the quantifier silently never succeeding.

• Add a full pattern matching implementation.

• Add dataflow analysis.
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Appendix A

JavaCOP API Functions

Name Argument Types Return Types
head <E>List<E> E
last <E>List<E> E
tail <E>List<E> List<E>
elementAt <E>List<E>, int E
isEmpty Collection<?> boolean
size Collection<?> int
containsAll Collection<?>, Collection<?> boolean
emptyPackage ConstraintGlobals Symbol.PackageSymbol
rootPackage ConstraintGlobals Symbol.PackageSymbol
enumSym ConstraintGlobals Symbol.TypeSymbol
falseConst ConstraintGlobals Symbol.VarSymbol
trueConst ConstraintGlobals Symbol.VarSymbol
nullConst ConstraintGlobals Symbol.VarSymbol
deprecatedType ConstraintGlobals Type
retentionType ConstraintGlobals Type
overrideType ConstraintGlobals Type
annotationTargetType ConstraintGlobals Type
iteratorType ConstraintGlobals Type
iterableType ConstraintGlobals Type
arraysType ConstraintGlobals Type
comparableType ConstraintGlobals Type
collectionsType ConstraintGlobals Type
listType ConstraintGlobals Type
annotationType ConstraintGlobals Type
cloneNotSupportedExceptionType ConstraintGlobals Type
assertionErrorType ConstraintGlobals Type
noSuchFieldErrorType ConstraintGlobals Type
noClassDefFoundErrorType ConstraintGlobals Type
classNotFoundExceptionType ConstraintGlobals Type
runtimeExceptionType ConstraintGlobals Type
exceptionType ConstraintGlobals Type
illegalArgumentExceptionType ConstraintGlobals Type
errorType ConstraintGlobals Type
throwableType ConstraintGlobals Type
serializableType ConstraintGlobals Type
cloneableType ConstraintGlobals Type
stringBuilderType ConstraintGlobals Type
stringBufferType ConstraintGlobals Type
stringType ConstraintGlobals Type
classLoaderType ConstraintGlobals Type
classType ConstraintGlobals Type
objectType ConstraintGlobals Type
errType ConstraintGlobals Type
botType ConstraintGlobals Type
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Name Argument Types Return Types
voidType ConstraintGlobals Type
booleanType ConstraintGlobals Type
doubleType ConstraintGlobals Type
floatType ConstraintGlobals Type
longType ConstraintGlobals Type
intType ConstraintGlobals Type
shortType ConstraintGlobals Type
charType ConstraintGlobals Type
byteType ConstraintGlobals Type
noType ConstraintGlobals Type
NOPOS ConstraintGlobals int
outer Env<AttrContext> Env<AttrContext>
next Env<AttrContext> Env<AttrContext>
currentScopeOwner Env<AttrContext> Symbol
enclClass Env<AttrContext> Tree.ClassDef
enclMethod Env<AttrContext> Tree.MethodDef
toplevel Env<AttrContext> Tree.TopLevel
tree Env<AttrContext> Tree
isStatic Env<AttrContext> boolean
enclosing Env<AttrContext>, int Env<AttrContext>
length List<?> int
contains List<Type>, Type boolean
toString Object String
equals Object, Object boolean
length Object[] int
length String int
matches String, String boolean
endsWith String, String boolean
startsWith String, String boolean
lastIndexOf String, String int
indexOf String, String int
lastIndexOf String, String, int int
indexOf String, String, int int
substring String, int String
charAt String, int char
lastIndexOf String, int int
indexOf String, int int
substring String, int, int String
lastIndexOf String, int, int int
indexOf String, int, int int
interfaces Symbol List<Type>
transitiveSuperclasses Symbol List<Type>
transitiveSupertypes Symbol List<Type>
supertypes Symbol List<Type>
typarams Symbol List<Type>
thrown Symbol List<Type>
argtypes Symbol List<Type>
flatName Symbol String
fullName Symbol String
name Symbol String
outermostClass Symbol Symbol.ClassSymbol
enclClass Symbol Symbol.ClassSymbol
packge Symbol Symbol.PackageSymbol
owner Symbol Symbol
externalType Symbol Type
erasure Symbol Type
type Symbol Type
unboxedType Symbol Type
supertype Symbol Type
restype Symbol Type
removeBounds Symbol Type
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Name Argument Types Return Types
outer Symbol Type
baseType Symbol Type
isMethodSymbol Symbol boolean
isVarSymbol Symbol boolean
isTypeSymbol Symbol boolean
isPackageSymbol Symbol boolean
hasOuterInstance Symbol boolean
isInner Symbol boolean
isConstructor Symbol boolean
isNative Symbol boolean
isInterface Symbol boolean
isDeprecated Symbol boolean
isAbstract Symbol boolean
isFinal Symbol boolean
isPrivate Symbol boolean
isProtected Symbol boolean
isPublic Symbol boolean
isLocal Symbol boolean
isStatic Symbol boolean
isArray Symbol boolean
isUnbound Symbol boolean
isTrue Symbol boolean
isSuperBound Symbol boolean
isRaw Symbol boolean
isPrimitive Symbol boolean
isParameterized Symbol boolean
isFalse Symbol boolean
isCompound Symbol boolean
tag Symbol int
flags Symbol long
hasAnnotation Symbol, String boolean
isSubClass Symbol, Symbol boolean
isInheritedIn Symbol, Symbol boolean
isTransitiveOwner Symbol, Symbol boolean
isSameType Symbol, Symbol boolean
isSubType Symbol, Symbol boolean
isSuperType Symbol, Symbol boolean
overrides Symbol, Symbol, Symbol.TypeSymbol boolean
isEnclosedBy Symbol, Symbol.ClassSymbol boolean
isMemberOf Symbol, Symbol.TypeSymbol boolean
isSameType Symbol, Tree boolean
isSubType Symbol, Tree boolean
isSuperType Symbol, Tree boolean
positionFor Symbol, Tree int
isSameType Symbol, Type boolean
isSubType Symbol, Type boolean
isSuperType Symbol, Type boolean
argtypes Symbol, boolean String
className Symbol.ClassSymbol String
params Symbol.MethodSymbol List<Symbol.VarSymbol>
implementation Symbol.MethodSymbol, Symbol.TypeSymbol Symbol.MethodSymbol
innerClasses Symbol.TypeSymbol List<Symbol.ClassSymbol>
methods Symbol.TypeSymbol List<Symbol.MethodSymbol>
fields Symbol.TypeSymbol List<Symbol.VarSymbol>
members Symbol.TypeSymbol List<Symbol>
memberLookup Symbol.TypeSymbol, String List<Symbol>
constValue Symbol.VarSymbol Object
pos Symbol.VarSymbol int
interfaces Tree List<Type>
transitiveSuperclasses Tree List<Type>
transitiveSupertypes Tree List<Type>
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Name Argument Types Return Types
supertypes Tree List<Type>
typarams Tree List<Type>
thrown Tree List<Type>
argtypes Tree List<Type>
flatName Tree String
fullName Tree String
getName Tree String
getFullName Tree String
outermostClass Tree Symbol.ClassSymbol
enclClass Tree Symbol.ClassSymbol
packge Tree Symbol.PackageSymbol
owner Tree Symbol
unboxedType Tree Type
supertype Tree Type
restype Tree Type
removeBounds Tree Type
outer Tree Type
baseType Tree Type
type Tree Type
hasOuterInstance Tree boolean
isInner Tree boolean
isConstructor Tree boolean
isNative Tree boolean
isInterface Tree boolean
isDeprecated Tree boolean
isAbstract Tree boolean
isFinal Tree boolean
isPrivate Tree boolean
isProtected Tree boolean
isPublic Tree boolean
isLocal Tree boolean
isStatic Tree boolean
isArray Tree boolean
isUnbound Tree boolean
isTrue Tree boolean
isSuperBound Tree boolean
isRaw Tree boolean
isPrimitive Tree boolean
isParameterized Tree boolean
isFalse Tree boolean
isCompound Tree boolean
isSyntheticInit Tree boolean
isSuperCall Tree boolean
isSelfCall Tree boolean
tag Tree int
pos Tree int
hasAnnotation Tree, String boolean
wrapWarning Tree, String void
wrapError Tree, String void
isInheritedIn Tree, Symbol boolean
isTransitiveOwner Tree, Symbol boolean
isSameType Tree, Symbol boolean
isSubType Tree, Symbol boolean
isSuperType Tree, Symbol boolean
overrides Tree, Symbol, Symbol.TypeSymbol boolean
isEnclosedBy Tree, Symbol.ClassSymbol boolean
isMemberOf Tree, Symbol.TypeSymbol boolean
pathTo Tree, Tree List<Tree>
isSameType Tree, Tree boolean
isSubType Tree, Tree boolean
isSuperType Tree, Tree boolean
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Name Argument Types Return Types
isSameType Tree, Type boolean
isSubType Tree, Type boolean
isSuperType Tree, Type boolean
argtypes Tree, boolean String
args Tree.Annotation List<Tree>
annotationType Tree.Annotation Tree
args Tree.Apply List<Tree>
typeargs Tree.Apply List<Tree>
meth Tree.Apply Tree
varargsElement Tree.Apply Type
detail Tree.Assert Tree
cond Tree.Assert Tree
rhs Tree.Assign Tree
lhs Tree.Assign Tree
operator Tree.Assignop Symbol
rhs Tree.Assignop Tree
lhs Tree.Assignop Tree
operator Tree.Binary Symbol
rhs Tree.Binary Tree
lhs Tree.Binary Tree
stats Tree.Block List<Tree>
flags Tree.Block long
label Tree.Break String
target Tree.Break Tree
stats Tree.Case List<Tree>
pat Tree.Case Tree
body Tree.Catch Tree.Block
param Tree.Catch Tree.VarDef
classDefs Tree.ClassDef List<Tree.ClassDef>
methodDefs Tree.ClassDef List<Tree.MethodDef>
typarams Tree.ClassDef List<Tree.TypeParameter>
varDefs Tree.ClassDef List<Tree.VarDef>
defs Tree.ClassDef List<Tree>
implementing Tree.ClassDef List<Tree>
name Tree.ClassDef String
sym Tree.ClassDef Symbol.ClassSymbol
mods Tree.ClassDef Tree.Modifiers
extending Tree.ClassDef Tree
falsepart Tree.Conditional Tree
truepart Tree.Conditional Tree
cond Tree.Conditional Tree
label Tree.Continue String
target Tree.Continue Tree
cond Tree.DoLoop Tree
body Tree.DoLoop Tree
expr Tree.Exec Tree
step Tree.ForLoop List<Tree>
init Tree.ForLoop List<Tree>
body Tree.ForLoop Tree
cond Tree.ForLoop Tree
var Tree.ForeachLoop Tree.VarDef
body Tree.ForeachLoop Tree
expr Tree.ForeachLoop Tree
name Tree.Ident String
sym Tree.Ident Symbol
elsepart Tree.If Tree
thenpart Tree.If Tree
cond Tree.If Tree
index Tree.Indexed Tree
indexed Tree.Indexed Tree
label Tree.Labelled String
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Name Argument Types Return Types
body Tree.Labelled Tree
value Tree.Literal Object
typetag Tree.Literal int
typarams Tree.MethodDef List<Tree.TypeParameter>
params Tree.MethodDef List<Tree.VarDef>
thrown Tree.MethodDef List<Tree>
name Tree.MethodDef String
sym Tree.MethodDef Symbol.MethodSymbol
firstConstructorCall Tree.MethodDef Tree.Apply
body Tree.MethodDef Tree.Block
mods Tree.MethodDef Tree.Modifiers
defaultValue Tree.MethodDef Tree
restypetree Tree.MethodDef Tree
isInitialConstructor Tree.MethodDef boolean
annotations Tree.Modifiers List<Tree.Annotation>
flags Tree.Modifiers long
elems Tree.NewArray List<Tree>
dims Tree.NewArray List<Tree>
elemtype Tree.NewArray Tree
args Tree.NewClass List<Tree>
typeargs Tree.NewClass List<Tree>
constructor Tree.NewClass Symbol
def Tree.NewClass Tree.ClassDef
clazz Tree.NewClass Tree
encl Tree.NewClass Tree
varargsElement Tree.NewClass Type
expr Tree.Parens Tree
expr Tree.Return Tree
name Tree.Select String
sym Tree.Select Symbol
selected Tree.Select Tree
cases Tree.Switch List<Tree.Case>
selector Tree.Switch Tree
body Tree.Synchronized Tree.Block
lock Tree.Synchronized Tree
expr Tree.Throw Tree
catchers Tree.Try List<Tree.Catch>
finalizer Tree.Try Tree.Block
body Tree.Try Tree.Block
arguments Tree.TypeApply List<Tree>
clazz Tree.TypeApply Tree
kind Tree.TypeArgument BoundKind
inner Tree.TypeArgument Tree
elemtype Tree.TypeArray Tree
expr Tree.TypeCast Tree
clazz Tree.TypeCast Tree
typetag Tree.TypeIdent int
bounds Tree.TypeParameter List<Tree>
name Tree.TypeParameter String
clazz Tree.TypeTest Tree
expr Tree.TypeTest Tree
operator Tree.Unary Symbol
arg Tree.Unary Tree
name Tree.VarDef String
sym Tree.VarDef Symbol.VarSymbol
mods Tree.VarDef Tree.Modifiers
init Tree.VarDef Tree
vartype Tree.VarDef Tree
body Tree.WhileLoop Tree
cond Tree.WhileLoop Tree
interfaces Type List<Type>
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Name Argument Types Return Types
transitiveSuperclasses Type List<Type>
transitiveSupertypes Type List<Type>
supertypes Type List<Type>
typarams Type List<Type>
thrown Type List<Type>
argtypes Type List<Type>
allparams Type List<Type>
flatName Type String
fullName Type String
outermostClass Type Symbol.ClassSymbol
enclClass Type Symbol.ClassSymbol
packge Type Symbol.PackageSymbol
tsym Type Symbol.TypeSymbol
owner Type Symbol
asMethodType Type Type.MethodType
elemtype Type Type
erasure Type Type
unboxedType Type Type
supertype Type Type
restype Type Type
removeBounds Type Type
outer Type Type
bound Type Type
baseType Type Type
hasOuterInstance Type boolean
isInner Type boolean
isConstructor Type boolean
isNative Type boolean
isInterface Type boolean
isDeprecated Type boolean
isAbstract Type boolean
isFinal Type boolean
isPrivate Type boolean
isProtected Type boolean
isPublic Type boolean
isLocal Type boolean
isStatic Type boolean
isArray Type boolean
isUnbound Type boolean
isTrue Type boolean
isSuperBound Type boolean
isRaw Type boolean
isPrimitive Type boolean
isParameterized Type boolean
isFalse Type boolean
isCompound Type boolean
tag Type int
containsSome Type, List<Type> boolean
hasAnnotation Type, String boolean
isInheritedIn Type, Symbol boolean
isTransitiveOwner Type, Symbol boolean
isSameType Type, Symbol boolean
isSubType Type, Symbol boolean
isSuperType Type, Symbol boolean
overrides Type, Symbol, Symbol.TypeSymbol boolean
isEnclosedBy Type, Symbol.ClassSymbol boolean
isMemberOf Type, Symbol.TypeSymbol boolean
isSameType Type, Tree boolean
isSubType Type, Tree boolean
isSuperType Type, Tree boolean
withTypeVar Type, Type Type
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Name Argument Types Return Types
isSameType Type, Type boolean
isSubSignature Type, Type boolean
isSubType Type, Type boolean
isSuperType Type, Type boolean
contains Type, Type boolean
argtypes Type, boolean String
validateSubtyping int, Type, Type, Env<AttrContext> void
upTo int, int Iterable<Integer>
hasHypotheticalFlag long boolean
hasGeneratedConstructorFlag long boolean
hasAcyclic AnnFlag long boolean
hasVarargsFlag long boolean
hasParameterFlag long boolean
hasACyclicFlag long boolean
hasAnonConstrFlag long boolean
hasUnattributedFlag long boolean
hasLockedFlag long boolean
hasSourceSeenFlag long boolean
hasClassSeenFlag long boolean
hasCompoundFlag long boolean
hasExistsFlag long boolean
hasNoOuterThisFlag long boolean
hasIProxyFlag long boolean
hasEnumFlag long boolean
hasHasInitFlag long boolean
hasDeprecatedFlag long boolean
hasAnnotationFlag long boolean
hasSyntheticFlag long boolean
hasBridgeFlag long boolean
hasStrictFPFlag long boolean
hasAbstractFlag long boolean
hasInterfaceFlag long boolean
hasNativeFlag long boolean
hasTransientFlag long boolean
hasVolatileFlag long boolean
hasSynchronizedFlag long boolean
hasFinalFlag long boolean
hasStaticFlag long boolean
hasProtectedFlag long boolean
hasPrivateFlag long boolean
hasPublicFlag long boolean
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